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1. Activating your Viedoc account

1 Activating your Viedoc account

The first time you are invited to be a part of a study in Viedoc, you will get an invitation by email containing an
activation link.

To activate your account:

1 Select the link in the invitation email. The account activation window is displayed:

viedoc 1 Terms&privacypolicy 2 Enteryourdata English .

HI there. We'come to Email address

Email address

your accou nt
activation.

Terms of use

Download

Viedoc Terms of Use
Last modified: May 27, 2018,

Welcome to Viedoc!
Thank you for using the suite of services that comprises Viedoc
Viedoc s provided by PCG Solutions AB (we*, "our® or "us"), located
at St Persgatan 6, 753 20 Uppsala, Sweden. Our email address is
info@viedoc.com.

These Terms of Use (‘TOU") form a legal agreement between you
(*you or *your®) and us. Your access to, and use of, Viedoc, are

Privacy policy

Download

Viedoc Privacy Policy
Effective: Sep 29, 2019.

Changes since previous version
The previous version of this policy had an effective date of May 27,
2018. Compared to that version we have updated the Partners
paragraph to reflect new service providers used to deliver the
Viedoc service. We have also made a minor update to the Study
Participation paragraph (introduced a date)

I have read and accept the terms of use and the privacy policy

Continue




Read the Terms of use and the Privacy policy documents, and then select the box to confirm you have
read them.

Select Continue. You will be directed to Step 2/2:

viedoc @ Terms &privacy policy 2 Enteryour data o i
You're almost done. Personalinfo
Please enter your -
d 0 ta . Your first name
Password

s 0 Viedoc from now on. Be

special characters. Mix

upper

@ 8 characters € 1uppercase letter
@ 1lowercase letter Q 1digit
@ 1special character (. @. #,$.%. ", &._.+. etc.)

Enter your new password.

Confirm your new password

Phone number

+CountryCode PhoneNumber

This phone can receive text messages

Enter your first name and last name in the Your first name and Your last name fields.

Enter a password in the Enter your new password field. The indicators to the right inform you when you
have fulfilled all of the requirements for a strong password.

Confirm the chosen password by entering it again in the Confirm your new password field.

Enter your phone number in the format +[CountryCodePhoneNumber] and select the checkbox if the
phone can receive text messages.

Note! You must select the checkbox to receive an authentication code as a text message to this phone
number.




Select Continue. You will get a notification message saying that your account was created.

viedoc . Engish o

\\Welcome to the team, Fredrick.

Go tothe login page
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1. Logging.in to Viedoc

1 Loggingin to Viedoc

To log into Viedoc:

1 Go to the Viedoc login page:
viedoc . Englsn &
. Email address
Log INnd nd keep u p DoctorDemo@viedoc.com
the good work! —
2 Enter your primary email address and your password.

Note! After three failed attempts to enter a correct password, your account will be locked. To unlock it,
you need to change your password. To do so, select the link to recover your password, see Recover
your password.

3 Optionally, select your language from the dropdown list.

Note! This language setting applies only to this login page. For instructions on how to change the
language after login, see User settings.

4 Select Log In to access Viedoc.
If you are using two-factor authentication (see Security settings), you will be prompted to enter a
security code before you are given access to Viedoc.



https://help.viedoc.net/c/508fda/15ad0d/en/
https://help.viedoc.net/c/508fda/15ad0d/en/
https://help.viedoc.net/l/185bf0/en/

The Two-factor authentication page opens and you will be required to enter the authentication code
you received via email or text message, according to your settings in Security settings:

viedoc' .

English |

Dear Viedoc user, your user account settings indicate that two-factor

I WO - fo Cto r authentication is required to access Viedoc. Two-factor authentication
strengthens your login security by requesting not only your password but
thentication

also a second factor to verify your identity.

Authentication code

To access the system, you must authenticate yourself by entering the 6-digit
authentication code that was sent to your Email address:
docto***********oc.com.

This is a frequently used device that can be considered as safe and
trusted. Don't ask me for a code for the next 30 days.

Didn't receive a code? Try these alternatives:
Resend code to +4****** 678

Resend code to docto™********* oc.com

Note! After three failed attempts to enter the correct code the user account will be locked.

In case you did not receive an authentication code or you want the code to be sent using the other
method than the one set up in Security settings (for example, if it is set to text message and you want to
get the code by email), you can select the link next to Didn't receive a code? at the bottom of the page.
A new dialog box opens where you can select how you want the new authentication code to be sent.

Note! A new authentication code can be requested up to 5 times and is reset to 5 requests after a
successful user login.

viedoc Engin o
Dear Viedoc user, your user account settings indicate that two-factor
I W _f t r authentication is required to access Viedoc. Two-factor authentication
strengthens yourlogin security by requesting not only your password but
also a second factor to verify your identity.

Request a new authentication code

@ !would like to have the code sent to my email address
Viedog' 144+ ‘doc.org

...




Optionally, you can select Trust this device for 30 days. If selected, you won't be asked again for the
authentication code for the next 30 days when logging in with the same username from the same
device using the same browser (unless the browser session is in private mode or the cookies are
cleared). The list of trusted devices is shown in the Security settings. After a password recovery, all the
trusted devices are removed.

If the Privacy policy or Terms of use changed since the latest login, you will be prompted to read and
accept the new terms.

In case you have been invited to a new study since your latest login, the Pending invitations dialog box
is displayed prompting you to accept or reject the invitation to the respective study. See Pending
invitations for more details.


https://help.viedoc.net/c/331b7a/6bea8e/en/
https://help.viedoc.net/c/331b7a/6bea8e/en/
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1. Password management
1.1 Resetting your password
1.2 Changing.your password

1 Password management

11 Resetting your password

To reset your password:

1 On the login page, next to Forgot your password?, select Click here. The following dialog is displayed:
viedoc . English ¢
! Forgot your password?
Let's renew your gotyour p
Enter your email address to reset your password
pG SSWO rd . Your email address

DoctorDemo@viedoc.com|




Enter your email address and select Submit. The system sends you a password recovery email and a
Password retrieval request confirmation message is shown:

viedoc’

- English 4

Th dan k yO u | Password retrieval request received!

We have received your request to retrieve the password for your account. If
your email address is found in our records, and the limit for number of
retrieval attempts hasn't been exceeded, we will send you an email shortly.
Please add no-reply@viedoc.net to your address book and check your spam
folder if the email doesn't arrive.

Go to the login page

S Viedoc Technologies AB 2023

Select the link in the password recovery email. This directs you to the Reset your password page.

Note! You will first be prompted to enter a security code before you can access Viedoc:

viedoc'

. English 1

Dear Viedoc user, your user account settings indicate that two-factor

I WO - fo Cto r authentication is required to access Viedoc. Two-factor authentication
strengthens your login security by requesting not only your password but
thentication

also a second factor to verify your identity.

Authentication code

To access the system, you must authenticate yourself by entering the 6-digit
authentication code that was sent to your Email address:

This is a frequently used device that can be considered as safe and
trusted. Don't ask me for a code for the next 30 days.

Didn't receive a code? Try these alternatives:
Resend code to +4***** 678

Resend code to docto™

The authentication code is sent to the phone number you set to receive text messages or to your
secondary email address. If neither of these options are selected, you will need to contact your Study
Manager to receive a link to reset your password. For more information on setting your phone number
and secondary email address, see User settings.


https://help.viedoc.net/l/185bf0/en/

To reset your password, you need to fill in the fields Enter your new password and Confirm your new
password, and then select Submit:

ViedOC n English ¢

Reset yOU r Set a new password

Set a password that you will use to log in to Viedoc from now on. Be

creative, include both letters, numbers, and special characters. Mix
p 0 SSWO r uppercase and lowercase letters.

The password must contain at least

€ 8 characters € 1 uppercase letter
@ 1lowercase letter  1digit
Q 1special character (|, @, #, $, %, ", &,_, +, etc.)

Email address

DoctorDemo@viedoc.com

Enter your new password

Confirm your new password

© Viedoc Technologies AB 2023
Viedoc version 473.0.0
2023-03-07 08:52:54 UTC

viedoc . English ¢

Reset you r Set a new password

Set a password that you will use to log in to Viedoc from now on. Be

creative, include both letters, numbers, and special characters. Mix
p G SSWO r uppercase and lowercase letters.

The password must contain at least

@ 8 characters @ 1uppercase letter
@ 1lowercase letter @ 1digit
Q 1special character (, @, #, $, %, *, &,_, +, etc.)

Email address

DoctorDemo@viedoc.com

Enter your new password

© Viedoc Technologies AB 2023
Viedoc version 473.00
2023-03-07 09:21:02 UTC

Notel



= For security reasons, the password recovery email is only valid for 3 hours. If 3 hours have
passed and you haven't reset your password, you have to apply for a new recovery
password email, by repeating steps 1 and 2 above.

= You can send up to three password recovery requests within a 24-hour time frame.

1.2 Changing your password

To change your password once you are logged in to Viedoc:

1 Select the settings button (wheel) in the top right corner of the landing page, and select Change
password. The Change password window opens:

viedoc’

User Settings
Change Password
Security Settings

Authentication Log

viedoc learning 2

Change Password

User name

doctordemo@viedoc.com

Current password

Please provide your current password to change password

New password The password must contain at least
a 8 characters 6 1uppercase letter
° 1lowercase letter ° 1digit

Confirm new pGSSWOFd Q 1special character (1, @, #,$, %, *, &_, +, etc.)

© Viedoc Technologies AB 2023 - Terms of use - Privacy policy
Viedoc™ version 4.77.867714923 - 2023-10-0513:10:12 UTC

2 Enter the Current password.

3 Enter the new password in the New password and Confirm new password fields.
The indicators to the right inform you when you have fulfilled all requirements for a strong password.
The new password must be different from the previous 10 passwords you have used. If this
requirement is not fulfilled, a message will notify you.

4 Select Save changes.

° Doctor Demo

Notel After entering an incorrect current password three times in a row, your account will be locked.

The process is similar for the case when your password expires and you are required to change it.
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1. User settings
11 Adding_a secondary email address
1.2 Verifying_a secondary email address
1.3 Changing the primary email address
1.4 Editing your phone number
1.5 Verifying your phone number

1 User settings

Once logged in, you can edit your profile.

To view or edit your user settings, select the settings button (wheel) in the top right corner of the landing page, and
select Edit your profile. The User Settings page opens, where you can configure the following:

User name - this is your primary email address used for your Viedoc account. This is the user name you use to log
in to Viedoc. See below information on primary email address.

First name and Last name - fill in these fields that will be used to compose the Display name which will be used in
Viedoc to identify your user.

System language - select the language of your choice from the drop-down menu.

Primary email address - this is the same as the User name described above. It is the email address used in Viedoc
to log in, as well as for Viedoc user account-related operations (account setup, password recovery, study invitations).
By default, this is set to the email address used to initiate the Viedoc user account.

The primary email address must be unique and is mandatory. Therefore, it is not possible to delete the primary
email address.
See Changing_the primary email address.

Secondary email addresses - you can add up to 3 additional email addresses that will be used by Viedoc to
send notifications on alerts and trackers as configured in Viedoc Designer. Viedoc alert emails will be sent to all the
primary and verified secondary email addresses set up for your account.

See Adding a secondary email address and Verifying_.a secondary email address.

Phone number - enter your phone number in format +[CountryCodePhoneNumber] (for example
+46123456789) and if you want to receive text messages, select This phone can receive text messages.
See Editing_your phone number and Verifying your phone number.

Important!
= You must either select one of the options This phone can receive text messages, or configure a
secondary email address to be able to recover your password yourself. If neither of these options are
selected, you will need to contact your Study Manager to receive a link to reset your password.
= One of the above options is needed in order to send the authentication code you will need to provide
for resetting your password. The phone number or secondary email address provided will be used to
send the authentication code even if these are not verified.

Contact information - fill in the following fields: your street address, city, state, postal code and country.



User Settings

A Ownership of @viedoc.com has not been verified!
A Ownership of has not been verified
User name

This is used to log in to Viedoc

DoctorDemo@viedoc.com

First name Last name
Doctor Demo

Display name o

This is your Viedoc user name

Doctor Demo

System language —
This language will be used when available
Select language v

Primary email address ™

DoctorDemo@viedoc.com Q

Secondary email addresses
mails from Viedoc will also be sent to these address:

@viedoc.com Q Setasprimary [ Delete
@viedoc.com @ Verify email address [j Delete
o Add another email address =

Phone number &

+4612345678 o Verify phone number

o This phone can receive text messages

Contact information =

lease keep your contact information up to dat

Street address City Postal code
Street address Cit Postal code
Country State
Select country + State

11 Adding a secondary email address

To add a new (secondary) email address to your account:

1 Select Add another email address link () next to the current primary email address.
2 Enter the email address in the new field under Secondary email addresses.
3 Select Save changes. A notification email is sent to both the primary email address and to the newly

added email address to inform you about the change. At the top of the Edit your profile dialog box, you
will see a warning message saying that the newly entered email address is not verified (13).



1.2 Verifying a secondary email address

To verify a secondary email address:

1 Select the Verify email (7) link next to the newly added email address. A six-digit code will be sent to
your new email address and a Verify ownership dialog box is displayed asking you to provide the code
in order to verify the new email address.

The verification link for the secondary email address is shown only after having saved the
changes you may have performed on the other fields on the same page.

2 Enter the received code and select Confirm. The newly added secondary email address is now verified.

1.3 Changing the primary email address

To change the primary address to one of the existing secondary email addresses:

1 Select Set as primary (5) next to the secondary email address that is to be set as the primary email
address.
2 Select Save changes. A notification email will be sent to both email addresses to inform you about the

change. You will use the new primary email address the next time you log in to Viedoc.

For a secondary email address to be able to be set as primary, it has to be verified first.

1.4 Editing your phone number

To edit your phone number:

1 Enter the number in the Phone number field in the format +[CountryCodePhoneNumber] (for example:
+46123456789).
2 Select Save changes. A notification email will be sent to your primary email address to inform you

about the change.

1.5 Verifying your phone number

To verify your phone number:

1 Make sure that the phone number is correctly entered and that the Phone can receive text messages
option is selected.

2 Select the Verify phone number link. A six-digit code will be sent as a text message to your phone and a
Verify ownership dialog box is displayed. It will ask you to provide the code in order to verify the phone
number.

3 Enter the code and select Confirm. The phone number is now verified.
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1. Security settings

1 Security settings

Select the settings button (wheel) in the top right corner of the window, and select Security settings. A dialog box
opens where you can configure the two-factor authentication settings and view your trusted devices:

Security Settings

Current password -
Pl

your current password to change security settings

@

Two-factor authentication &
° Use two-factor authentication only if any of my studies requires it. T ==

(") Use two-factor authentication always.

Default method to receive the authentication code

Email - toy ss

Text messc hone number if your phone can receive text messages

° Email Text message

List of trusted devices

Device ID Valid until

6/29/2023 8:22:28 AM Remove

Cancel ‘Save changes —

Here you can configure the following:

Two-factor authentication - Using two-factor authentication is an extra security measure that would require an
extra confirmation step at login, in addition to the user name and the password. For more information, see Logging
in to Viedoc.

a. Choose when you want to use two-factor authentication:
= Only if any of your studies requires it (2)
= Always (3)

b. Select if you want the authentication code to be sent via:
= Emuqil (4) - the authentication code required at login will be sent to your primary email
address, as set in User settings.
= Text message (5) - to the verified phone number set in User settings. Please note that the
Phone can receive text messages option must be selected in User settings in order for the
authentication code to be able to be sent as a text message.


https://help.viedoc.net/c/508fda/76629f/en/
https://help.viedoc.net/c/508fda/76629f/en/
https://help.viedoc.net/processwire/page/edit/?id=6583
https://help.viedoc.net/processwire/page/edit/?id=6583
https://help.viedoc.net/processwire/page/edit/?id=6583

List of trusted devices - the list of devices you have marked as trusted at log-in time (for more information see
Logging.in to Viedoc) . To remove a trusted device from the list, select the delete button next to the respective entry
and select Save changes. These are used for sending the authentication code only to log_in to Viedoc and are
not used for resetting the password.

Enter in your password in the Current password (7) field and select Save changes (&) to apply the changes you
made.


https://help.viedoc.net/l/f94b7b/en/
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1. Authentication log

1 Authentication log

To view the Authentication log:

1 Select Authentication Log on the left-hand side of the page. A list is displayed, providing information on the
latest login sessions up to 20 login sessions:

i i Complete authentication log
User Settings Authentication Log &

Download (2023-12-11 1031) | Regenerate

Change Password

Security Settings Date and time (UTC) 1P address Agent Event description
Authentication Log 2023-12-1112:04 UTC 951933517 Chrome 120.0.0 / Windows 10 +/ Successful login
2023-12-1110:27 UTC 951933517 Chrome 120.0.0 / Windows 10 +/ Successful login
viedoc learning 2 2023-12-1107:46 UTC 951933517 Chrome 120.0.0 / Windows 10 +/ Successful login
2023-12-1107:44 UTC 951933517 Chrome 120.0.0 / Windows 10 — Failed login using incorrect password. The account was locked after 3 failed attempts
2023-12-1107:43 UTC 951933517 Chrome 120.0.0 / Windows 10 — Failed login using incorrect password
2023-12-1107:43 UTC 951933517 Chrome 120.0.0 / Windows 10 — Failed login using incorrect password
2023-12-010857UTC 787916566 Chrome 119.0.0 / Windows 10 +/ Successful login
2023-11-2412:48 UTC 95193177244 Chrome 119.0.0 / Windows 10 /' Successful login
2023-11-24 1218 UTC 95193177244 Chrome 119.0.0 / Windows 10 +/ Successful login
2023-11-2410:39 UTC 95193177244 Chrome 119.0.0 / Windows 10 +/ Successful login
2023-11-2410:05 UTC 95193177244 Chrome 119.0.0 / Windows 10 +/ Successful login
2023-11-17 0743 UTC 7879169.84 Chrome 119.0.0 / Windows 10 +/ Successful login
2023-11-16 07:40 UTC 7879169.84 Chrome 119.0.0 / Windows 10 +/ Successful login
2023-11-1514:37 UTC 7879169.84 Chrome 119.0.0 / Windows 10 +/ Successful login
2023-11-10 1247 UTC 7879169.84 Chrome 19.0.0 / Windows 10 ' Successful login
2023-11-0908:08UTC  7879169.84 Chrome 119.0.0 / Windows 10 +/ Successful login
2023-11-08 14553 UTC 7879169.84 Chrome 119.0.0 / Windows 10 +/ Successful login
2023-11-08 1451UTC 7879169.84 Chrome 119.0.0 / Windows 10 +/ Successful login
2023-1-0808:31UTC ~ 94.2543443 Chrome 119.0.0 / Windows 10 +/ Successful login
2023-11-0214:49 UTC 94.254.34.43 Chrome 118.0.0 / Windows 10 +/ Successful login

+ Terms of use + Privacy policy
93 + 2023211120405 UTC

The list is ordered by date and time in descending order.

A successful action, for example a login, is shown with a green check mark in the Event description column.
A red check mark is shown for an unsuccessful/failed action, and the text next to it explains the result and
the reason for the result.

« The message displayed for Viedoc users is: Successful login.
= The message displayed for SSO users is: Successful login using identity provider
@username.sso.com



2  Select Complete authentication log in the top right corner of the displayed authentication log list to
generate an Excel file with the complete login history. After generating the authentication log for the first
time, you can either regenerate or download the latest previously generated file. The latest file to be
generated is datetime stamped according to UTC (Coordinated Universal Time).

User Settings Authentication Log

Change Password

Security Settings Date and time (UTC)
Authentication Log
2023-12-1112:04 UTC
2023-12-1110:27 UTC

viedoc learning 2 2023-12-1107:46 UTC

2023-12-1107:44 UTC

1P addrass

951933517

951933517

951933517

951933517

Agent

Chrome 120.0.0 / Windows 10

Chrome 120.0.0 / Windows 10

Chrome 120.0.0 / Windows 10

Chrome 120.0.0 / Windows 10

4 Complete authentication log

Download (2

2:1110:31) | Regenerate

Event description

/' Successfullogin

+ Successful login

/' Successfullogin

— Failed login using incorrect password. The account was locked after 3 failed attempts

The following authentication log messages are displayed for unsuccessful login attempts:



Event description in the Authentication Log
Failed login - password expired.

Failed login - pending Terms of Use and
Privacy Policy.

Failed login - due to locked account.

Failed login - password expired. The account
was locked after 3 failed attempts.

Failed login - using incorrect password. The
account was locked after 3 failed attempts.

Failed login - wrong/missing authentication
code. The account was locked after 3 failed
attempts.

Failed login - wrong/missing authentication
code.

Authentication Log messages

Failed login - pending Terms of Use and
Privacy Policy.

Failed login - SSO user login attempt using
Viedoc identity provider.

Failed login - wrong/missing authentication
code. The account was locked after 3 failed
attempts.

Authentication Log messages

Failed login due to locked account.

Failed login using old password.

Failed login using old password. The account
was locked after 3 failed attempts.

Failed login using incorrect password.

Failed login - SSO user cannot access API.

Viedoc users

User actions
The user has tried to log in with an expired password.

The user has tried to log in but has not accepted the Terms
of Use and Privacy Policy.

The user has tried to log in with a locked account.

User has tried to log in with an expired password and has
then entered the wrong password three times on the
Change password page.

The user has tried to log in but has entered the wrong
password three times.

The user has tried to log in and has entered the wrong
two-factor authentication code three times.

The user has tried to log in and has entered the
wrong/missing two-factor authentication code

SSO0 (single sign-on users)

User actions

The user has tried to log in but has not accepted the Terms
of Use and Privacy Policy.

The user has tried to log in but has entered the wrong
password three times.

The user has tried to log in and has entered the wrong
two-factor authentication code three times.

Helipad users

User actions
When calling Get token butthe user islocked out.

When calling Get token butan old password was
provided.

When calling Get token but an old password was used
three times in a row.

When calling Get token butanincorrect password was
provided.

When calling Get token for SSO user when using WCF
Client ID.
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