12/2/25, 9:45 PM

viedoc learning

VViedoc Admin User Guide

60 Lessons = 60 from Viedoc System

General

sl Overview of Viedoc

«

System requirements

“

“

Managing your Viedoc account

What's new in the latest release?

“

Glossary

“

Viedoc Learning Directory

“

Quick guides

sl Quick guide for setting up Viedoc eTMF

q Quick guide for preparing for regulatory
N inspections

Organization management

Organization Administrator introduction

“

Managing users (for Org Admin)

“

https://help.viedoc.net/c/331b7a/?print=ready

11

1.3

15

19

112

21

23

31

3.3

Viedoc Admin User Guide | Viedoc eLearning

11lessons
" Overview of Viedoc Admin 12
N
System languages 14
sl y guag

“

Viedoc study configuration management 1.6

Known limitations 1.8

“

’I How to prepare for a regulatory 110
N inspection ’
4 lessons
Quick guide for setting up Viedoc o>
N Reports ’
‘| Quick guide for going live 24
N~ 9 going
6 lessons
" Adding a new stud 3.2
4 9 y
Deleting a study (for Org Admin 34
sl g a study (for Org Admin)

1/396


https://help.viedoc.net/c/331b7a/
https://help.viedoc.net/c/331b7a/

12/2/25, 9:45 PM

a Single sign-on

Study management

“

General study settings

“

Managing users

Managing the study design

“

Locking a study

«

“

Deleting a study (for Study Manager)

Design revision impact analysis

“

Design version management

“

“

Reference data

ﬁ Managing reference data sources
D ane

Integration with Viedoc

Viedoc Data Import Application
el port App

Importing data from ODM file
‘VI p g

https://help.viedoc.net/c/331b7a/?print=ready

Viedoc study configuration management

Handling eCRF updates after going live

Viedoc Admin User Guide | Viedoc eLearning

.

Downloading VIRP

‘l Setting up user documentation and
41 N training

4.3 sl Managing study sites

45 a Assigning helpdesk users

47 a Archiving a study

49 sl Admin audit trail report
41

51 a Managing the study design

5.3

‘I A use case for working with reference

61 N data

71 s| D Viedoc WCF AP

API configuration

- @

3.6

11 lessons

42

4.4

4.6

4.8

410

3 lessons

52

2 lessons

6.2

6 lessons

72

74

2/396



12/2/25, 9:45 PM

q Viedoc Web API
N

Medical coding

sl Medical coding settings

RTSM settings

‘| Configuring a static randomization
D guring

‘l Configuring the global allocation list
N~ [¢] [¢] g

Use cases

Forcing change in subject ID pattern
sl g chang ject ID p

Video tutorials

u How to set up a study
u How to configure reference data
u User Management

u How to set up Viedoc Logistics

q Viedoc "Working Smarter Series"
N webinars

https://help.viedoc.net/c/331b7a/?print=ready

Viedoc Admin User Guide | Viedoc eLearning

75 sl Exporting data via Viedoc's web API

& <

format to ASCII format

91

©

. @

Activating SSO

101

“

How to import data using the Viedoc
Data Import application

111 u

How to configure a randomization

I

How to set up Viedoc Me

15 u

How to work with R

17 u

1.9

Converting an ATC dictionary from Excel

Configuring a dynamic randomization

A use case for dynamic randomization

76

2 lessons

82

4 lessons

9.2

9.4

2 lessons

10.2

9 lessons

1.2

1.4

1.6

1.8

3/396



12/2/25, 9:45 PM Viedoc Admin User Guide | Viedoc eLearning

b

Overview of Viedoc

Overview of VViedoc

Published by Viedoc System 2025-12-02

1. Introduction

2. A study in Viedoc
21 Study sites
2.2 Events and forms
2.3 Subjects

3. System architecture
3.4 The Viedoc platform
3.5 Viedoc Learning
3.6 Organizations
3.7 System environment
3.8 Licensing

4. Release Notes

1 Introduction
Viedoc is a service over the internet system for managing Case Report Form (CRF) data in clinical studies and patient registries.

Viedoc is an Electronic Data Capture (EDC) system that enables easy data capture, management, validation and presentation of clinical trial
data. Viedoc is a Software-as-a-Service (SaaS) accessed directly through a web browser and requires no installation. It is intuitive and
user-friendly and enables efficient sharing of information.

Viedoc is a study centric system, that is, all the functionalities are more or less related to a specific study. Usually a study in Viedoc
corresponds to a clinical trial or other types of projects where data collection is applicable.

The main functionalities provided by Viedoc are:

« Data handling:
= Subject screening
= Online data entry (eSource compliant)
» Automatic data transfer
« Data signing
» Commenting
« Medical coding
= File uploads

= Randomization and Trial Supply Management (RTSM)
= Randomization and advanced allocation
= Viedoc Logistics

« Output:
» Export to the following formats:
= Microsoft Excel - Office Open Extensible Markup Language (XML)
= Comma-Separated Values (CSV)
= PDF - PDF Archive (PDF/A)
» Clinical Data Interchange Standards Consortium (CDISC) Operational Data Model (ODM) - Extensible
Markup Language (XML)

= Automatic creation of empty and annotated CRFs
= Audit trail

= Data Quality Metrics

= Study statistics

= Data review/Monitoring:
= Source-Data Verification (SDV)
= Clinical/Data Review & Lock
= Pre-query & Query Handling

» Other:
= Single point of login
= 24/7 technical support

The following diagram is an overview of the main Viedoc interactions and functionalities:

https://help.viedoc.net/c/331b7a/?print=ready

4/396


https://help.viedoc.net/l/a559c4/en/#CRF
https://help.viedoc.net/l/a559c4/en/#EDC
https://help.viedoc.net/l/a559c4/en/#SAAS
https://help.viedoc.net/l/a559c4/en/#RTSM
https://help.viedoc.net/l/a559c4/en/#XML
https://help.viedoc.net/l/a559c4/en/#CSV
https://help.viedoc.net/l/a559c4/en/#PDFA
https://help.viedoc.net/l/a559c4/en/#CDISC
https://help.viedoc.net/l/a559c4/en/#ODM
https://help.viedoc.net/l/a559c4/en/#XML
https://help.viedoc.net/l/a559c4/en/#SDV

12/2/25, 9:45 PM Viedoc Admin User Guide | Viedoc eLearning

Fimm ¥ Study sites CRA

Electronic
Health Records

Automatic uploads

EDC & ePRO

ePRO / SMS /
Questionnaires

Sponsor

" -
| & ° foties

PR B
Lab & ECG ° 2 153 RTSM
Automatic uploads i‘
Ly |

‘@

Helpdesk Medical coding

Viedoc is compliant with all relevant guidelines, standards and regulations in Europe, North America and Japan, including:

= Food and Drug Administration (FDA) 21 Code of Federal Regulations (CER) part 11

= International Council for Harmonisation of Technical Requirements for Pharmaceuticals for Human Use (ICH) - Good Clinical
Practice (GCP)

= Clinical Data Interchange Standards Consortium (CDISC)

= Computerized Systems Used In Clinical Investigations (CSUCI)

= Health Insurance Portability and Accountability Act (HIPAA)

= Developed according to Good Automated Manufacturing Practice (GAMP) 5

» General Data Protection Regulation (GDPR)

2 AstudyinViedoc

21 Study sites

Every study has at least one study site, which corresponds to a clinic. A Viedoc user can have access to one or several studies in Viedoc and
for one study the user can have access to one, several or all study sites. A Viedoc user is linked to a study site using a user role. A single user
can have one or several roles for a study site and can also have different roles for different sites.

2.2 Events and forms

During a study, there are typically a number of questions to be answered and completed with data about the subject. A group of questions
that belong together are captured in a form. Forms can be event-dependent or event-independent (log forms / common events). Event-
dependent forms are linked to a specific event and the data belonging to these forms is registered during or in relation to a study event.
Event-independent forms can be used to report data or events that happen before, between, or after events. Medical history events,
concomitant medications, or adverse events are examples of forms that can be captured in event-independent forms.

2.3 Subjects

All study subjects are identified using a unique subject key. In addition to the subject key, a subject can be identified using background
information such as gender, initials, or date of birth. The subject’s background information is usually entered when adding the subject in the
system and will most likely not change during the course of a study.

3 System architecture

https://help.viedoc.net/c/331b7a/?print=ready 5/396


https://help.viedoc.net/l/a559c4/en/#FDA
https://help.viedoc.net/l/a559c4/en/#CFR
https://help.viedoc.net/l/a559c4/en/#ICH
https://help.viedoc.net/l/a559c4/en/#GCP
https://help.viedoc.net/l/a559c4/en/#CDISC
https://help.viedoc.net/l/a559c4/en/#CSUCI
https://help.viedoc.net/l/a559c4/en/#HIPAA
https://help.viedoc.net/l/a559c4/en/#GAMP
https://help.viedoc.net/l/a559c4/en/#GDPR

12/2/25, 9:45 PM Viedoc Admin User Guide | Viedoc eLearning
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The Viedoc platform consists of seven different applications:

1. Viedoc - for site staff and project team members that need to have access to CRF data.

2.Viedoc - for parts of the study team to handle users, sites and updates in study designs. Viedoc Admin is the interface
where you initiate a new study, manage the study while it is running and finally close the study.

3. Viedoc - for the study developer to design the study. Viedoc Designer is the tech part where you design forms, set the
study workflow, add roles, prepare the randomization, add edit checks and much more.

4.Viedoc - the subject diary, or electronic Patient Reported Outcome (ePRO). All subject questionnaires are easily completed
and submitted by the subject through this application.

5. Viedoc - for supply managers who handle the Investigational Products (IPs) of your study.

6. Viedoc - for viewing and analyzing study progress and performance.

7.Viedoc - for capturing, managing, sharing, and storing essential documents for your study in a digital repository.

8.Viedoc - for doing medical coding.

3.2 Viedoc Learning

Viedoc Learning is a collection of user guides designed to support users across all our products, roles, and functionalities. The full list of
user guides can be found in: Viedoc Learning Directory.

3.3 Organizations

Studies are grouped in Viedoc under organization(s); that is, each client has its own organization where all studies belonging to that
organization are stored. By default, one organization administrator is appointed to each organization. This person has been trained by a
Viedoc Product Specialist and is responsible for providing access to users within the organization and for adding new studies to the
platform.

Itis the responsibility of the organization administrator to make sure that all users within the organization have received
appropriate training for their respective tasks.

3.4 System environment

As a Viedoc client, you will be provided with access to two separate environments/instances: one for test/development studies and one for
production studies. The purpose of the test/development environment is to allow the evaluation and use of Viedoc without the need of a
contract for a specific ongoing study.

Any study that is to be taken in production is normally initiated on the test/development environment and later moved to the production
environment once it is “ready” to be shared with the Sponsor or other external party. Please observe that a study in the production
environment can be set to operate in demo mode by adding a site of the type “training” to it.

The demo mode of a production study should not be confused with a study in the test/development environment. The purpose of the
demo mode is to allow site staff access to specific training site(s) in order to gain sufficient knowledge of the system before accessing
production data. When a study has sites with both production and training types added, a switch will be available in Viedoc Clinic. This offers
a choice of which mode the data will be entered to - demo or production.
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Studies and study designs can be easily transferred from one environment to the other via the ODM export and import feature.

Contact your organization administrator to get access to the respective area.

Note! There is no guarantee that studies running on the test/development environment are completely and continuously backed-up. This

environment should therefore never be used for any production studies.

3.5 Licensing

All production studies need to have a valid license before they can be taken into production. The license is provided by a Viedoc
representative. The license fee for the study is based on several factors such as duration, number of sites and patients, among others. The

license fee is charged starting with the first patient added and for the duration of the study; which means, until the study is locked in Viedoc.

If the study is not deleted from the database within 2 months, a post-study access fee may apply.

Every license is connected to a reference ID. The reference ID can be found on the signed study work order and should be entered in the

field Reference ID in the Study settings in Viedoc Admin (1 in the image):

3£ Ademo study ]

Study settings

Here pou can set settings for study.

‘@

Date & time format Medscal Coding Import ODM File AP configuration
Ongoing . FPA 2016-10-04
[ Rt i L @ invalidcanse
Study name ) Study Lage
A dema study Upload afile
Spansor Code CRO Code

[ Referance ID 0

Study Type
Pharmaceutical - Clinical
Therapeutic Area

Immunologyfinfectious Diseases

PG GIF or JPG files of maximum 180 px width and 50 px

height

Sponsar Type
Pharmaceutical company
Expected number af subjects

200

Clinic roles to be administred by Site Manager ()

Investigator CRC Coder Manitor Dats Manager

Helpdesk team

FCG Helpdesk Britanica Helpdesk

Allow reminders in ViedocMe to be sent a5

Email Text message

Shiw mare optians

Study Phase

Phase Il =

Spenser Medieal coder

W& Ademo study
Study settings
Here you can set settings for study.
Date b tame format

@ Ongeing, FPA018-10-08
Full funcuonsby.

Study name )
A damo study

Sponsor Code

e ]
1234567

CRO Code

Medical Coding  Import ODM File

API configuration

[ @ velidcense

Study Logo

Uptoad a file

PNG. GIF or JPG Mes of masimurn 160 px width and 90 px
height

Study Type Sponsor Type Study Phase
Pharmaceutical - Clinical Phasmaceuticl company r Fhase Il
Therapeutic Area Expacted number of subjects
mirwrclogy/infectious Diseases 200
Clinic roles to be administred by Site Manager )
Investigator CRC Codar Manitor Data Manager Spansor

Helpdesk team

PCG Helpdesk Britanica Helpdesk

Allows reminders in ViedocMe o be sent as

Email Text message

Show mone options

Madical coder

Upon entry of the reference ID, the reference ID is verified. If the reference ID is valid, the text Valid license key will be indicated at the

following places:

= Study settings in Viedoc Admin (2 in the image)

= Studies listin Viedoc Admin

= Study status in Viedoc Admin (2 in the image)

Once the reference ID has been verified, the study can be taken into production. A study is in the production mode once Production is
selected as a site type. As soon as at least one site of production type is added, the Reference ID is locked and there is no way to unlock it

afterwards.

For more information regarding license fee and reference ID, please contact your Viedoc representative.

4 Release Notes

Information about new and updated functionality and bug fixes can be found in the Release notes which can be downloaded from the

Viedoc website:

= https://www.viedoc.com/support/release-notes for the international website

» https:/www.viedoc.cn/support/release-notes/ for the Chinese website
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1. Introduction
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3.1 Study status
3.2 Used data storage
3.3 Open a study
4. The study details page

This section provides an overview of Viedoc Admin. It summarizes the main settings that can be configured in Viedoc Admin.

1 Introduction

Viedoc Admin is the starting point for every new Viedoc project. Viedoc Admin is the application where you can manage the administrative
aspects of a study. The following actions can be performed in Viedoc Admin:

» Add anew study

= Manage user accounts

= Invite users to system roles and clinical roles

= Add study sites

= Assign designs to study sites

= Manage general study settings and fill out study details
=« Manage randomization lists

= Upload coding dictionaries and create coding instances
= Manage reference data sources

= Configure the Application Programming Interface (API)

Access to Viedoc Admin is granted by either the Organization Administrator or the Study Manager.

2 Organization overview

For the Organization Administrator, the organization overview is the first page that is shown upon accessing Viedoc Admin.

Viedoc «S‘é‘ Technical Writer ¥ +

You have multiple organizations. Please choose one to manage studies and users

Viedoc Lab

Studies Qrganization Admins 8

Viedoc's demostudy, Documentation of Life, Helipad Test,

On the organization overview, you can:

= Edit the Organization Settings, for example update the contact details for the organization and configure single sign-on.

= View or access all studies within the organization. Click Show studies to view a detailed list of all studies, or click on the name of
a study to directly access the study.

= View a list of all Organization Administrators, and invite users to the role of Organization Administrator. Click the toolbox icon to
open the organization administrators dialog. For more information about how to assign organization administrators, see
Managing_users (Org Admin).

3 Study overview

For all users that are not Organization Administrator, the study overview is the first page that is shown upon accessing Viedoc Admin. This
page lists all studies in which the user has a system role.
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For each study, the following information is displayed:
1. The logo of the study

2. The name of the study

3. Some study details are:

= The total number of production and training sites

« The study Status

= The date of first patient added (FPA) (only for production sites)
« The status of the study license number, if a valid license exists
» Used data storage

3.1 Study status
This section explains Study Status.
A study can have these statuses:

= Not commenced

= Ongoing

= Locked by (the name of the user who locked the study)

= Study delete requested by (the name of the user who requested the study delete)

= Study delete confirmed by (the name of the user who confirmed the study deletion) - this is only visible for the Organization
Administrator. For other users, the study disappears from the Studies overview once the study deletion is confirmed by the
Organization Administrator.

The study status will change from Not commencedto Ongoing when the first production site is added. A study license is required to
make that change.

3.2 Used data storage
Your used data storage keeps track of the amount of data used by the documents added in Admin, as well as the files uploaded in eCRFE.
The data storage number is updated on a daily basis.

3.3 Open a study

To open a study and access the study details page, click the study. You can search for a study by entering the study name in the search field.
You can sort the studies by study name or by the date when the study was created.

A study needs to have a valid license to be taken into production. For more information about the study license, see the chapter about
licensing in Overview of Viedoc. For more information about how to take a study live, see Adding_a new study.

4 The study details page

The study details page is the first page that is shown upon accessing a study. On the study details page, you can interact with the settings in
the following ways (see image):

https://help.viedoc.net/c/331b7a/?print=ready 9/396


https://help.viedoc.net/l/a559c4/en/#FPA
https://www.viedoc.com/contact/request-proposal/
https://help.viedoc.net/l/a559c4/en/#ECRF
http://help.viedoc.net/c/331b7a/3601dc/en/
http://help.viedoc.net/c/331b7a/d5528f/en/

12/2/25, 9:45 PM

Viedoc Me study o 9 e

@ ongoing, FPA2022-03-31 (@) Valid license: 5892332 & Used dara storage: 134.9 kB
ﬂ RTSM. Check for available slots, append existing or add new lists.

@ Medical coding. Create and edit instances, upload files.

@ €TMF. Manage your TMF application here

@ Reference data source(s). Manage contact information, design scopes and link them to applicable sites.

API configuration. Add and edit API clients, view data history.

Study crew @ @ Study design

Viedoc Admin User Guide | Viedoc eLearning

oD ¢

00
00
00
00
00
(11 ]

Design 2022 1.0 (effective on 2022-07-19 00:00).

Study Sites Sites Countries Site users
# Site name 0 Code Country Effective Design Producticn
1 Harolinska Institute Stockholm Kl SE Design 2022 1.0 v
2 Uppsala University Hospital uu SE Design 2022 1.0 v
3 Helsinki University Hospital HU FI Design 2022 1.0 v
4 Franklin Memaorial Hospital FR SE Design 20221.0 @
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€ Add a site to this study @

-

1. EPA

2. License status

3. Data storage

4. Edit the general study settings, see General study settings.

5. Manage the reference data sources, see Managing_reference data sources.

6. Upload and manage medical coding dictionaries, see Managing_ medical coding dictionaries.
7. Manage the eTMF, see Quick guide for setting up Viedoc TMF

8. Manage the reference data sources, see Managing reference data sources.

9. Configure the API, see Viedoc WCF API, API configuration, and Viedoc Data Import Application.
10. Manage the study crew, see Managing users (Org Admin) and Managing users (STM and SIM).

Users

2/3

2/3

2/3

1/2

Show all sites

o ®

© 000

12. Edit the study site settings and invite users to the study site, see Managing study sites and Managing users (STM and SIM).

13. Add study sites, see Managing_study sites.
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1. Customer computer requirements
11 Browser requirements
1.2 Screen resolution
1.3 Internet connection
1.4 Firewall policy
2. Security

1 Customer computer requirements

Customer computer requirements are defined as capabilities required by the customer computer to use all features of Viedoc with the
intended graphical presentation and within guaranteed response times of Viedoc.

11 Browser requirements
Viedoc supports the following browsers:
= Chrome, the latest 10 major releases (6-week browser release interval)
= Firefox, the latest 15 major releases (4-week browser release interval)

= Edge (Chromium edition), the latest 10 major releases (6-week browser release interval)
= Safari (MacOS/iOS only), the latest 2 major releases (1-year browser release interval)

For non-compliant browsers you will receive a message on the login page that your browser is not supported.
For Viedoc Designer:

« Chrome is recommended
= Allow pop-ups must be enabled

Viedoc does not support the use of private mode browsing in Safari.
The following are required for Viedoc to run in the compatible web browsers:

= JavaScript
= Session cookies
= Local web storage (only required by the main portal of Viedoc 4)

No data is permanently stored on the customer computer. All data stored in session cookies or local web storage is deleted when the
browser session is terminated. The only exception to this is the optional persistent cookie used in the main portal of Viedoc 4 to remember if
a user chooses to issue a 2FA trust for the browser for 30 days, and thus avoid further second-factor authentication during this period.

Viedoc 3 has no automatic checks enforcing the above requirements. Viedoc 4 checks for, and enforces, browser type and version, and
support for JavaScript, local web storage, and session cookies.

1.2 Screen resolution

The following screen resolutions are required:

« Viedoc 3: at least 800x600
= Viedoc 4: at least 1024x768

1.3 Internet connection
Viedoc requires an internet connection of at least 384 kbit/s.
1.4 Firewall policy

Viedoc requires an outbound firewall policy allowing encrypted HTTP to be established and communicated to a remote server on port 443
(HTTPS) using Transport Layer Security (TLS) version 1.2 or higher.

2 Security
There are several layers of security built into the platform. Below are some examples:

https://help.viedoc.net/c/331b7a/?print=ready 11/396


https://help.viedoc.net/l/a559c4/en/#TLS

12/2/25, 9:45 PM Viedoc Admin User Guide | Viedoc eLearning

= Login attempts - after three failed attempts to enter a correct password, your account is locked. Use the "Forgot your
password?" link on the login page to unlock and reset your password. The reset password link must be used within 3 hours from
a request. There are restrictions on how many times you can submit a request in 24 hours.

= Inactivity - if you are inactive for more than 20 minutes, the system automatically logs you out. Inactivity means no activity
whatsoever in the application.

= Two-factor authentication - two-factor authentication is an extra security measure that requires an extra confirmation step at
login, in addition to user name and password.

= Password expiration - the password expiration time depends on the settings for your study. However, the default setting is 90
days. In addition to this, a history of the latest 10 passwords are kept to prevent reusing old passwords.
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System languages

System languages

Published by Viedoc System 2025-09-24

1. Viedoc Clinic

2.Viedoc Logistics

3.Viedoc Coder

4.Viedoc Admin and Viedoc Designer
5. Viedoc Me and Viedoc Share

6. Viedoc Reports

7.Viedoc TMF

1 Viedoc Clinic

Viedoc Clinic is available in the following languages:

= Chinese (Simplified)
« Chinese (Traditional)
« English

« French

= German

« Japanese

« Polish

« Portuguese

= Spanish

« Swedish

2 Viedoc Logistics
Viedoc Logistics is available in the following languages:

= Chinese (Simplified)
« Chinese (Traditional)
« English

= French

= German

= Japanese

« Portuguese

= Spanish

= Swedish

3 Viedoc Coder

Viedoc Coder is available in the following languages:

= Chinese (Simplified)
« Chinese (Traditional)
« English

=« French

« German

= Japanese

= Spanish

« Swedish

4 Viedoc Admin and Viedoc Designer
Viedoc Admin and Viedoc Designer are available in the following languages:

= Chinese (Simplified)
« Chinese (Traditional)
= English

= French

« German

« Japanese
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Polish
Portuguese
Spanish
Swedish

5 Viedoc Me and Viedoc Share

Viedoc Me is available in the following languages:

Afrikaans

Arabic

Bulgarian

Cebuano

Chinese (Simplified)
Chinese (Traditional, Hong Kong S.A.R.)
Chinese (Traditional, Taiwan)
Chinese (Traditional)
Croatian

Czech

Danish

Dutch

English

Estonian

Finnish

French

French (Belgium)
Georgian

German

Greek

Hebrew

Hebrew (Israel)
Hiligaynon
Hungarian

Italian

Japanese

Kazakh

Korean

Latvian

Lithuanian

Malay

Norwegian (Bokmal)
Norwegian (Nynorsk)
Polish

Portuguese
Portuguese (Brazil),
Romanian

Russian

Serbian (Cyrillic)
Serbian (Latin)
Setswana

Slovak

Slovenian

Southern Sotho
Spanish

Swedish

Tagalog

Thai

Turkish

Ukrainian
Vietnamese

Xhosa

Zulu

The languages Cebuano (ceb), Hiligaynon (hil), and Tagalog (tl) are available in Viedoc Designer when selecting as
additional languages in the Design settings and in Viedoc Clinic when inviting the subject to Viedoc Me. These languages are
currently displayed as: Unknown language (tl), Unknown language (ceb) Unknown language (hil). However, translation files for
these languages can be exported and imported as expected.

The log-in page in Viedoc Me is not translated to these three new languages. The log-in page is dependent on the browser
settings, and these languages are not supported by all browsers (different support for different browsers), For example, Chrome
only supports Cebuano.

6 Viedoc Reports

Viedoc Reports is available in the following languages:

https://help.viedoc.net/c/331b7a/?print=ready
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7 Viedoc TMF

Viedoc TMF is available in the following languages:

= Chinese (Simplified)
= English

« Japanese

= Swedish

For information about how to change the system language, see Manage your Viedoc account.

If you require any additional language that is not listed above, please contact your Viedoc representative.

Viedoc does not allow users to use a default browser translation within the system. This prevents individual users from overriding the
chosen system language and agreed-upon terminology and formulations.
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3'

Managing your Viedoc account

Managing your Viedoc account

Published by Viedoc System 2025-06-10

1. Viedoc user account management
2. User settings
21 Adding_a secondary email address
2.2 Verifying a secondary email address
2.3 Changing the primary email address
2.4 Editing_your phone number
2.5 Verifying your phone number
3. Study access management
4. Access settings
4.6 Study membership
4.7 Deleting_study access
4.8 Deleting your Viedoc account
5. Pending invitations
5.9 Approving a study invitation
5.10 Rejecting_a study invitation
5.11 Postponing_the approval/rejection of a study invitation
6. Logging out

1 Viedoc user account management

All information related to managing your Viedoc account can be found in the following user guide: Viedoc User Account
Management

From the settings button (wheel) you can perform all actions related to managing your Viedoc account by selecting any of the following: Edit
your profile, Change Password, Security Settings:

Dr. Demo

Edit your profile

Change Password

SecuUrity settings
Access Settings

Log out

Selecting any of these options opens a new page, in the example below, the User Settings page. Select the Viedoc learning link to open the
Viedoc User Account Management Guide:

https://help.viedoc.net/c/331b7a/?print=ready 16/396


https://help.viedoc.net/c/508fda
https://help.viedoc.net/c/508fda

12/2/25, 9:45 PM
viedoc’
User Settings
Change Password

Security Settings

Authentication Log

viedoc learning

User Settings

verified!

User name

This is use

> log into Viedoc

doctordemogviedoc com

Firstname Last name
Doctor Demo

Display name

This is your Viedoc user name

Doctor Demo

2 User settings

Once logged in, you can edit your profile.

To view or edit your user settings, select the settings button (wheel) in the top right corner of the landing page, and select Edit your profile.

Viedoc Admin User Guide | Viedoc eLearning

The User Settings page opens, where you can configure the following:

User name - this is your primary email address used for your Viedoc account. This is the user name you use to log in to Viedoc. See below

information on primary email address.

First name and Last name - fill in these fields that will be used to compose the Display name which will be used in Viedoc to identify your

user.

System language - select the language of your choice from the drop-down menu.

Primary email address - this is the same as the User name described above. It is the email address used in Viedoc to log in, as well as for

Viedoc user account-related operations (account setup, password recovery, study invitations).
By default, this is set to the email address used to initiate the Viedoc user account.

The primary email address must be unique and is mandatory. Therefore, it is not possible to delete the primary email address.

See Changing_the primary email address.

Secondary email addresses - you can add up to 3 additional email addresses that will be used by Viedoc to send notifications on
alerts and trackers as configured in Viedoc Designer. Viedoc alert emails will be sent to all the primary and verified secondary email

addresses set up for your account.
See Adding_a secondary email address and Verifying_.a secondary email address.

Phone number - enter your phone number in format +[CountryCodePhoneNumber] (for example +46123456789) and if you want to

receive text messages, select This phone can receive text messages.
See Editing your phone number and Verifying.your phone number.

Phone number formats are also supported with:

= Separators between number groups, for example spaces, hyphens, and dots.
= Parentheses around area codes or other number groups.

= An optional country code with a plus sign is also permitted.

« Extensions marked by "x" or "ext"

Important!

= You must either select one of the options This phone can receive text messages, or configure a secondary email address to
be able to recover your password yourself. If neither of these options are selected, you will need to contact your Study

Manager to receive a link to reset your password.

= One of the above options is needed in order to send the authentication code you will need to provide for resetting your
password. The phone number or secondary email address provided will be used to send the authentication code even if

these are not verified.

Contact information - fill in the following fields: your street address, city, state, postal code and country.

https://help.viedoc.net/c/331b7a/?print=ready
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User Settings
A Ownership of @viedoc.com has not been verified! @
A Ownership of has not been verified!

User name

This is used to log in to Viedoc

DoctorDemo@viedoc.com

First name Last name
Doctor Demo
Display name e

This is your Viedoc user name

Doctor Demo

System language e

This language will be used when available.

Select language v

Primary email address o

DoctorDemo@viedoc.com 9

Secondary email addresses

Emails from Viedoc will also be sent to these addresses 6 e

@viedoc.com o Setas primary Jj Delete

@viedoc.com Q Verify email address ‘.' Delete

o Add another email address e

Phone number e @
+4612345678 Q Verify phone number

o This phone can receive text messages 0

Contact information @

Please keep your contact information up to date

Street address City Postal code
Street address City Postal code
Country State
Select country € State

Cancel Save changes

21 Adding a secondary email address

To add a new (secondary) email address to your account:

1 Select Add another email address link (2) next to the current primary email address.

2 Enter the email address in the new field under Secondary email addresses.
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3 Select Save changes. A notification email is sent to both the primary email address and to the newly added email address to
inform you about the change. At the top of the Edit your profile window, you will see a warning message saying that the newly
entered email address is not verified (13).

2.2 \Verifying a secondary email address

To verify a secondary email address:

1 Select the Verify email (7) link next to the newly added email address. A six-digit code will be sent to your new email address
and a Verify ownership window is displayed asking you to provide the code in order to verify the new email address.

The verification link for the secondary email address is shown only after having saved the changes you may have
performed on the other fields on the same page.

2 Enter the received code and select Confirm. The newly added secondary email address is now verified.

2.3 Changing the primary email address

To change the primary address to one of the existing secondary email addresses:

1 Select Set as primary (5) next to the secondary email address that is to be set as the primary email address.

2 Select Save changes. A notification email will be sent to both email addresses to inform you about the change. You will use the
new primary email address the next time you log in to Viedoc.

For a secondary email address to be able to be set as primary, it has to be verified first.
2.4 Editing your phone number
To edit your phone number:
1 Enter the number in the Phone number field in the format +[CountryCodePhoneNumber] (for example: +46123456789).

2 Select Save changes. A notification email will be sent to your primary email address to inform you about the change.

2.5 Verifying your phone number

To verify your phone number:

1 Make sure that the phone number is correctly entered and that the Phone can receive text messages option is selected.

2 Select the Verify phone number link. A six-digit code will be sent as a text message to your phone and a Verify ownership
window is displayed. It will ask you to provide the code in order to verify the phone number.

3 Enter the code and select Confirm. The phone number is now verified.

3 Study access management

From the settings button (wheel) you can perform all actions related to study access management in Access Settings.

Welcome back Doctor Demo! Cha
Access Account Recent activities

2025.10.05

4 Access settings

Select the settings button (wheel) in the top right corner of the window, and select Access settings.
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41 Study membership
Rookie

9 logins

1rolesin 1 studies

[ |
® .58
= " ADemo Study
=
Site name Role Since (UTC)
Stockholm Site Manager 2018-05-04 11:45 ﬁi

Show login history
The following information is provided, grouped by study:
= Site name
= Role
= Since (UTC) - the date and time when the membership was approved, in Coordinated Universal Time (UTC)

For users with organization roles, these are listed in the top of the page, in a separate section, providing the following information

« Organization name
= Role
= Since (UTC) - the date and time when the membership was approved, in UTC

4.2 Deleting study access
To remove yourself from a certain role within a study:

Select the trash can icon on the right, corresponding to the role, site and study to be removed from:

2 roles in 2 studies

=
aefe=
= " m ADemo Study

(=]
Site name Role Since (UTC)
Stockholm Site Manager 2018-05-04 11:45 @D

A confirmation window is displayed.

Select Delete to confirm the deletion:

2

|Clme|

Confirm remove

Remove role:

-
m Site Manager
Study site: Stockholm

Study: A Demo Study

Delete Cancel

A notification email will be sent to all the Study Managers, or to the Site Managers if any roles are delegated.

4.3 Deleting your Viedoc account

You can remove your Viedoc account when you have no study memberships left, that is, O roles in 0 studies.

To delete your Viedoc account:
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Go to Access Settings. To be able to remove your account, you should have no roles left in any study and no pending

1
invitations:
nAccess Settings
Rookie
11 logins
0 roles in O studies
Remove account from Viedoc
Click ‘Remove account from Viedoc' if you wish to remove your account from Viedoc. This will remove all personal
data related to your account, but for identification purposes, Viedoc will keep the User ID, display name. primary email
address and login history until all studies you have participated in are deleted. All other information related to your
account will be removed from the system.
Show login history
2 Select Remove account from Viedoc. You will be prompted to confirm the account removal by entering your password:

Confirm account removal [ close |

ﬁ- Confirm with your password

Delete Cancel

Enter your password and select Delete. A confirmation message is displayed and a notification email will be sent to your

primary email address:

4

Thank you and goodbye!

Your account is now removed from Viedoc

For identification purposes, Viedoc will keep: the user ID, display name, primary email address, and login history. They are kept
until all the studies you have participated in are deleted. All other information related to your account will be removed from

Viedoc.

5 Pending invitations
In case you have study invitations that you have not accepted or rejected yet, the Pending invitations window displays a list of all your

pending study invitations:

[ormrame ]

Demo user

Granted membership - 2 waiting for your approval
By confirming access to the study | also approve that the organization handling my account can see my account

information.

Reference Data Source Manager v
@D o

ADemo Study
Al sites / Site Manager

51 Approving a study invitation
To accept a study invitation, select Approve next to the respective study role. If this is the first role you have in the respective study, and if the
study requires an activation password, you will be prompted to enter it:

Activation password required | Close |

=0 Activation password

Please contact your study manager if you don't have

the activation password

Confirm Cancel
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All the pending role invitations for a user are automatically approved when the Application Programming Interface (API) method
GetToken / Token is used.

5.2 Rejecting a study invitation
To reject a study invitation, select Reject next to the respective study role. The invitation will be removed from the Pending invitations list.
5.3 Postponing the approval/rejection of a study invitation

To postpone the approval or rejection of study invitations, select Close in the top right corner of the Pending invitations window and
postpone providing an answer to the study invitation.
To access the pending invitations again, the Pending invitations window is shown:

= Automatically, after logging in.
= By selecting Pending invitations on top of the landing page.

6 Logging out

From Viedoc you can log out from different locations:

Welcome back Doctor Demo! c

Access Account Recent activities

W Rookie
20231005

= To log out from settings, select the settings button (wheel) in the top right corner of the window, and select Log out. Use this link
every time you leave the application from this location.

If you exit the system without logging out, any subject you are currently working with will be locked for other users. After 5 minutes, the
subject will be automatically unlocked.

= To log out from User Settings, Security Settings, Change password or Authentication Log: select your avatar on the top right
hand side and select Log out.

viedoc © ooctorDemo

User Settings User Settings @
R Doctor Demo

Firstname Last name

Doctor Demo
Display name

Doctor Demo

System language

English v

Primary email address

Phone number

1204 @ Verity phons numbs

©

Contact information

Street address city Postal code
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Viedoc study configuration management

Viedoc study configuration management

Published by Viedoc System 2025-04-24

1. Introduction
2. Configuration overview
2.1 Study design version numbers
2.2 Assignment of study design to site(s)
2.3 Version "burn-in"
2.4 Event dates
2.5 Multiple versions over time
2.5.1 Event created before starting point of any version
2.5.2 New version with same timing_as current version
2.5.3 Event date changed after it was initiated
2.6 Settings read from the study design version burnt-into the event
2.7 Settings read from current effective design
2.8 Revisions of study design version
2.9 Applying_a revised study design version to a site
2.9.4 Changes in a revision that do not affect data integrity
2.9.5 Changes in a revision that affect data integrity
2.9.51 Site confirmation of version upgrade to revised version
3. Configuration workflow
3.10 New study - first study design version
3.11 Subsequent versions
3.12 Revision of existing_version
4. Configuration management
413 In Viedoc Designer
414 In Viedoc Admin

1 Introduction
The configuration of a study in Viedoc consists of two types of settings:

= Non version-controlled settings - settings that are configured by the Study Manager in the Viedoc Admin application and that
are effective immediately. These settings are common to the study at any given point in time.
They are described in detail in the lesson General study settings.

= Version-controlled settings - settings that are configured by the Designer in Viedoc Designer, but not effective until assigned to
site(s) by the Study Manager in Viedoc Admin.

This lesson focuses on the configuration type that holds most of the study configuration, that is version-controlled settings.

2 Configuration overview

2.1 Study design version numbers

Version-controlled settings are contained in a “design” and are identified by a version number. Study design version numbers are unique
within a study. If there exist five study design versions, all originating from the same design, and a new design is created from scratch within
the same study, it will have version 6.

Study design version numbers are accompanied with a revision number. For example, “1.0” means that this is version 1 and that it has not
been revised, since the revision part of the version is 0. Revisions are explained in Revision of study design version.

2.2 Assignment of study design to site(s)

Study designs are assigned on site level. Work on a site cannot start before a study design is assigned to that site, as there is no study
configuration associated with that site.

When the Designer has finished setting up a study design in Viedoc Designer, he/she has to publish the study design, so that it becomes
available to the Study Manager in Viedoc Admin.

The Study Manager then chooses to assign the study design to one or several study sites. This step is accompanied with selecting an
effective starting time for the study design on the selected study sites.

There can be more than one design version assigned to a site.
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2.3 Version "burn-in"

Versions are burnt in at event level, based on the date of first data entry.

The applicable design version for an event is determined by comparing the event date to the effectiveness period of the study design
version(s) assigned to the site. When an instance of an event is started, the study design version is burnt into it, indefinitely. All forms
belonging to this event will then inherit that same study design version.

When the version has been burnt-in, the forms within the event always get their settings, structure and lay-out read from that same study
design version, even if the event date, or design effectiveness periods, have changed so that a different study design version is available.

2.4 Event dates
In Viedoc, there are four different types of events, and the study design version is burnt in as follows:

« Study start event - typically one simple form containing patient identification data. The study start event has no manual event
date entry. Thus, even if it only contains one form and this form contains something called a “start date”, it will not be used as
event date. The event date of this type of event is always the time of event initialization, that is, when the event instance is entered
for the first time.

= Scheduled events - visits scheduled according to the protocol. These require a date to be input when they are started/initiated.
For these events this is the event date, and the study design version will burn in when the event is first started/initiated. If the
event date is changed there will be no new burn-in. However, until the first form of the event is entered, the event can be
stopped/uninitiated and this is then treated as a reset of the event and a new burn-in will occur when the event is again
started/initiated.

» Unscheduled events - additional, on-demand visits. These require a date to be input when they are started/initiated. For these
events this is the event date, and the study design version will burn in when the event is first started/initiated. If the date is
changed there will be no new burn-in. However, until the first form of the event is entered, the event can be stopped/uninitiated.
This is then treated as a reset of the event and a new burn-in will occur when the event is again started/initiated.

= Common events - events occurring separately or parallel to the workflow, for example concomitant medication, adverse events,
dose adjustments, daily compliance reporting. These have no manual date entry. Thus, even if they only contain one form and
this form contains something called a “start date”, it will not be used as event date. The event date of these types of events are
always the time of event initialization, that is, when the event instance is entered for the first time.

Notes!
= The above applies even for the events that are using the "automatic event date" functionality, that is, if the event is configured to

use an event date based either on the date of first data entry or on a date item.
= Events that are added using the automatic event date functionaility will burn-in the current effective design.

For more details on the automatic event date settings, see the Study workflow lesson.
2.5 Multiple versions over time

During the course of a study, multiple versions of the study design can be assigned to a site, with different periods of effectiveness. For
example, Site 01 could have Version 1 as the effective study design version during January 1st — January 15th and Version 2 as effective study
design version after January 15th, whereas Site 02 has Version 2 as the only effective study design version starting January 5th, as
illustrated in the image:

Site 01 P

: I
Site 02 -
I I I I I I I

Jan 1l Jan 5 Jan 10 Jan 15 Jan 20 Jan 25 Feb 1l

There is no end date for the effectiveness periods of study design versions. If a design is applied on January 1%, this is the effective version
until a new version with a later start date is encountered, independently of when it was assigned.
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| | | | | >

Site 01 I

. Jan 5 Jan 10 Jan 15 Jan 20 Jan 25 Feb 1l

'."l‘o...l" m
-
I I I I I I I

Jan 20 Jan 25 Feb 1
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- Jan 1 Jans Jan10  Jan15

o
I I I I I I I

LI
L .
" fra,

-

Site 01

Jan 1 Jan 5 Jan 10 Jan 15 Jan 20 Jan 25 Feb 1

Important! The periods of effectiveness of a study design version are connected to the event timing_of the first data entry and not to the

current time at system usage.
For example, in the below image, if:

Version 1is effective between January 1t - January 15t for Site 01.
Version 2 is effective starting with January 16t for Site 01.
Event 1is initiated on January 2"9 for Subject 01-01 on Site 01.

..then:
= Form content of Event 1 for Subject 01-01 on Site 01 will always be according to Version 1 (because Event 1was initiated within the

validity period of Version 1), regardless of the time of data entry:

| | -
> I | | I |

Site 01

E ™
Initiate Visit 1 ( Time of Visit 1 data entry J

Janl Jan s Jan 10 Jan 15 Jan 20 Jan 25 Feb1l
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2.51 Event created before starting point of any version

If an event is initiated with a date when no design version is in effect, the version effective at current time of system usage will be used:

Subject 01-1

sie o1 | | | | | | .

J/ ! I | I
" Initiate Visit 1 | " Time of Visit 1 data entry ;

N— \

Jan 1 Jan 5 Jan 10 Jan 15 Jan 20 Jan 25 Feb 1l

2.5.2 New version with same timing as current version

A new version can be assigned with the same timing as the currently assigned version and will then replace the currently assigned version,
except for already entered data (due to the version “burn-in”, as described in Version burn-in).

For example, if we have Version 1 assigned to Site 01 starting at Jan 1, and we have the following events:

« Event1-initiated and containing 3 forms:
« Form1and Form 2 filled in
=« Form 3 empty

« Event 2 - not initiated

...and we assign Version 2 to Site 01 starting at Jan 1, and then:

= fillin Form 3 for Event 1 - this will have also Version 1, as this was burnt-in at the time when Event 1 was initiated.
« initiate Event 2 and fill in Form 1, this will have Version 2 (as well as all the other forms within Event 2)
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= Event initiated
=Form 1 and Form
2 filled-in

= Form 3 empty

Ewvent not inttiated

Subject 01-01

1. Assign Version 2 Jan 1 Jan 5 Jan 10 Jan 15 Jan 20 Jan 25 Feb1l

to Site 01 starting
with Jan 1
2_Fill-in Form 3 for

Visit 1
3. Initiate Visit 2
and fill-in Form 1

.I‘ _
Site 01 I >
I I I I I I I

Jan 1l Jan 5 Jan 10 Jan 15 Jan 20 Jan 25 Feh1l

2.5.3 Eventdate changed after it was initiated

In case the event date is changed after it was initiated, to a date when another version is applicable, the version for that event does not
change, as it was burnt-in at the date when the event was initiated (see Version burn-in):
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= Event intiated
=Form 1 and Form
2 filled-in

= Form 3 empty

Subject 01-01

~ Site 01 >
I I I I I I I
_.* Janl Jan 5 Jan 10 Jan 15 Jan 20 Jan 25 Feb 1
1. Change event
: date for Visit 1
: 2. Fill-in Form 3 for
. Visit 1
., Subject 01-01
"
Site 01 l -

Jan 1 Jan 5 Jan 10 Jan 15 Jan 20 Jan 25 Feb 1

2.6 Settings read from the study design version burnt-into the event

The following settings are always read from the study design version that is burnt-into the event:

« Forms
« Study settings
= Source Data Verification (SDV) settings

= Randomizations

= Output and Validation
« Automatic data validation (“Edit checks”)
= Output formats
= Output ID:s and labels
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2.7 Settings read from current effective design

[=] SDV Settings

[=] Randomizations

We call "current effective design" the study design version that is effective at the current time of system usage.

Settings that are not directly related to data collection structure, as well as settings that are common on the site level, are read from the
study design version that is effective at the time of system usage (that is, “time right now”). These settings are:

= Study workflow

« Roles

Study start event
Scheduled events
Unscheduled events
Common events

= Study settings

Study workflow

B Scheduled a Unscheduled a Common

Roles

B Active roles

Study Settings

Layout of subject card and subject selection page

Subject Id format
Miscellaneous
Alerts

Subject status
elearning
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=] Miscellaneous
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[=] Subject Status

E elearning a Times In use
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This means that the study workflow for a subject can change as time passes and a new design version becomes effective for the site the
subject belongs to:

Study workflow for Subject 01-01 on Site
01 is according to study design Version 1

Subject 01-01

Site 01 - -
I I I I I

current time

\L y
Jan 1 Jan 5 Jan 10 Jan 15 Jan 20 Jan 25 Feb 1

Study workflow for Subject 01-01 on Site
01 is according to study design Version 2

Subject 01-01

Site 01

| | >

current time

\ J
Jan 1l Jan 5 Jan 10 Jan 15 Jan 20 Jan 25 Feb 1l

2.8 Revisions of study design version

If there is a need to correct something in a study design version that is already assigned, and in particular if it has already been used to
enter data (as that version is then burnt in and cannot be replaced by assigning a new version with the same time frame of validity), the
study design version has to be revised.

The following settings can be revised as part of a revision of a study design version:

« Forms*

= Study workflow *

= Roles

= Output and Validation

The latest effective design for each site will be used to define the permissions that will apply to each role.

* Note! The study design IDs (Event IDs, Activity IDs, Form IDs, Iltem group IDs and Item IDs), item dictionary (“choice”) codes and any items
involved in randomization cannot be changed. An exception is that if an item needs to be moved to another item group, the ID can and must
be changed as this will be treated as deleting an item and adding it again.

Once a study design version is revised, the revision part of the version number (initially 0) is incremented. For example, if study design
version 1.0 is revised, it will receive the version number 1.1. When a revision of a study design version is published, it replaces its predecessor
in terms of site assignment. For example, if a Study Manager wants to assign version 1to a site, and this version now has a revision, version
1.1 will be available for assignment and not 1.0.

Additionally, only the latest revision of each study design version can be used as starting point for additional revision. For example, if we
want to revise study design version 1, that has already been revised to version 1.1, we can only select 1.1 as starting point of the revision and
not 1.0.

If forms that were previously part of an event in the workflow are now removed, already initiated forms are not touched. From a study

workflow point-of-view they are now orphan forms, but from a user point-of-view there is no real difference to the appearance, as they stay
as is on the event that they were previously part of.

2.9 Applying a revised study design version to a site

Application of a revised study design version is used to upgrade forms that are already burnt-in, with a predecessor of the study design
version in terms of revisions, to the latest revision of the study design. Applying a revision is different from assigning study design versions,
as assigning study design versions only affects forms belonging to events that have not been initiated yet.
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When a revised version of a study design version is applied to a site, that revision will (eventually, after necessary site confirmations, see
Changes in a revision that affect data integrity below) replace the version it is revising, including the base version and all previous revisions
made to the version (as illustrated in the example in the image below, where 1.2 replaces both 1.0 and 1.1). Thus, effective period is not
changed.

Forms belonging to Forms belonging to . . .
events initiated within this events initiated within this Study workflow for Site 01 is \fer_smn 2_.0
period are upgraded period are upgraded both before and after the revision is applied

 Version1.0->1.2 | Version 1.0 > 1.2 I
o |
Site 01 K |

-
I I I I I I
Jan 1 Jan 5 Jan 10 Jan 15 Jan 20 Jan 25 Feb 1
Apply revision (Version 1.2)
to both Site 01 and Stte 02 Forms _belongi_ng_ to Study workflow for Site 02 was Version
events initiated within this 1.1 before the revision was applied and is
period are upgraded Version 1.2 after applying the revision

| Version1.1->1.2

Site 02 | -

current time
N—

Jan 1 Jan s Jan 10 Jan 15 Jan 20 Jan 25 Feb 1

There are two parallel tracks being followed when a revised study design is applied, depending on whether the data integrity is affected by
the changes in a revision or not, as described in the following subsections.

It is recommended that you use the design revision impact analysis before you apply any revision. For more information, see Design
revision impact analysis.

You can NOT apply an earlier revision if a later revision has already been applied to another site. This applies to both demo sites and
production sites. For example, if version 1.2 has already been applied to a site with user acceptance testing (UAT) underway, then version 1.1
cannot be applied to a production site. It is only possible to apply version 1.2.

2.91 Changes in arevision that do not affect data integrity

A revision with changes that do not affect data integrity is applied without confirmation by the site staff. For all form instances in which form
data is not affected by the revision, the revision is processed immediately.

Changes within a revision that do not affect data integrity:

« Forms - updated settings on:
« Required/optional
= Data checks
= Min and max length
= Number of decimal digits and/or number of decimals for numeric data type
= Output IDs and labels

« Study workflow - actual workflow changes
If these are the only changes made, this will be the same as assigning the study design to the site, as workflow is always
read from the version effective at time of system usage as pointed out in Settings read from current effective design.
= Addition/deletion of events
= Addition/deletion of activities/forms on existing event

= Roles
= Output and Validation

Any discrepancies no longer valid are closed and any new discrepancies will be flagged.

The forms that are locked (by Monitor, Data Manager, or any user who has data lock permission) will be upgraded, as no data will be
touched by these types of changes.

Form signature and review status will not be affected by these kind of updates.
2.9.2 Changes in a revision that affect data integrity

Applying a revision with changes that potentially do affect data integrity requires confirmation by the site staff. Before the Study Manager
can apply a revised study design, a mandatory information text has to be entered that will be used to notify the site staff about the changes
(see the complete workflow below in Workflow - Revision of an existing version).

Changes that potentially do affect data integrity:

» Forms - addition/deletion of items and changes to:
» Name of form
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» Item labels, including static text items
= Item and item group position and input field size
= Measurement units
= Dictionary (“choice”) labels
» Instruction texts
= Visibility conditions
Changes of the role visibility conditions do not require site approval.
= Function and default value expressions
= Study Workflow
= Visibility conditions affecting form contents
= Event date settings
Changes of the event date(s) as a result of changing the "automatic event date" settings do not require site
approval. For details on the automatic event date settings, see the Study workflow lesson.

A flag will be put on the form instance indicating that there is an upgrade pending. Until the upgrade is confirmed by site personnel (see Site
confirmation of version upgrade), the form will remain in its original version.

2.9.2.1 Site confirmation of version upgrade to revised version

When a revised study design is applied to a site, all forms pending an upgrade (where data integrity is potentially affected) are marked by a
red flag, and a notification for the site is displayed on the Messages pane on the study start page.

The notification is accompanied with a standard text informing the site about the upgrade action and confirmation prompt that has to be
electronically signed. This action can be performed by anyone at the site with data edit permission. See also the lesson in Viedoc Clinic User
Guide - Approving eCRF changes.

When signed, all forms pending upgrade (listed in Changes in a revision that affect data integrity) will be upgraded to the revised version of
the study design. This is a background activity that can take some time if there are considerable amounts of forms to be upgraded.

For the subjects that are being edited by clinic users during the upgrade process, the upgrade will stay pending until the respective subjects
are released.

Optionally, forms can be upgraded manually, one-by-one, by the site. This is performed by navigating to the forms affected, opening them
for editing and re-saving them. When the form is opened for editing, it will be shown using the new upgraded design with all data filled in.

A recommendation to the site could be to manually upgrade a few forms to fully understand the potential impact of the upgrade and then
upgrade the rest using the batch approval feature.

The upgrade is not performed for:

= locked forms (locked by Monitor, Data Manager, or any user who has data lock permission).
= forms for which the approving user does not have view/edit permission.

If performing batch approval and forms affected by the upgrade are skipped, as a result of one of the above mentioned scenarios, a
new message will be displayed on the Message page. The changes can then be approved after a user with permission unlocks the
locked forms.

Forms upgraded to a new design revision lose any existing signature and review flags (clinical review, data review). The SDV flag is lost on
item level.

If a particular item, that did not require SDV, is affected by the upgrade (that is, edited in the design, see Changes in a revision that affect
data integrity), the form-level SDV flag will be kept. That means an upgrade of a form can lead to losing existing signature and review flags
(clinical review, data review), but keeping the SDV flag.

If a particular item, that was previously source data verified, is affected by the upgrade (that is, edited in the design, see Changes in a
revision that affect data integrity), it is no longer flagged as having been source-data verified. The form-level SDV flag is lost if any item in the
form lost its SDV flag. The form-level SDV flag is also lost if an item is removed from a form as part of the upgrade.

3 Configuration workflow

3.1 New study - first study design version
The following steps have to be performed in Viedoc when creating and configuring the study for the first time:

1.In Viedoc Admin, the Organization Manager creates the new study and appoints a Study Manager.

2.In Viedoc Admin, the Study Manager sets the non version-controlled common settings and appoints a Designer.

3. In Viedoc Designer, the Designer creates the first version of the version-controlled settings and makes it available to the Study
Manager by publishing the design to Viedoc Admin.

4.1n Viedoc Admin, the Study Manager creates site(s) and assigns the first version to the site(s)

5. The site user can start entering data in Viedoc Clinic, using the assigned design.
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. . Viedoc Admi
Viedoc Designer : iedoc Admin Viedoc Clinic

Designer Organization Manager Study Manager Site user
H : with data edit permission

Enter data using the assigned
design

3.2 Subsequent versions

The workflow for creating a new design version starting from an existing version of the study design, to implement a protocol amendment
and assign it to one or several sites, is the following:

1.In Viedoc Designer, the Designer makes a full copy of the existing version of the study design.

2.In Viedoc Designer, the Designer makes the additional settings required by the protocol amendment and then publishes the
design, which then becomes available in Viedoc Admin.

3. In Viedoc Admin, the Study Manager assigns the new version to one or several sites that should have the amendment. For
instructions see Assigning_a study design.

Viedoc Designer Viedoc Admin Viedoc Clinic

Site user
with data edit permission

Study Manager

Designer

Enter data using the assigned
design
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3.3 Reuvision of existing version

The workflow for revising an existing study design version and applying it to one particular site is as following:

1. In Viedoc Designer, the Designer makes a revision of an existing version.

2.1n Viedoc Designer, the Designer makes the additional settings and then publishes the design that becomes available in Viedoc
Admin.

3. In Viedoc Admin, the Design Impact Analyst performs the revision impact analysis. For more information, see Design revision
impact analysis.

4.In Viedoc Admin, the Study Manager applies the revised version to one or several sites that should have the revision. For

Viedoc Designer : Viedoc Admin Viedoc Admin : Viedoc Clinic
Designer Design Impact Study Manager Site user
Analyst : : with data edit permission

All forms not affected in a way
that can potentially tamper with
data integrity are automatically
upgraded

Approvelupgrade forms one by
one

or

Approve and upgrade all forms
at once

Important! If a new revision is applied before previous one(s) are approved by a site user, then the approval will upgrade affected forms to
the latest revision, regardless of which of the upgrades the site user approves. For information on site approval see Approving eCRF
changes in Viedoc Clinic User Guide.

Note! An upgrade message is displayed for the site under the Messages pane on the study start page, even for the revisions with changes
that do not affect data integrity, that is, when the forms are automatically upgraded.

4 Configuration management

If an iterative approach is used during development of a configuration, there will be many versions created as part of the workflow: [ setup --
> test -- correct -- test - setup -- test - correct - test -- ... ]. It is still advisable to revise existing versions (instead of creating new
versions) whenever possible to keep the number of versions to a minimum, as this will make the study design repository less cluttered and
more easy to manage.

4.1 InViedoc Designer
In Viedoc Designer, the following actions related to the study design can be performed, as described in the respective lessons:

« |nitiating_a study design - describes how to initiate a design, either by adding a new empty version or by importing one.

» Validating a study design

= Publishing a study design - describes how to publish and unpublish a design.

« Duplicating.a design - describes how to either create a new version by copying an existing version, or revise an existing version.
» Exporting/Locking/Deleting_a study design

4.2 InViedoc Admin

In Viedoc Admin, you can see the current effective design for each site, assign a study design version to one or several sites, and apply a
revised version of a study design to one or several sites. All these are described in detail in Assigning_a study design.

https://help.viedoc.net/c/331b7a/?print=ready 34/396


https://help.viedoc.net/l/e04130/en/
https://help.viedoc.net/l/e04130/en/
https://help.viedoc.net/c/331b7a/be9806/en/
https://help.viedoc.net/l/fc2308/en/
https://help.viedoc.net/l/fc2308/en/
https://help.viedoc.net/c/e311e6/098b08/en/
https://help.viedoc.net/c/e311e6/fdb59b/en/
https://help.viedoc.net/c/e311e6/19dacc/en/
https://help.viedoc.net/c/e311e6/ce8385/en/
https://help.viedoc.net/c/e311e6/4e7e68/en/
https://help.viedoc.net/c/331b7a/be9806/en/

12/2/25, 9:45 PM Viedoc Admin User Guide | Viedoc eLearning

3'

What's new in the latest release?

\What's new in the latest release?

Published by Viedoc System 2024-12-03

1. What's new in the latest release?

1 What's new in the latest release?

Detailed information on changes in the current release, the release schedule and notes from previous releases can be found in the release
notes on the Viedoc website here:

https:/www.viedoc.com/support/release-notes/

For more information on future releases, please contact your Viedoc representative.

https://help.viedoc.net/c/331b7a/?print=ready 35/396


https://www.viedoc.com/support/release-notes/

12/2/25, 9:45 PM Viedoc Admin User Guide | Viedoc eLearning

&

Known limitations

Known limitations

Published by Viedoc System 2025-06-10

1. Viedoc Admin
2.Viedoc Me
3.Viedoc Reports
4.Viedoc TMF

This page lists Viedoc's system-wide and design limitations. Some of these limitations are due to technical, regulatory, or security
requirements, while others result from architectural design decisions that ensure system stability and integrity. For limitations related to
specific features, please refer to the relevant sections in the Viedoc Learning.

1 Viedoc Admin

We no longer support SMS notifications in the following countries:

» +7 Russia

« +92 Pakistan

« +994 Azerbaijan
=« +967 Yemen

2 Viedoc Me

= Sharing the Viedoc Me access details via text message does not work for studies that are running on the Viedoc China instance.

3 Viedoc Reports

= There are some graphical limitations of the interface on mobile devices.

= Variables/fields that have an output field ID defined will be identified with this ID in the Data Browser and Reports pages,
whereas they will be identified with field ID in the Dashboard, Demographics, and AE pages.

= The Overdue Events Report does not include any Viedoc Me events. Events without a proposed date are not included in this
report. Events that have been planned or initiated are not included in this report, even if the planned/initiated event is outside of
the event window.

4 Viedoc TMF

= Viedoc TMF is only running in Production mode.

» For security reasons, the document preview in the Trial Master File view does not support ActiveX components.
= The search for document content is disabled on the training server.

» Viedoc TMF does not work on Safari 16.3 and later versions.

Back to top of page
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Glossary

Glossary

Published by Viedoc System 2025-11-04

This glossary contains common terms and acronyms found in the eLearning. They are sorted in alphabetical order by the full term (not by
abbreviation).

ABCDEFGHIJKLMNOPQRSTUVWXYZ

Term Abbreviation Definition

Active Pharmaceutical API The ingredient in a pharmaceutical drug or pesticide that is biologically active.

Ingredient

Adverse Event AE Any unwanted effect caused by the administration of drugs. The onset of an adverse
event may be sudden or develop over time.

Anatomic Therapeutic ATC A drug classification system that classifies the active ingredient of drugs according

Chemical classification
system

to the organ or system on which they act and their therapeutic, pharmacological
and chemical properties.

Annotated CRF aCRF A blank CRF with annotations that coordinate each datapoint in a form with its
corresponding dataset name. In Viedoc, it equals to a printout of a form with Show
IDs enabled.

Application Programming API A set of routines, protocols, and tools for building software applications that

Interface specifies how software components should interact.

Attributable, Legible, ALCOA+ The principles of data integrity. The plus sign denotes the four additions: Complete,

Contemporaneous, Original, Consistent, Enduring, and Available.

Accurate

Audit trail An audit trail (or audit log) is a security-relevant chronological record, set of records,
or destination and source of records that provide documentary evidence of the
sequence of activities that have affected at any time a specific operation, procedure,
or event. The records are of importance for the clinical study, as specified by
applicable international standards (from the FDA and EMEA).

Blinding A procedure in which one or more parties to the trial are kept unaware of the
treatment assignment(s). Single-blinding usually refers to the subject(s) being
unaware, and double-blinding usually refers to the subject(s), investigator(s),
monitor, and, in some cases, data analyst(s) being unaware of the treatment
assignment(s).

Case Report Form CRF A printed, optical, or electronic document designed to record all protocol-required
information on each study subject.

The China Personal PIPL The data privacy law in China, targeted at personal information protection.

Information Protection Law

Clinical Data Acquisition CDASH A standard developed by CDISC that provides guidance to develop the CRF.

Standards Harmonization

Clinical Data Interchange CDISC A global, open, multidisciplinary, non-profit organization that has established

Standards Consortium

https://help.viedoc.net/c/331b7a/?print=ready

standards to support the acquisition, exchange, submission and archive of clinical
research data and metadata.
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Term

Clinical Data Interchange
Standards Consortium
Define Extensible Markup
Language

Clinic role

Clinical data manager

Clinical Research Associate

Clinical Review

Clinical Trial Management
System

Code of Federal Regulations

Comma-Separated Values

Common event

Computerized Systems Used
In Clinical Investigations

Concomitant Medication

Contract Research

Organization

Coordinated Universal Time

Data Manager

Demo mode

Designer

Dictionary Manager

Drug Information Association

Edit checks

Abbreviation

CDIsC
Define-XML

CRA

CR

CTMS

CFR

Ccsv

CsucCl

CM

CRO

uTC

DM

DIA
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Definition

A metadata format defined by CDISC that is sent with every study in each
submission, which tells the regulatory authorities what datasets, variables,
controlled terms, and other specified metadata were used.

User roles in Viedoc that give access to Viedoc Clinic, such as Investigators,
Monitors, and Data Managers.The clinic roles are study-specific. These roles, and
the rights that belong to these roles, can be defined in Viedoc Designer. Each study
can have an unlimited number of clinic roles.

Responsible for the management of the data in the clinical trial. Assists in protocol
development and database selection and configuration.

A person employed by the sponsor, or by a CRO, acting on a sponsor’s behalf, who
handles most of the administrative responsibilities of a clinical trial, acts as a liaison
between investigative site and sponsor, monitors the progress of the investigator’s
sites participating in a clinical study, and reviews all data and records before a
monitor’s visit.

A clinical review gives the Monitor the possibility to mark forms as reviewed.

A Clinical Trial Management System is a software system used by biotechnology and
pharmaceutical industries to manage clinical trials in clinical research. The system
maintains and manages planning, performing and reporting functions, along with
participant contact information, tracking deadlines and milestones.

The codification of the general and permanent rules and regulations by the
executive departments and agencies of the U.S. federal government.

A set of database rows and columns stored in a text file such that the rows are
separated by a new line while the columns are separated by a semicolon or a
comma.

An event that occurs separately or parallel to the workflow, for example concomitant
medication, adverse event, medical history, dose adjustments, and daily compliance
reporting.

A guidance document established by the FDA intended to assist in ensuring
confidence in the reliability, quality, and integrity of electronic source data and
source documentation (that is, electronic records).

Drugs given to a patient at the same time, or almost at the same time, as the drug
under study.

A company that contracts with the sponsor to perform one or more of the sponsor’s
duties in a trial.

The primary time standard by which the world regulates clocks and time. Viedoc
stores all timestamps in UTC. In the cases when a time zone can be established (for
example a specific site scope is selected), the timestamp is displayed with the time
zone applied.

A user role in Viedoc with permission to lock and export data into different formats,
view reports and metrics, and add pre-queries.

A mode in Viedoc specifically used for demonstrations and training new Viedoc
users. No real data should ever be entered in Demo mode.

A user role in Viedoc that can create the setup (design) of the study in Viedoc
Designer.

A user role in Viedoc with permission to upload medical coding dictionaries.

A global forum for those involved in healthcare product development and lifecycle
management to exchange knowledge and collaborate.

A check of the data that verifies whether the data entered into the form are within a
certain range that is specified in Viedoc Designer. If the entered data are outside the
specified range, the system will automatically display a message that is defined
under Query Message.
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Term

Electronic Case Report Form

Electronic Common
Technical Document

Electronic Data Capture

Electronic Investigator Site
File

Electronic Patient Reported
Outcome

Electronic Trial Master File

eTMF Manager

Event

European Medicines Agency

European Medicines Agency
Good Clinical Practice
Inspectors Working Group

Exchange Mechanism
Standard

Extensible Markup Language

Food and Drug
Administration

General Data Protection
Regulation

Good Automated
Manufacturing Practice

Good Clinical Practice

Good Manufacturing
Practice

Globally Unique Identifier

Health Insurance Portability
and Accountability Act

Abbreviation

eCRF

eCTD

EDC

elSF

ePRO

eTMF

EMA

EMA GCP
IWG

EMS

XML

FDA

GDPR

GAMP

GAMPS

GCP

GMP

GUID

HIPAA
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Definition

An electronic document designed to record all protocol-required information on
each study subject.

A standard format for submitting applications, amendments, supplements, and
reports to the FDA.

The use of computerized systems to collect clinical trial data in electronic form as
opposed to paper form.

The digital version of the minimum list of essential documents that a study site needs
to maintain throughout a clinical trial. Included documents could be: Clinical Study
Protocol, Investigator Brochure, Informed Consent, CVs etc.

A patient-reported outcome that is collected by electronic methods. Viedoc Me is
the ePRO solution of Viedoc.

A type of content management system with a collection of essential documents
which allows the conduct of a clinical trial to be reconstructed and evaluated.

A user role in Viedoc that has permission to manage the eTMF application in Viedoc
Admin. The eTMF Manager maps Viedoc Clinic roles to eTMF roles. The eTMF
Manager also has permission to manage the eTMF structure in Viedoc eTMF.

A moment when the patient visits or contacts the clinic, or initiates an event through
the Viedoc ePRO application Viedoc Me, and data are recorded.

A decentralised agency of the European Union (EU) that is responsible for the
scientific evaluation, supervision, and safety monitoring of medicines developed by
pharmaceutical companies for use in the EU.

The EMA GCP Inspectors Working Group focuses on harmonisation and co-
ordination of GCP related activities at Community level. It is involved in the
preparation of new and revised guidance on GCP and community procedures
relating to inspection.

The exchange mechanism standard is a model for transferring eTMF data between
sponsors, CROs, other stakeholders, and vendor systems.

A markup language that defines a set of rules for encoding documents in a format
that is both human-readable and machine-readable.

An agency of the U.S. federal government’s Department of Health and Human
Services that ensures the safety of foods, pharmaceuticals and other products.

A regulation in the European Union (EU) law on data protection and privacy in the EU
and the European Economic Area (EEA). Primarily aimed to give control to
individuals over their personal data and to simplify the regulatory environment for
international business by unifying the regulation within the EU.

A subcommittee of, and a series of good practice guides on drug manufacturing
published by, the International Society for Pharmaceutical Engineering.

The last major revision of the GAMP Guide for Validation of Automated Systems in
Pharmaceutical Manufacture, released in February 2008.

A standard for the design, conduct, performance, monitoring, auditing, recording,
analyses, and reporting of clinical trials that provides assurance that the data and
reported results are credible, accurate, and that the rights, integrity, and
confidentiality of trial subjects are protected.

The manufacturing guidelines recommended by the relevant agencies.

A unique key containing numbers and letters that identifies the study.

A Privacy Rule that is the first comprehensive Federal protection for the privacy of
personal health information. Research organizations and researchers may or may
not be covered by the HIPAA Privacy Rule.
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Term

Hyper Text Markup
Language

Identity Provider

Independent Ethics
Committee

Informed Consent Form

Input factors

Institutional Review Board

International Council for
Harmonisation of Technical
Requirements for
Pharmaceuticals for Human
Use

International Organization
for Standardization

Investigational Medicinal
Product

Investigational Product

Investigator Site File

lyakuhinmei Data File

Japanese Pharmaceuticals
and Medical Devices Agency

JavaScript

Kaifu

Key Risk Indicator

Linking form

Linked form

Abbreviation

HTML

IdP

IEC

IRB

ICH

ISO

IMP

P

ISF

IDF

PMDA

Js

KRI
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Definition

The standard markup language for documents designed to be displayed in a web
browser.

A system entity that creates, maintains, and manages identity information.

An institutional review board (IRB).

A document containing all elements of a research study, explained in lay terms. The
consent form must be signed prior to participation in any study activity. The
affirmative decision of the IEC/IRB that the clinical trial has been reviewed and may
be conducted at the institution site within the constraints set forth by the IEC/IRB, the
institution, Good Clinical Practice (GCP), and the applicable regulatory
requirements. The appointed ethical committee is responsible for reviewing each
human subject protocol to ensure the ethical protection of these subjects.

When used in randomization: Prognostic factors that might influence the effect of
treatment on the subjects.

Committee(s) made up of experts and community representatives who review and
approve clinical trials to make certain that they fulfill stringent ethical standards to
protect subjects’ rights as participants in an experiment.

An initiative that brings together regulatory authorities and pharmaceutical industry
to discuss scientific and technical aspects of pharmaceutical product development
and registration.

An organization promoting worldwide proprietary, industrial, and commercial
standards.

A medicine for research.

A preventative (vaccine), a therapeutic (drug or biologic), device, diagnostic, or
palliative used in a clinical trial. Also abbreviated IMP (Investigational Medicinal
Product) and IMD (Investigational Medical Device). An investigational medical device
is one that is the subject of a clinical study designed to evaluate the effectiveness
and/or safety of the device.

The minimum list of essential documents that a study site needs to maintain
throughout a clinical trial. Included documents could be Clinical Study Protocol,
Investigator Brochure, Informed Consent, CVs etc.

A medical coding dictionary used for coding clinical and drug safety data and for
reporting safety data to the Japanese Pharmaceuticals and Medical Devices
Agency (PMDA).

PMDA (Pharmaceuticals and Medical Devices Agency) is a Japanese regulatory
agency, working together with Ministry of Health, Labour and Welfare. Their
obligation is to protect the public health by assuring safety, efficacy and quality of
pharmaceuticals and medical devices.

A scripting language, primarily used on the web. It is used to enhance HTML pages
and is commonly found embedded in HTML code. Viedoc is using JS to define
advanced edit checks, expressions, and comparisons.

The send/receive/return process for handling booklets

In Viedoc Reports, the Key Risk Indicators are the measurement of unfavorable
events that can adversely impact a study, and are measured by site.

Alinking form is a form that contains a link to refer to another form. There can be
one or more instances of the linked form.

Alinked form is a form that is linked to from another form (a linking form).
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Term Abbreviation Definition

Medical coding The process of translating reported events like Adverse Events, Medical History and
Concomitant Medications in a universal code according to a medical coding
dictionary.

Medical Dictionary for MedDRA A medical coding dictionary developed by the Maintenance and Support Services

Regulatory Activities Organization (MSSO). MedDRA is supported by ICH.

National Medical Products NMPA The Chinese agency for regulating drugs and medical devices.

Administration

Numeric rating scale NRS A numeric rating scale using numbers to identify the items in the scale, on a scale of
0 to 10. Commonly used to evaluate pain intensity.

Object Identifier (o]]n] An identifier mechanism for naming any object, concept, or "thing" with a globally
unambiguous persistent name.

Operational Data Model ODM A standard for electronic clinical data as defined by CDISC. The highlights of ODM
include audit trail, utilization of XML technology, and machine-readable and human-
readable data. All information is independent of databases, and storage of ODM is
independent of hardware and software.

Output factors When used in randomization: the result after a patient has been randomized, that is,
the treatment group or kit number (in case of a blinded output) that the patient is
assigned to.

Patient Reported Outcome PRO A health outcome directly reported by the patient who experienced it.

Portable Document Format PDF/A An ISO-standardized version of the PDF specialized for use in the archiving and

Archive long-term preservation of electronic documents.

Post Marketing Surveillance PMS The practice of monitoring the safety of a pharmaceutical drug or device after it has

been released on the market and an important part of the science of
pharmacovigilance. Viedoc PMS is Viedoc's electronic data capture solution
developed especially for post-marketing surveillance studies. PMS in Japan differs
from other PMS studies in the world, with concepts such as kaifu function and
booklets.

Quality Control QC The operational technique and activities undertaken within the quality assurance
system to verify that the requirements for quality of the trial are met.

Randomization A method based on chance by which study participants are assigned to a treatment
group. Randomization minimizes the difference among groups by equally
distributing people with particular characteristics among all the trial arms.

Randomization and Trial RTSM A system that unifies the randomization, allocation, and supply management in a
Supply Management clinical trial.

Representational State REST A REST API (also known as RESTful API) is an application programming interface
Transfer (API or web API) that conforms to the constraints of REST architectural style and

allows for interaction with RESTful web services.

Scheduled event Events to the clinic by the patient that are defined in the study protocol. The events
can also be subject-initiated through Viedoc Me, the ePRO application.

Study/Trial Design Model in SDM An extension of ODM-XML which allows organizations to provide rigorous, machine-

XML (SDM-XML) readable, interchangeable descriptions of the designs of their clinical studies,
including treatment plans, eligibility and times and events. SDM-XML defines three
key sub-modules — Structure, Workflow, and Timing — permitting various levels of
detail in any representation of a clinical study’s design.
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Term

Study Data Tabulation Model

Security Assertion Markup

Language

Security Token Service

Single Sign-On

Site

Site Manager

Software As A Service

Standard Operating

Procedure

Source Data

Source Data Verification

Source Documentation

Sponsor

Statistical Analysis System

Study crew

Study design

Study Manager

Subject

System roles

Transport Layer Security

Trial Master File

Unblinded statistician

Abbreviation

SDTM

SAML

STS

SSO

SIM

SaaS

SOP

SDV

SAS

STM

TLS

TMF
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Definition

A CDISC standard for how to structure raw data for a submission.
SDTM is one of the required standards for data submission to FDA (U.S.) and PMDA
(Japan).

An open XML-based standard for exchanging authentication and authorization
identities between security domains.

An open standard web service for issuing, validating, renewing, and cancelling
security tokens for use with, for example, an API.

An authentication process that allows a user to access multiple applications with
one set of login credentials.

A clinic or other medical institute visited by subjects and where their data are
recorded.

A user role in Viedoc Admin that can edit the details of their respective sites and
invite site users to their sites.

Also known as web-based software, on-demand software, cloud software, and
hosted software. Typically accessed by users via a web browser.

Detailed, written instructions to achieve uniformity of the performance of a specific
function.

The original data when first recorded.

The process by which data within the CRF is compared to the original source of
information (and vice versa). Helps to ensure eCRF and source records together
meet various protocol and clinical expectations.

All original records and certified copies of original records of clinical findings,
observations, or other activities in a clinical trial necessary for the reconstruction
and evaluation of the trial. Source data are contained in the source documents.

Any organization that provides the institutional base for clinical trial researchers.
This includes commercial groups: pharmaceutical companies, non-profit
organizations, universities, and medical centers.

A format used for statistical analysis in the SAS software suite.

Viedoc users and all staff involved in the clinical trial. In most cases, these terms
refer to users of Viedoc Clinic (see also Clinic role).

The design of the study that covers all the details about how the study is supposed to
be performed, such as treatment details, medical examinations and other data to be
collected, the workflow, and the Viedoc permissions of the different clinic roles that
contribute to the study. The study design is set up in accordance with the clinical trial
protocol.

A user role in Viedoc that has permission to manage the administration of the study
in Viedoc Admin. The study manager invites the study crew, adds sites, and applies
study designs to sites. This user role is usually assigned to the project manager of
the clinical trial.

A person participating in the clinical trial. Also referred to as patient.

User roles in Viedoc that are defined by the system and give access to Viedoc Admin
and/or Viedoc Designer. Examples are: Study Manager, Site Manager, Designer,
Dictionary Manager, Unblinded Statistician.

Protocols designed to provide communications security over a computer network.

A type of content management system for the pharmaceutical industry, providing a
formalized means of organizing and storing documents, images, and other digital
content for clinical trials that may be required for compliance with government
regulatory agencies.

A user role in Viedoc that manages the randomization and kit allocation lists in
Viedoc Admin.
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Unscheduled event

Viedoc Inspection Readiness VIRP
Packet

World Health Organization WHODrug
Drug Dictionary

WHODrug Koda
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Definition

Additional events to the clinic by the patient that are not pre-defined in the study
protocol.

A file that can be downloaded in Viedoc, containing all the information needed to
fulfill regulatory expectations.

A dictionary maintained and updated by Uppsala Monitoring Centre.

An Al-driven coding engine by UMC that connects via REST API to automatically
code verbatim entries to WHODrug Global and select the most appropriate ATC
code.
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How to prepare for a regulatory inspection

How to prepare for a regulatory inspection

Published by Viedoc System 2025-09-24

1. Introduction
2.Viedoc Inspection Readiness Packet
21 Documents included in VIRP:
2.2 Other resources
3. Areas of responsibility
3.3 Viedoc responsibility
3.4 Sponsor/CRO responsibility
4. What to do on the day of inspection
4.5 Viedoc Designer
4.6 Viedoc Logistics
4.7 Viedoc Admin
4.8 Viedoc eTMF
4.9 Viedoc Clinic
5. Footnotes

1 Introduction

It is important to be fully prepared for an inspection of relevant documentation about the EDC system used in a clinical trial. If the correct
documentation is available for review by the regulatory authorities and certain validations have been performed, inspectors can then
assess the systems used when collecting subject data in clinical trials.

There are also specific expectations that sponsors must comply with, depending on the regulatory body, European Medicines Agency (EMA)
Food and Drug Administration (FDA) and the Japanese Pharmaceuticals and Medical Devices Agency (PMDA) even though these are
similar in that they all expect the sponsor to have a complete understanding of the system. They also expect that the sponsor (or Contract
Research Organization (CRO), if delegated) fully understands the functionality of the EDC system being used and can demonstrate this
understanding and explain how the system has been validated.

2 Viedoc Inspection Readiness Packet

To assist in preparing for inspections, Viedoc has developed the Viedoc Inspection Readiness Packet (VIRP) which provides you with the
information you need in order to fulfil regulatory expectations and requirements.

The VIRP is available for every release of Viedoc. The VIRP introduction describes the contents of VIRP in more detail, and also talks about
additional documentation you should provide. The VIRP introduction is included in VIRP.

2.1 Documents included in VIRP:

= User Requirements Specification describing the epics and features, and listing the user stories included in the release

= Traceability Matrix detailing the testing performed for every requirement in the URS

= Validation summary report describing the validation activities performed for this release, and their result

= Release Notes describing the additions to Viedoc in the release

= Release Certificate verifying that we have followed our documented procedures during the implementation and associated
activities for the release

=« EDC Management Sheet for submissions to the PMDA

= Clinical Trial Cloud System Checklist

« Viedoc Impact Assessment documenting at a feature level the risks and potential consequences arising from the release of new
and updated features in the release

= VIRP Change Summary describing any updates made to the VIRP for a given release

= Acknowledgement Form describing what you need to review, and containing room for your signature as evidence that you have
completed your review

« Table of Contents of applicable SOPs used by Viedoc Technologies in the production of this release

= Anintroduction describing the contents of the Viedoc Inspection Readiness Packet (VIRP)

2.2 Otherresources
= elearning: Viedoc also provides an eLearning lesson - Inspection Readiness when Working_in Viedoc, which describes in detail

the information needed step-by-step, as well as having additional information about potential pitfalls, what happens when new
functionality is introduced in a release, about backward compatibility and more.

= The Viedoc Release Binder. We also store a snapshot of the information in our development environment for each release. This
information is included in the Release Binder for that release which is stored in SharePoint and can be shared with inspectors
either in a webinar or onsite.
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3 Areas of responsibility

When it comes to preparing for regulatory inspections, there are different areas of responsibility for the Sponsor/CRO and Viedoc.

3.1 Viedoc responsibility
The Sponsor/CRO should be able to rely on Viedoc standard qualification documentation as there are no sponsor or study-specific
software modifications made to the standard product. The configuration of Viedoc for use in a study is done using only functionality that has
been validated before being released to the study.
Each new Viedoc version is fully validated before release - which takes place every 6-8 weeks. These releases are installed on all production
servers at the same time, meaning all customers and all studies are updated at the same time. Furthermore, we ensure that ongoing
studies are not affected by fulfilling the following two requirements:

= The new release must be 100% backward compatible.

= Any new functionality in the release shall be disabled for ongoing studies by default.

3.2 Sponsor/CRO responsibility
Some areas and activities, however, remain the responsibility of the sponsor/CRO and should be documented:

= ltis a Sponsor/CRO responsibility to validate the study configuration and confirm that the study has been set up in accordance
with the study protocol. This validation should be documented.

= The different versions of systems used during the study and a synopsis of the differences between the versions should be stored
as part of the study record in the sponsor (e) TMF.

= Arisk-based assessment documenting the decision to rely on VIRP should be carried out.

= Achecklist of the required functions (such as randomization module, patient ePRO module, coding module) for your trial on our
epic’ level, and where necessary, individual features’.

4 What to do on the day of inspection
When the inspector visits, they must have access to Viedoc. Regulatory inspectors have the legal right to view all data in the study — even
patient data and hidden (anonymized) items in the audit trail. The study manager should invite the inspector to the Viedoc user role

Regulatory Inspector when they arrive.
Follow these steps to ensure that the inspector has all the correct access permissions in Viedoc:
41 Viedoc Designer
This step is performed by the
In Viedoc Designer, on the Roles page, configure the Regulatory Inspector user role and make sure it is turned on.

To allow the Regulatory Inspector access to study data, their role must be configured with Read-only for form data and View anonymized
data and blinded data permissions on the Roles page.

4.2 Viedoc Logistics

If the study uses Viedoc Logistics, the following role permissions in Logistics Rights for the Regulatory Inspector role must be configured on
the Roles page:

= View IP (Investigational Product) on study level,

« View IP on site level
= View subject ID when allocated
= View blinded info (e.g. Active/Placebo).

See the image below and Configuring roles.
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Edit role "Regulatory Inspector” [R16]

Editrole Managerights in this role

Name

Regulztory Inspector

Metrics Creste private notes Medical coding

Starus

CRF Rights

Descripion

answers i i dataand queries pre-a pre-a Data review Clinical review sov

4 §
Logistics Rights
aia cia
o O o
aoh ah aa

Note! Should the inspector also require access to Viedoc Admin or Viedoc Designer, and the study is managed by a Viedoc representative,
you are always welcome to contact your Viedoc representative if you need assistance.

4.3 Viedoc Admin
These steps are performed by the Study manager.

In Viedoc Admin, the study manager invites the Regulatory Inspector to the study for all sites. See Managing users.

= The inspector should also be invited to the study with the role of Unblinded Statistician, in order to have access to the
randomization lists and be able to download them in Viedoc Admin.

Note! This role is only used for randomized studies, when it is necessary to have control over who has access to and can manage the
randomization lists.

= The inspector should also be able to access the eLearning. There is a requirement for customers to be able to present to
regulatory inspectors, on request, the version of the eLearning used to train staff during the course of the study.

The Documentation tab under Study settings provides a list of all documentation and training sections.

V& User Certification

Study settings

Here you can set settings for study

Settings Date & time format Medical Coding Impart QDM File
7 active - O archived sections @ Add a new section
SRCTon Targt sies Mandaery for Qprienal for
$ Study Pratocol All sites All roles 6
[
“RF Completic
ﬂ L I:',r:' mpletion All zites Monitor Investigator 6
i Gudelines
fiedoc ar Guide f
- IT”'( o Lser Guide for Demio Site Investigator 6
Site Llsers
adoc o Gunde f
P Viedoc User Guide for Demo Site Monitor 6
Maonitors
Vied ar Guide f
[P Viedoc User Guide for Demo Site Data Manager 6
Data Managers

The Regulatory Inspector role should be granted access to the relevant eLearning documentation on the Study settings page.
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Edit 'Viedoc User Guide for Site Users'

Manage training section settings here

™ https://help.viedoc.net/c/94d6f0 Archive
Section last modified 2021-12-09T15:44:21 by

Section URL or file

hitps: //help.viedoc.net/c/94d6f0

Section title Pricrity
Viedoc User Guide for Site Users 1 /6
Description

Text based sLearning for site staff

Target sites

Select site group(s) or site(s)

Require signing for following roles

Select role(s)

Require re-signing after # of days

Optional for following roles

Regulatory Inspector X

See the Viedoc Admin User Guide Setting up user documentation and training

4.4 Viedoc eTMF

If the study uses Viedoc eTMF, the study manager/eTMF manager should map the Regulatory Inspector study role to an eTMF role with at
least the following permissions: Read-only TMF Admin, Read-only Trial Master File and Download audit trail.
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el MF

Manage your eTMF application.

Pi, Study eTMF Enable
2N +Study eTMF license is valid @ on

© Launch study eTMF

eTMF roles mapping

Map each Study role to one or more eTMF roles and permissions, if applicable

Study role eTMF roles and permissions
Site staff X Sponsor study X Sponsor country X Sponsor site X Reviewer X

Investigator Archive sponsor TMF X Archive investigator TMF X Download audit trail x

Manage drop zone X
Monitor

Project Manager

Regulatory Inspector Read-only TMF Admin %  Read-only Trial Master File x  Download audit trail x

Site Reviewer

See Viedoc User Guide for eTMF Managers - Managing_Viedoc eTMF - Mapping user roles.

4.5 Viedoc Clinic

These steps are performed by the Regulatory Inspector.

The regulatory inspector accepts the invitation and activates their account - see Viedoc User Guide for Site Users: Managing_your Viedoc
account

The inspector can now launch Viedoc Clinic and the Viedoc eTMF from the landing page.

5 Footnotes
1 At Viedoc, we publish our User Requirements Specification in an easy-to-understand format made up of epics, features, and user stories.
= Epics describe an overall module within Viedoc, such as audit trail, ePRO, and medical coding.
= Features describe a given functionality in more detail, such as Viedoc Connect, form link items, and email alerts.

= User stories are the detailed, broken-down requirements used by the system developers when designing, implementing, and
validating Viedoc.
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4

Viedoc Learning Directory

Viedoc Learning Directory

Published by Viedoc System 2025-06-10

This is the central directory of all the Viedoc Learning user guides, designed to support users across various products, roles, and
functionalities. You can access each guide using the links below.

Product user guides:

» Viedoc Clinic User Guide

» Viedoc Admin User Guide

» Viedoc Designer User Guide

» Viedoc Logistics User Guide

» Viedoc Reports User Guide

« Viedoc eTMF User Guide (old Ul)

= Viedoc User Guide for eTMF Managers (old Ul)
« Viedoc TMF User Guide (new Ul)

= Viedoc TMF Admin User Guide (new Ul)

Role-based user guides:

» Viedoc User Guide for Monitors

= Viedoc User Guide for Project Managers
» Viedoc User Guide for Data Managers

» Viedoc User Guide for Site Users

» Viedoc User Guide for Medical Coders

» Viedoc User Account Management

PMS user guides:

» Viedoc PMS User Guide for Clinic Side Users
» Viedoc PMS User Guide for Sponsor Side Users
» Viedoc PMS Designer User Guide
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4

Quick guide for setting up Viedoc eTMF

Quick guide for setting up Viedoc eTMF

Published by Viedoc System 2025-06-10

1.Get a license
2. Publish a design
3. Assign the design to production sites
4. Invite an eTMF Manager
5. Enable eTMF
6. Map study roles to eTMF roles and permissions
7. Launch eTMF in admin mode
8. Customize the template
8.1 Baseline template
8.2 Existing templates
9. Import the template
10. Instantiate the template
11. Launch eTMF in production mode
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Viedoc Designer

. Designer

Viedoc Admin

. Study Manager
Viedoc Admin

. eTMF Manager
ah

eTMF

. eTMF Manager

Viedoc Clinic

Clinic user

1 Getalicense

Make sure you have a valid license for using Viedoc eTMF.

2 Publish a design

This step is performed by the Designer.

Note! To publish the CRF design, you only need to have the roles configured and enabled, and a form added to the start event in your
workflow (the form can be without any items at this stage). The actual CRF design can be added in subsequent versions.

See Publishing_a study design.

3 Assign the design to production sites
This step is performed by the Study Manager.
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4 Invite an eTMF Manager
This step is performed by the

See Managing_users.

5 Enable eTMF

This step is performed by the
1 In the study details page, select the tools symbol in the eTMF area:

\/; USerS ° Add a new study o Add a new PMS study

Tral

° Not commenced o Valid license: 1236543

g RTSM. Check for available slots, append existing or add new lists.

\;S €TMF. Manage your eTMF application here

Study crew e Study design
N
Q‘TRIALA
Soff Ann. Multiple designs in use.
2 Toggle the Enable switch to ON in the eTMF settings pop-up:
elMF
Manage your eTMF application.
@ Study eTMF Enable © Lounch sudy T

+ Study €TMF license is valid %ON

6 Map study roles to eTMF roles and permissions

This step is performed by the

1 In the eTMF roles mapping areaq, select the eTMF roles and permissions that you want to map to the Viedoc study roles:

elMF

Manage your eTMF application

Study eTMF Enable S
° aunch stu e
« Study eTMF license is valid (D ON v

\\

eTMF roles mapping
Map each Study role to one or more €TMF roles, if applicable.
Study role eTMF role(s)
Investigator Site staff %
Monitor Reviewer X
Project Manager Sponsor study X% Sponsor country X Sponsor site X
J
2 Select Save changes.
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7 Launch eTMF in admin mode

This step is performed by the
1 On the study details page, select the tools symbol in the eTMF area:

‘f; USerS Add a new study Add a new PMS study

Trata

° Not commenced Valid license: 1236543

g RTSM. Check for available slots, append existing or add new lists. e

ﬁ €TMF. Manage your eTMF application here

Study crew e Study design
.‘TRIALA

Soff Ann. Multiple designs in use.

2 Select Launch study eTMF:
elMF

Manage your eTMF application

[E=] Study eTMF Enable
T jk v Study €TMF license is valid (D ON

© Launch study eTMF

ic

eTMF roles mapping

Map each Study role to one or more €TMF roles, if applicable.

Study role eTMF role(s)

8 Customize the template
This step is performed by the
8.1 Baseline template

The first time you set up your eTMF application, you begin with a baseline template provided by Viedoc. This template is not intended to be
used as it is, but to be adapted to the needs of your organization. See Viedoc-provided templates to download the template.

Once customized, import the template to eTMF, see Import the template.
8.2 Existing templates

Imported templates can be customized to fit your study needs.

To export a template for customization:

1 In Viedoc eTMF, select the TMF Admin view:

(ﬁ €TMF »  Trial Master File -

TMF Admin
Trial level All sites v All mileston
- TMF Archive
B Fones * (® 202 artifacts missing required documents

B 51sections

4% contain documents
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2 Select the Templates tab:

9 €TMF - TMF Admin ~

TMF structure Templates Settings Status

é_ﬂ Organization templates 13 templates

3 Select Export for the template you want to customize. The template is downloaded in Excel format.

© €TMF: TMF Admin -

TMF structure Templates Settings Status

é_ax Organization templates 13 templates

DemoStudyTemp
Imported 2021-10-06 20:45 by

11 zones - 48 sections - 249 artifacts

There are two types of templates:

= Organization template - available for all studies within your organization
= Study template - available only for the specific study

It is recommended that you adapt the eTMF template to your specific documentation landscape. For example, you can customize, add, or

delete zones, sections, and artifacts.

See also Customizing a template.

9 Import the template

This step is performed by the

Manage v Select

1 Select Import in Organization templates or Study templates, depending on what type of template you're importing.

Organization templates 2 templates

DemoStudyTemp - Copy
Imported 2021-03-04 09:16 by Manage
11 zones - 48sections - 249 artifacts

m
o
[x]

2 Once imported, select your template to make it available in the TMF structure.

& eTMF +  TMF Admin -

TMF structure Templates Settings Status

é_ﬁ Organization templates 13 templates

DemoStudyTemp
Imported 2021-10-06 20:45 by

11 zones - 48 sections - 249 artifacts

10 Instantiate the template
This step is performed by the
On the TMF structure tab, select the Instantiate button for the template.
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&Y €TMF .  TMF Admin - B
TMF structure Templates Settings Status

DemoStudyTemp

Change template @ Instantiate
Template selected 2022-01-31 10:39 by

“ Instantiate o

The template is now applied to the trial and the eTMF structure is available for end users to work with.
11 Launch eTMF in production mode

This step is performed by a with a mapped eTMF role.

Select the €TMF icon on the Viedoc landing page:

= E .

g

Study status

The eTMF application opens.
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Quick guide for setting up Viedoc Reports

Quick guide for setting up Viedoc Reports

Published by Viedoc System 2023-04-25

1. Configure the roles

2. Define the subject statuses

3. Configure Viedoc Reports

4. Assign the design to sites

5. Enter the expected numbers and enable Viedoc Reports
6. Launch Viedoc Reports

Viedoc Designer

Viedoc Admin

Viedoc Clinic

1 Configure the roles

This step is performed by the Designer.

To let Clinic users use Viedoc Reports, their roles must be configured with Metrics and Reports permissions in the Roles page. The Reports

option becomes visible when selecting Metrics.

Edit role 'Investigator’ [RG5515]

Edit role Manage rights in this role
Name Status Special
| Investigator | €D || User can only view form data (this overrides all ecit permissions) Export of data into different formats/view reports

Description

[ ] Createprivate notes || Medicalcoding [ | View reference data

Save, sign, reset, delete and export
data, resolve queries
CRF Rights

Y
Add/update subject/event/form data and query answers Reset/Delete events and forms

Emergency unblinding [ | View anonymized data Anonymize data

Logistics Rights

o 0 0 O
oia | oa A aA
. . . . D View IP on study level D View IP on site level D View Subject Id when allocated

& Designer

. Study Manager

. Clinic user

Metrics

Reports

D Add/change queries D Add pre-queries D Promote pre-queries D Data review

C] Sov

D View blinded info (e g. Active/Placebo)

Sign subject/event form data and queries

D Lock data

To be able to download report files, the user also needs the permission Export of data into different formats/view reports.

https://help.viedoc.net/c/331b7a/?print=ready

56/396



12/2/25, 9:45 PM Viedoc Admin User Guide | Viedoc eLearning

Edit role [RG5515]
Edit role Manage rights in this role
Name Status Special
Investigator m User can only view form data (this overrides all edit permissions) + | Export of data into different formats/view reports
Sescrinti
Description Create private notes Medical coding View reference data

Save. sian. reset. delete and export

Note! The export is allowed only if the export permission is applicable to all the assigned sites.

See Configuring roles.

2 Define the subject statuses
This step is performed by the Designer.
Set an expression for how and when a subject is considered both screened and enrolled in the study.

See Subject status.

3 Configure Viedoc Reports

This step is performed by the Designer.

1 In Viedoc Designer, select the study for which you would like to configure Viedoc Reports.

2 In the Global design settings field, click Edit.

Viedoc's demostudy
v Assigned 03 Feb 2017 by Technical Writer, Viedoc Lab

Designers

Technical Writer )
Latest edited design

Global design settings

" Published 12 Feb 2018 13:02 by Technical Writer | + Effective @

DemoStudyDesign [3.0]

= View
= Published
=A Last edited 23 Jan 2018 13:58 by Technical Writer
Design versions Published Unpublished Show all
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3 In the Reports configuration field, click Edit.

D Triala »

= Not published

7 ' Publish settings
M Last edited 2020-09-10 11:07 by Soff Ann

Designer settings ¥ Edit
Settings
Medical coding % Edit

Defined scopes

Data mappings ¥4 Edit

Data mappings | Last edited 2020-09-10 11:07 by Soff Ann

Reference data scopes ¥% Edit

Reference data scopes

Reports configuration ¥ Edit

Defined configurations | Last edited 2020-11-26 14:02 by Soff Ann

4 You can now configure the settings by clicking Edit in one of the fields: Visibility settings, Dashboard, Demographics, Adverse
events, and Custom reports. See Configuring Viedoc Reports for details.

D Tiala

Reports configuration

5] Visibility settings @ Notinuse

[ Dashboard @ Motinu

7] Demographics @ Notinuse #

] Adverse events @ Notinuse # ke

After editing and saving any changes, the Not in use status changes to In use.

5 Publish your global design settings.
D Triala »
Not published
Last edited 2020-09-10 11:07 by Soff Ann “
6 Publish your design. See Publishing_a study design.

4 Assign the design to sites
This step is performed by the Study Manager.

5 Enter the expected numbers and enable Viedoc Reports

This step is performed by the Study Manager.
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1 Click Study settings for the study in which you want to set up Viedoc Reports.

P Users

Triala azTD

° Not commenced o Valid license: 1236543

Study crew e Study design 6
N
.‘TR IALA
Soff Ann. Demo study 2019 7.0 (published 2020-09-17 11:12)
Study Sites Sites Countries Site users
# 11 Site name O Code Country Effective Design Production Users
1 StPer Medical SE Se New Study Design30 @ 1/3 @
2 In the Study settings pop-up window, enter the total number of expected screened and enrolled subjects and the expected

end date of the enroliment period.

Expected number of subjects Expected end date of enrollment period

Screened 100 Enrolled 80 *  310ct 2021 B

Note! This data must be entered on both study level and for each individual site.

3 Scroll down to and click Show more options.
b3
Expected number of subjects Expected end date of enrollment period
Screened 100 Enrolled * | dd MMM yyyy [}

Study access

Password expiration time for all users in this study (values allowed are 1to 5000) 90 days

Require two-factor authentication for all users accessing this study

Clinic roles to be administered by Site Manager £}

Investigator Study Supply Manager Site Supply Manager

Helpdesk team

PCG Helpdesk Britanica Helpdesk MWA Helpdesk
ViedocMe
Allow reminders in ViedocMe to be sent as Email Text message

Force subject to change password at first time login

4 Select Enable Viedoc Reports and click Save changes.
V£ Triala
Allow reminders in ViedocMe to be sent as Email Text message

Force subject to change password at first time login

Enable documentation and training €§

elearning title elearning URL

@ Enable Viedoc Reports

6 Launch Viedoc Reports
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Launch Viedoc Reports from the Metrics feature on the study start page.

Demo Study (Reports)

An open-label, multi center, dose escalation study investigating the safety, tolerability and

0O = B =
Metrics

Metrics

Allsites Germany Sweden United States Japan

-~

Open Viedoc Reports

OPEN QUERIES

95

+33%

More about queries

See Launching_ Viedoc Reports.
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QUERY RATE

0.39

+100%

More about performance.
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Quick guide for preparing for regulatory inspections

Quick guide for preparing for regulatory inspections

Published by Viedoc System 2023-04-25

1. Configure the role

2. Configure Logistics permissions if used
3. Invite a Regulatory Inspector

4. Map eTMF permissions if used

5. Launch Viedoc

Thorough preparation for inspection of the EDC system used in a clinical trial is of great importance. The regulatory authorities see the EDC
system used for a clinical trial as an important computerized system with regards to both patient safety and data integrity.

To assist in this process, Viedoc has developed the Viedoc Inspection Readiness Packet (VIRP) which provides you with the information you
need to prepare for a regulatory inspection and to fulfil regulatory expectations and requirements. The VIRP introduction describes the
contents of VIRP in more detail, and also talks about additional documentation you should provide. The VIRP introduction is included in VIRP.

If you decide to use VIRP we provide an eLearning lesson which describes the information needed step-by-step in order to fulfil inspector
expectations: Inspection Readiness When Working_in Viedoc

You can read about how to download the Viedoc Inspection Readiness Packet here: VIRP

You will need to give full read-only access and invite the inspector to the Regulatory Inspector role in the Viedoc system as described below.

Viedoc Designer

P VS Designer

Viedoc Admin

' Study Manager/ eTMF manager

Viedoc Clinic

. Regulatory Inspector

1 Configure the role
This step is performed by the Designer.

To allow the Regulatory Inspector viewing access to study data, their role must be configured with read-only and view anonymized and
blinded data permissions on the Roles page.

Note!
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= The role of Regulatory Inspector must be turned on in Designer.
« By default, a set of predefined roles is set up by the system, and can be modified for your study. Permissions for the role of

Regulatory Inspector should be set to access to all parts of the system, including the eTMF (if it is used) and the
elLearning.

2 Configure Logistics permissions if used

If the study uses Viedoc Logistics, the following role permissions in Logistics Rights for the Regulatory Inspector role must be configured on
the Roles page:

= View IP (Investigational Product) on study level,
= View IP on site level

» View subject ID when allocated
= View blinded info (e.g. Active/Placebo).

See Configuring roles.

Edit role [R16]

Editrole Manage rights in thisrole

Name

Metrics Create private notes Medical coding

CRF Rights

Adaly

ata and queries Add/change queries Add pre-queries Promote pre-queries Data review Clinical review
wanonymized data

Should the inspector also require access to Viedoc Admin or Viedoc Designer, you are always welcome to contact your Viedoc
representative if you need assistance.

3 Invite a Regulatory Inspector

This step is performed by the

For randomized studies, the inspector should also be invited to the study with the role of Unblinded Statistician, in order to have
access to the randomization lists and be able to download them in Viedoc Admin.

See Managing_users.

4 Map eTMF permissions if used

If the study is using the eTMF, map the Regulato

ry Inspector study role to an eTMF role with the permissions read-only,
only and .

, read-
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elMF

Manage your eTMF application.

Study eTMF Enable e
_ + Study eTMF license is valid [ O e

eTMF roles mapping

Map each Study role to one or more eTMF roles and permissions, if applicable.

Study role eTMF roles and permissions

Site staff X Sponsor study X  Sponsor country X Sponsor site X Reviewer X
Investigator Archive sponsor TMF ¢ Archive investigator TMF % Download audit trail >

Manage drop zone X
Monitor

Project Manager

Regulatory Inspector Read-only TMF Admin %  Read-only Trial Master File ¥ Download audit trail »

Site Reviewer

This step is performed by the Study Manager/eTMF Manager.

5 Launch Viedoc

Launch Viedoc Clinic and Viedoc eTMF and Viedoc Logistics (if used in the study) from the landing page.

This step is performed by the Regulatory Inspector.
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Quick Guide for going live
Quick guide for going live

Published by Viedoc System 2025-04-24

1. Check your license

2.Add a study to the production server
3. Invite the Designer

4. Import the study design

5. Re-import translations

6. Validate and publish

7. Reconfigure global design settings
8. Reconfigure Admin settings

9. Assign the study design

When building a study in Viedoc, you are first given access to a training server, (for example, v4training.viedoc.net). This is so that you can
use and evaluate Viedoc without the need for a contract or license. Studies that are to be taken into production are then migrated from the
training server to the production server. For more information, see Migrating a study design from training_to production.

A study can be considered as live when there is a validated study design on a production site. The schematic below shows the steps that are
needed, and which roles have permission to perform these steps.
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Viedoc Admin
. QOrganization Administrator
O
. Study Manager
GXh
Viedoc Designer
. Designer

Viedoc Admin

. Study Manager

Viedoc Admin

. Study Manager

1 Checkyour license
This step is performed by the Organization Administrator.

= Make sure you have a valid license: All production studies must have a valid license before they can be taken into production.
The license is provided by a Viedoc representative. Every license is connected to a reference ID. The reference ID can be found
on the signed study work order. For more information, see the section on licensing in Overview of Viedoc

= Make sure the license includes all of the features required for your study. These are listed in Viedoc Admin after the reference ID
is entered.

2 Add a study to the production server

This step is performed by the Organization Administrator, after the study has been built and tested on the training server and the study
design is exported.

https://help.viedoc.net/c/331b7a/?print=ready 65/396


https://help.viedoc.net/c/e311e6/3601dc/en/

12/2/25, 9:45 PM Viedoc Admin User Guide | Viedoc eLearning

1 On the production server, add a new study in Viedoc Admin. For more information, see Adding_a new study.
\}" Users Add a new study
Search studies by name Found 3 studies. Sort by

,ﬂ”" Documentation of Life
7sies @ Ongoing, FPA2017-01-18 @ Invalid license

Helipad Test

3sites @ Notcommenced @ Invalid license

Viedoc's demostudy
@sites @ Ongoing. FPA2017-02-02 @ Invalid license

2 Assign the Study Manager role to yourself or anyone from the team. For more information, see Managing users (for Org

Admin).

3 Invite the Designer
This step is performed by the

Invite a user to the Designer role. For more information, see Managing_ users (for Org Admin).

4 Import the study design
This step is performed by the

Import the study design ODM file (which was previously exported from the training server).

Import Design

Please upload 5 T0M file for import

Import ODM File Seep 102
3 filie
= Swoylesign_Deme_s..004_1 (Llan Q.3HE

Lipinad and coansraia

<]
2

For further instructions, see Importing a new design version.

5 Re-import translations
This step is performed by the

If used for the study, import the Viedoc Me translations. For instructions, see Managing_translations for subject-initiated events.

6 Validate and publish

This step is performed by the
Validate and publish the design. For more information, see Validating_ a study design.

The study design becomes available to the Study Manager in Viedoc Admin when it has been published.

7 Reconfigure global design settings

These steps are performed by the
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1 Reconfigure and publish the global design settings (as these are not in the ODM file) in the same way as on the test
environment. For more information, see Overview of Viedoc Designer.

D Demo Study 2022

e Published

=M 2022-09-2219:39 by

Designer settings ¥ Edic
Settings
Medical coding % Edic

Defined scopes | Last edited 2022-09-22 17:29 by

Data mappings % Edit

Data mappings

Reference data scopes W Edic

Reference data scopes | Last edited 2022-09-22 10:11 by

Reports configuration W Edic

Defined configurations | Last edited 2022-09-22 19:38 by

2 If used for the study, reconfigure Viedoc Reports. For more information, see Quick Guide for setting up Viedoc Reports.

If the features listed below are used for the study, the Study Designer will need to reconfigure and save these features in
Viedoc Designer:

= Medical coding - for more information, see Configuring medical coding scopes.
» Reference data - for more information, see Configuring reference data scopes.

8 Reconfigure Admin settings

These steps are performed by the

If the features listed below are used for the study, the Study Manager will need to manually reconfigure and save these features in Viedoc
Admin:

= Randomization and Trial Supply Management (RTSM) and global allocation list
= Application Programming Interface (API) configuration.

To perform the reconfigurations in Viedoc Admin and in Viedoc Designer, the user must be assigned to the relevant user roles. For
example, Unblinded Statistician for the RTSM and global allocation list, Reference Source Data Manager for the reference data, Dictionary
Manager to manage the medical coding dictionaries, and API Manager for the API configuration.

9 Assign the study design
This step is performed by the

Assign the study design to at least one or several production sites in the study, and select an effective starting time for that design to be
applied to the site.

Once a study is on the production server it is possible to configure the sites to operate in one of the following modes:

. only: does not require a license, and the data is saved on the demo/training instance only. This is to be
used for the test sites only.

« production mode only: used for the production site(s), that is, real sites where real data will be entered, not for testing purposes.

« both and production modes (this is not recommended, see Training(Demo) vs Production mode).

Your study is now in production, and you can start work on the site.

Important! This process cannot be used for revising an existing design version on production, as importing the design will always result
in a totally new version.
For more information about new versions and revisions see: handling eCRF updates after going_live.
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Organization Administrator introduction

Organization Administrator introduction

Published by Viedoc System 2023-06-21

2. Org Admin responsibilities
3. Customers and the Org Admin role
3.1 Control of organization
3.2 Limit data access
4. Org Admin appointment
4.3 High-level overview
4.4 Managing Org Admins

1 The hierarchy of Organization Administrator and Study Manager

Studies are grouped in Viedoc under organizations; that is, each client has its own organization where all studies belonging to that
organization are stored. The System Administrator at Viedoc Technologies can add a new organization, and then also assign at least one
Organization Administrator (Org Admin) to that organization. The Org Admin can then create studies and invite Study Managers to those
studies within that organization.

2 Org Admin responsibilities
For the Org Admins, the organization overview is the first page that is shown upon accessing Viedoc Admin. As an Org Admin, you can:

= Add new studies - see eLearning lesson here

= Invite Study Managers - see eLearning lesson here

= Confirm deletion of studies - see eLearning lesson here

= Invite additional Org Admins - see eLearning lesson here

= Enable SSO (Single Sign-On) for your organization - see eLearning lesson here

= Access the Viedoc Inspection Readiness Packet (VIRP) - see eLearning lesson here

More information about Viedoc Admin can be found here: Overview of Viedoc Admin

It is the responsibility of the Org Admin to make sure that all users within the organization have received appropriate training for their
respective tasks. More information about managing users for Org Admins can be found here.

3 Customers and the Org Admin role

3.1 Control of organization

As the Org Admin has the authority (directly and indirectly) to manage access to studies in their organization, Viedoc recognizes the
importance for the customer to be in sole control of their organization and data. No Viedoc employee will have Org Admin access to a
customer's organization when there are live studies in the organization.

3.2 Limit data access

Users with access as Org Admin have the permission to invite themselves or other users as Study Manager to the studies within their
organization. The Study Manager has the permission to invite users with different roles to the given study. Thus, the Org Admin has the
authority (directly and indirectly) to manage access to studies in their organization. So by granting Org Admin access only to one or a few
trusted users, you can limit the number of users and vendors that have access (directly or indirectly) to your data.

4 Org Admin appointment

4.1 High-level overview

Users with Org Admin access should preferably have a high-level overview within the company or organization, since the Org Admin can
directly or indirectly access all studies within the organization as well as create new studies. This should be a user that is trusted and
authorized to perform the activities as described in section 2.1. The role of this user might differ for different companies, but it could be the
CEO, Director of Data Management, Lead Data Manager, Manager of Clinical Operations etc.
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4.2 Managing Org Admins

Org Admins can delegate the responsibility by inviting additional Org Admins. By doing this, each organization can manage their own
organization after having it set up by the Viedoc System Administrator and having the first Org Admin invited. Giving too many user Org

Admin access is a security risk and we recommend that you try to have 2-4 Org Admins in your organization to have sufficient backup.

The System Administrator at Viedoc will only be allowed to invite customer users as Org Admins once this has been confirmed in writing by
the legal representative (the person signing the Master Service Agreement).
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Adding a new study

Adding a new study

Published by Viedoc System 2024-06-28

1. Introduction

2.Adding a study

3. Continue setting up the study
4. More information

1 Introduction

This lesson provides instructions on how to add a new study. Adding a new study is done in Viedoc Admin. Only the Organization
Administrator can add studies.

For all production studies, make sure a contract with Viedoc Technologies exists before proceeding. See Overview of Viedoc for
information about licensing.

2 Adding a study

Adding a new study can only be done by the Organization Administrator.

To add a new study:

1 Open Viedoc Admin and click Show studies in the organization you would like to add a study to. The study overview page
opens.
2 Click Add a new study.
\}" Users Add a new study
Search studies by name Found 3 studies. Sort by

,ﬂ”" Documentation of Life
7sies @ Ongoing, FPA 2017-01-18 @ Inwalid license

Helipad Test
3sites @ Notcommenced @ Invalid license

@ Viedoc's demostudy
8sites @ Ongoing, FPA2017-02-02 @ Invalid license

The Add a new study pop-up opens.
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3 Enter a name for the study, and the e-mail address to the person that will be appointed as Study Manager.

The name of the study in the Study name field must not exceed 100 characters. Entering a Study name of
more than 100 characters results in an error message.

% Viedoc Lab

Add a new study

Add a new study to selected organization.

Study name
Name of the study This name is used everywhere.
Study Manager (e-mail address)

StudyManager@email.com

Add at least one Study Manager! Use comma to separate multiple addresses.
Sponsor Code CRO Code Study Logo

SponsorX CRO-X Upload a file

PNG, GIF or JPG files of maximum 180 px width and 90 px
height.

Study Type Sponsor Type Study Phase

Therapeutic Area Expected number of subjects

Terms of Use - Privacy Policy
540 [2018-04-10T09:43 UTC]

The information in the green area is required. Optionally, you can enter details about the sponsor and the study, but these
fields can also be filled in at a later stage by the appointed Study Manager under Study settings.

4 Click Add study.
The study will appear in the list of studies on the study overview page. An e-mail is sent to the Study Manager with an invitation
to the newly created study.

3 Continue setting up the study
To complete setting up the study, the following steps need to be performed by the Study Manager:

1. Invite a Designer that will build the study design in Viedoc Designer.

2. Add study site(s).

3. Enter the study details under Study settings: sponsor code, Contract Research Organization (CRO) code, reference ID, study
type, sponsor type, study phase, therapeutic area, expected number of subjects, and so on.

4. Assign a study design to the sites in the study, once the Designer has published a study design.

5. Invite users to the different system roles and clinic roles.

6. Open the study in Viedoc Clinic and test the study.

These steps are described in more detail in the eLearning lessons under

4 More information
For an overview of the configuration workflow for initiating a study, see Initiating a design.

For a video tutorial that demonstrates how to add a new study in Viedoc Admin, create a simple study design in Viedoc Designer, manage
users in Viedoc Admin and enter data as a site user in Viedoc Clinic, see How to set up a study.
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Published by Viedoc System 2024-10-10

1. Introduction
11 Important information about signatures
1.2 About roles in Viedoc
1.21 Two types of roles
1.2.2 System roles
1.2.3 Clinic roles
1.3 About the study users
1.3.4 Overview of users in the organization/study/site
1.3.5 Users
1.3.6 Study crew
1.3.7 Site users
1.3.8 Viedoc skill level
1.3.9 User status
1.4 User settings in Viedoc Admin
1.5 About the user report
1.510 Log of users and roles in PDF
1.5.11 User administration log in Excel
1.5612 Communication log_in Excel
1.5.12.1 User-specific information
1.512.2 Study-specific information
1.6 About system site groups
2. Step-by-step guides for the Org Admin
2.7 Assigning_an Organization Administrator
2.8 Assigning_an elLearning Administrator

210 Removing_ a user from the organization
211 Downloading the user roles report

This lesson describes the types of roles that are supported by Viedoc, how to assign roles to users and where to view the users that have
access to a study, and the user details. The instructions are intended for the Organization Administrator (Org Admin).

1 Introduction
11 Important information about signatures

The Study Manager should, in cooperation with the Site Manager(s), ensure that all users of Viedoc are informed, and certify that all
electronic signatures created in the system are intended to be the legally binding equivalent of a traditional handwritten signature.

In Viedoc, the purpose/meaning of a signature is always “responsibility” as used in Sec. 11.50 of Food and Drug Administration (FDA) 21 Code
of Federal Regulations (CER) part 11. The signer is thereby acknowledging his/her responsibility for the entered data. Viedoc keeps account
of what was signed, who signed it, and when the signature was performed.

1.2 About roles in Viedoc

1.21 Two types of roles

Viedoc supports two different types of roles.

1. are roles that are predefined in the system and give access to Viedoc Admin or Viedoc Designer, see System roles.
2. are roles that are study-specific and give access to Viedoc Clinic, see Clinic roles.
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The Organization Administrator invites the Study Manager. The Study Manager can assign users to system roles and clinic roles. The Study
Manager can also delegate the management of clinic roles to the Site Manager.

1.2.2 Systemroles

The system roles are predefined in Viedoc, they cannot be adjusted for your study. The system roles give access to various features in
Viedoc Admin or Viedoc Designer.

The following system roles are available.

Role

Organization
Administrator

Study Manager

Designer

Site Manager

Unblinded Statistician

Dictionary Manager
Reference Data
Source Manager
APl Manager

eTMF Manager

Design Impact Analyst

Description

The Organization Administrator is responsible for all projects within the organization. The Organization
Administrator initiates projects, and assigns Study Managers to every project in Viedoc Admin.

The Study Manager assigns roles to users, adds sites to the study and applies study designs to the sites in
Viedoc Admin. For a typical clinical trial, the role of Study Manager in Viedoc is assigned to the project
managet.

The Designer builds the study in Viedoc Designer.

The Site Managers are appointed by the Study Manager and use Viedoc Admin to assign clinic roles to site
users. For a typical clinical trial, the role of Site Manager in Viedoc is assigned to the Clinical Research
Associate (CRA).

The Unblinded Statistician manages the randomization lists in Viedoc Admin. This role is only used for
randomized studies, when it is necessary to have control over who has access to and can manage the
randomization lists.

The Dictionary Manager uploads medical coding dictionaries.

The Reference Data Source Manager manages the reference data sources at study level. The Reference
Data Source Manager can also delegate the management of data sources at site level to the Site manager.

The Application Programming Interface (APl) Manager has access to the API settings and performs the API
configurations. Complete instructions on how to configure the APl are provided in Viedoc API.

The eTMF Manager manages the eTMF application in Viedoc Admin. The eTMF Manager maps Viedoc Clinic
roles to eTMF roles. The eTMF Manager also has permission to manage the eTMF structure in Viedoc eTMF.

The Design Impact Analyst can run an impact analysis in Viedoc Admin. A user with the role can see what
impact a new design revision will have on existing form instances before applying the revision.

Note! Before you invite a user with this role, read Design revision impact analysis to understand in which
scenarios the design revision impact analysis report might reveal blinded information.
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One organization can have more than one Organization Administrator. One study can have more than one Study Manager, Designer,
Unblinded Statistician, Dictionary Manager, Reference Data Source Manager and APl Manager. One site can have more than one Site
Manager.

1.2.3 Clinic roles

The clinic roles, and the rights that belong to these roles, can be set up in the study design in Viedoc Designer. They are study-specific and
give access to Viedoc Clinic. Clinic roles are assigned to site users by the Study Manager or the Site Manager. Each study can have an
unlimited number of clinic roles.

Examples of clinic roles are:

= Investigator

» Study Nurse

= Study Coordinator
= Data Manager

= Medical Coder

1.3 About the study users
1.31 Overview of users in the organization/study/site

Alist of users can be viewed at the following three places:

x’ Users ) Add a new study

Viedoc's demostudy 3 Study settings
g Randomization is on Check for available slots, append existing or add new lists.

Medical coding. Create and edit instances, upload files

API configuration Add and edit API clients, view dara history.

fe.% Reference data source{s). Manage contact information, design scopes, and applicable sites. g

Study crew 6 JStudy design

Multiple designs in use

Study Sites Sites Countries Site users
#  Site name L0 Code Country Effective Design Production Users )
1 Karolinska Instituite Stockholm Kl SE DemoStudyDesign 4.0 1/6 \6
2 Uppsala University Hospital uu SE DemoStudyDesign 7.0 1/6 6
3 Helsinki University Hospital HU FI DemoStudyDesign 4.0 1/5 6
4 University College Hospital London CcL GB DemoStudyDesign 6.0 1/5 6
5 ?DQEE‘:EZ}:; University Hospiral G SE DemoStudyDesign 3.0 1/6 6 .

Add a site to this study

. On the Users page. This page displays a list of users assigned to any role in any study within the
. In the Study crew window. This window displays a list of all users assigned to a system role in the
. On the Site users tab of the site settings window. This tab displays a list of all users assigned to a clinic role within that specific

All three user lists only display the users and roles you have permission to manage (invite or remove). If you are a Study Manager, you
can also see the Organization Administrator. If you are a Site Manager, you can also see the Study Manager. However, in both cases you
cannot invite users to these roles or remove these roles from users.
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1.3.2 Users

\}\' Studies U sers o @ Invite Organization users

9 users
User Study and site Role Skill level Status
x 9
Dr. Demo (383) Viedoc's demostudy Dictionary Manager w \/ 6
Multiple sites + 3 other roles
Dr. Investigator (490) Viedoc's demostudy Investigator ey 2 @
Multiple sites + 1 otherroles @ M
(294) Multiple studies Study Manager 6
Multiple sites + 3 other roles @ v
(296) Viedoc's demostudy ey
Multiple sites Investigator < ﬂ @
Technical Writer (304) Multiple studies Qrganization Admin @ V 6
Multiple sites + 10 other roles
Technical Writer (305) ° 6
TW CN (371) ° 6
Viedoc Admin (90] QOrganization Admin @ V @

1t Tothetwop

The Users page lists all users within the organization, and displays the following information:

= Name of the user

= User ID (in parentheses behind the user's name)
« E-mail address

« Study/studies and site(s) the user has access to

= Role(s) assigned to the user

« Viedoc skill level of the user (see Viedoc skill level)
= Status of the user (see User status)

If a user has no approved roles, because the invitation is still pending or rejected, or because the roles have been removed, only the user's
e-mail address is displayed and all the other fields remain empty.

On this page, you can (see image):

1. Search for a specific user among all users within the organization by entering the user’s name or e-mail address in the search
field

2. Sort the list of users by name, status or date of creation
3. Group the list of users by study by selecting Studies in the Group by field

4. Invite organization users (only available for the Organization Administrator)

1.3.3 Study crew

Y& Viedoc's demostudy

Study crew

Here you can view admins for the study and/or invite more pecple

Study crew Add study users

User Role Since ¥ Skill level Status

Technical Writer (304) Study Manager 04 . 6 -
Dosianer 2018-04-100849 %, v

Dr. Demo (383) Dictionary Manager  2018-04-27 08:04 ool v 6
Study Manager

(294) Reference Data Source 2018-05-02 14:36 @ V 6

Manager
Dictionary Manager  2018-05-15 08:32 ? @

™~
The Study crew window lists all users in the study that are assigned to a system role, and displays the following information:
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= Name of the user

= User ID (in parentheses behind the user's name)

» E-mail address

= Role(s) assigned to the user

= Date and time the user has been invited to that role (if the invitation is still pending) or has access to that role (if the invitation has
been accepted)*

« Viedoc skill level of the user (see Viedoc skill level)

= Status of the user (see User status)

*If the user has multiple roles, the date and time of invitation or acceptance of the first role that gives access to that site is displayed.

You can sort the users by name, role, date of (accepted) invitation and status. To sort the users, click on the column headers, or click on the
arrows to the right of the column header. You can sort the users in ascending and descending order.

1.3.4 Site users

x Viedoc's demostudy

Uppsala University Hospital

Here you can modify site details and/er invite users to site.

Details Site users Add users
User Role Since (UTC) Skill level Status
Technical Writer (304) Site Manager 2018-05-1509:18 o e
+ 1 otherroles uTc = V
Dr. Demo (383) Data Manager 2018-05-1509:23 2> e
uTtC .
(294) . 2018-05-15 09:21 o
Medical Coder UTC 6 \/ e
Dr. Investigator (490) Investigator 2018-05-1509:21 s =
+ 1 other roles uTc 6 V 6

The Site users tab in the Site settings window lists all users with clinic roles that have access to that site, and displays the following
information:

= Name of the user

= User ID (in parentheses behind the user's name)

« E-mail address

= Role(s) assigned to the user

= Date and time the user has been invited to that role (if the invitation is still pending) or has access to that role (if the invitation has
been accepted)*

« Viedoc skill level of the user (see Viedoc skill level)

= Status of the user (see User status)

*If the user has multiple roles, the date and time of invitation or acceptance of the first role that gives access to that site is displayed.

You can sort the users by name, role, date of (accepted) invitation and status. To sort the users, click on the column headers, or click on the
arrows to the right of the column header. You can sort the users in ascending and descending order.

1.3.5 Viedoc skill level

The Viedoc skill level gives an indication of how experienced the user is in using Viedoc. It is based on the number of logins by that user.

Skill level Icon Description
Rookie <20 logins
Semi-pro 21-100 logins
)
0 0

Pro 101-1000 logins

oo
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Icon Description
>1000 logins
o0
et

The status of the users is displayed in the status column:

Status

Online

Offline

Pending

Pending
certification

Rejected

Locked out

Removed

Icon

V

e

Description

The user is currently logged in to Viedoc, and has no pending invitations.

The user is currently not logged in to Viedoc, and had no pending invitations.

The user has at least one pending invitation to a role. The question mark is displayed even if the user

has accepted invitations to other roles.

The user has mandatory documentation assigned that was not confirmed as read & understood.

The user has rejected all invitations to roles. The user has never had access to the study.

The user is locked out from Viedoc (the user has entered the wrong password three times in a row).

The user has had roles in the study before, but has currently no roles left.

For the Users page (see Users), the following applies:

If the users are not grouped by study, the user's status symbol will reflect the overall status in all studies you have access to. That means, if
the user has one pending invitation in one of the studies, the status will be pending and a red question mark will appear. If the users are
grouped by study, the status symbol will reflect the status per study. That means that a user's status can be pending in one study, and logged

inin another study.

1.4 User settings in Viedoc Admin

To view the details of a specific user, click the toolbox icon behind the name of that user in any of the previously described user lists. The
User Settings window opens:

x User Settings Close
Dr Investigator (1714) Offine B Rookie
— - - -
Studies and Roles Authentication Log Reset Password Communication Log
User name
testuser@r.com
First name Last name Display name
Dr Investigator Dr Investigator (1714)
Phone
46712345678
Street address City
Main Street 101 Uppsala
Postal code Country State
SE
Delete user from this organization
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The User Settings window displays the name and email address of the user, the user ID (in parentheses), the status and the skill level. You
can perform the following actions:

.On the Details tab, you can view the user's name and contact details.

. On the Studies and Roles tab, you can view a list of all roles and sites the user has access to, including the date and time of
invitation/acceptance of that role. The roles are grouped per study. You can delete roles by clicking the trash can icon next to the
role.

. On the Authentication log tab, you can view a list of logins by the user, including date and time, the IP address, and the browser
that was used. The number of displayed entries is limited to the latest 100 logins.

.On the Reset Password tab, you can reset the password for that user, if the user has forgotten their password and does not have
the phone number that can receive a text message or a secondary email address. Viedoc will send a notification to the user with a
link to create a new password.

The authentication code will be required if the user wants to reset their password using the Forgot your password? link on the
login page. The authentication code is sent to the phone number the user set to receive text messages or to the user's secondary
email address. If neither of these options are selected, the user needs to contact their Study Manager to receive a link to reset their
password.

On the Communication Log tab, you can view the latest 20 communication logs for a user and download an Excel file with the
complete user-specific Communication Log containing information about email and SMS communication to study users. All users

with access permissions (Study/Site Managers) to the User settings in Viedoc Admin can access the Communication Log.

Email and SMS communication logs before the Viedoc 4.70 release are available, however these do not have the same level of
detail.

1.5 About the user report

For each study, you can download user logs in PDF and Excel format with information about all users and roles for the sites you have access
to. See Downloading the user logs for instructions.

= InViedoc Admin, only production sites and roles/users for production sites are included in the user and administration log.

« System roles for a study (organization users are not included) are included in the user and administration log. For example, site
managers for demo sites are included when a log is generated for a production site, as a site manager is a system role.

= When sorting studies by group and generating a Log of users and roles or a User administration log report,the download link is
not exposed for the newly generated file until the page is refreshed.

The content of the logs depends on the system role that you have, as follows:

Ifyou are a... ... then the logs contain:

Organization The system roles Application Programming Interface (API) Manager, Dictionary Manager, Unblinded
Administrator Statistician, Reference Data Source Manager, and eTMF Manager.

Study Manager The system roles AP Manager, Dictionary Manager, Unblinded Statistician and Reference Data Source

Manager, eTMF Manager, and all sites and site users in the study.

Site Manager The system roles API Manager, Dictionary Manager, Unblinded Statistician and Reference Data Source
Manager, eTMF Manager, and all sites you have access to, together with their site users.

1.51 Log of users and roles in PDF

The Log of users and roles PDF contains information about all users and roles for the sites you have access to, grouped in the following
chapters:

1. - the summary of active/inactive roles, active/inactive users as well as data contributors, grouped in one section per
site.

= An Active role is the current distinct role all active users have for a site.

= An Inactive role is a role that was previously assigned but currently lacks any active user.

= An Active user is a user with at least one active role.

« An Inactive user is a user who had at least one role at a site, but all roles for the site have been revoked.

1. - a list of the permissions associated with each role and corresponding history, grouped in one section per site.
2. - alist of all users who ever had access to data, including user activity, grouped in one section per site.
3. - a list of the change history of all user accounts for the users listed in the above sections of the log, grouped

per user (identified by the User ID).

1.5.2 User administration log in Excel

The User administration log contains information about all users and roles for the sites you have access to, with the following sheets:

1. - general information about when and by whom the log was generated, and some information about the study
status. The following more detailed information is contained:
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= The Organization name

=« The Study name

= Production study GUID

= Demo study GUID

= For PMS studies: Sponsor side Production study GUID
« For PMS studies: Sponsor side Demo study GUID

2. - a list with detailed information about user access, showing one row per site and role, including clinic roles
and system roles.
The access granted date/time is the date/time when a user accepts the invitation to a study.
Some columns in this sheet are further explained here:

= Site Group - indicates when a user is granted access to the site through a site group invitation. Possible values are Training sites,
Countries, and All sites.
« 2FA - indicates what level of two-factor authentication the user has. Possible values are Study level, Account level, or No two-factor
authentication enabled.
= Latest system login date/time - information about the latest login of each user (for end users only, not API client users).
= Certified - indicates if the user is certified for the role. Possible values are Yes, No, or an empty cell for roles that don't have
mandatory training sections to read.
= Ifthe user has signed the certification associated to their role, the column will display: Certified:Yes.
« If the user has selected Read & Understood but not signed the associated certification, the column will display: Certified:
No.

= User type - indicates the type of user. Possible values are End User or API Client, to indicate if the user is an end user that can log in
to the system or a Web API Client that can access the API with a role.

3. - a list with information about pending invitations and rejected invitations, including clinic roles and special
roles.
When an invitation has been accepted the user will no longer be included in the invitation log, but in the User Access Log.
Some columns in this sheet are further explained here:

= Role - role of the invited user.

= Email Address - Email address of each invited user.

« Existing User - indicates whether the invited user already has another role in the study, or is a new user. Possible values are Yes, No.
« Initial Invitation Sent date/time - information about the first invitation of each user

= Initial Invitation Sent By ID - the numeric user ID for the user

= Initial Invitation Sent By Display Name - initial invitation sent with the display name usedin Viedoc to identify the user.
= Initial Invitation Sent By Email Address - Email address of the initial invitation sent to the invited user.

= Invitation Resend Count - the number of times an invitation has been resent.

= Latest Invitation Sent date/time - information about the latest invitation of each user.

« Status - invitation status, possible values are Pending, Rejected.

= Invitation Rejected date/time - information about a rejected invitation for each user.

4. - alist of certifications per user. Certifications performed before the release of 4.65 lack information about
what roles the certification applies to. That is, the cells in column Certified With Roles are empty.

5. - a summary of users per site with information about country, side code, site name, number of active/inactive users,
and date/time of last access change.

6. - a list with all user accounts setting changes with user ID, change log, user name, and date/time.

1.5.3 Communication log in Excel

There are two different Communication logs. One contains user-specific and one contains study-specific communication information.

= This Communication log does not include any subject-related communication (Viedoc Me).
= Email and SMS communication logs before the Viedoc 4.70 release are available, however these do not have the same level of
detail.

1.5.31 User-specific information

The user-specific Communication log contains information about email and SMS communication to the study users.

All users with access permissions (study/site managers) for the User Settings in Viedoc Admin can view the Communication Log for a
specific user. The Communication Log tab has the following columns:

« Date &Time

» Message type

« Status - The status labels are Success or Failed, where Success means that the message was successfully sent from
Viedoc, and Failed means that the message failed to send from Viedoc. Further, if the status was Success but the recipient did
not receive a message, then the problem lies outside of Viedoc. Please contact your PS representative if this should occur, or if
your status returns Failed.
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Y& User Settings Close

User One (1234) v Cnline Pr

Details Studies and Roles Login History Reset Password COMImUnic L

Date and Time Message type Status

2022-03-21 09:41:50 (UTC) Tweo factor authentication Success -
2022-03-21 092518 (UTC) Two factor authentication Success

2022-03-21 04:41:07 (UTC) Twa factor authentication Success

2022-03-21 04:30:28 (UTC) Recover account request Success

2022-03-19 07-009:22 (UTC) Two factor authentication Success

2022-03-18 09:59:30 (UTC) Twa factor authentication Success

2022-03-18 09:50:58 (UTC} Twa factor authentication Success

2022-03-18 06:16:34 (UTC) Tweo factor authentication Success

2022-03-18 05:40:42 (UTC) Verify phane number Success

2022-03-18 03:40:39 (UTC) Change phone number Success =

Communication log
2" Download (2022-03-18 05:22) | Regenerate

The Excel file contains a sheet named User Communication Logs and includes all email and text message (SMS) communications to the
study user on the same Excel sheet.

Note! Users must have activated the Viedoc account and accepted at least one invitation in order to have their communication included in
the Communication Log tab in the User Settings window.

The User Communication Logs sheet in the Excel file contains information about user-specific communication - this is the user activity in
Viedoc that is_unrelated to a specific study:

= Reset password
= Verification & notifications (changing telephone number/email address)
= 2FA (email/SMS)

The file name format is: UserCommunicationLog-UserID-YYYYMMDDhhmmss. (Using UTC)

All the logs are included in the same Excel sheet. The excel sheet has the following columns:
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Column Description
Message ID GUID: A unique identifier for the message
Type of SMS/email
Communication
Datetime (UTC) Date and time for the communication
Message Type The action that the communication is related to:
» Reset password - for messages related to password reset
= 2FAlogin - for messages related to the 2 factor authentication
To The email address the message is sent to. For SMS messages, this column is empty.
Status Success/Failed
Provider Provider name - the provider that was used to send the message to the recipient
Communication logs
A B C D E F G
1 C ication logs
2 Message Id Type of Ci Datetime (UTC) Message Type To Status Provider
3 i:;tﬁz:;?'%m'hz"ﬁ' Email 2022-03-0107:46:25 Two Factor Authentication user1 @viedoc.com Success Primary-Primary
. a96f1beb-c63¢-4376-9ae0- Email 2022-03-01 07:44:29 Recover Account Request user2@gmil.com Success Secondary-Secondary
00520b3¢-262-4077-Odac- Sms 2022-03-01 06:16:22 Verify Phone Number Success Primary-Primary
5 edc9458cc30a
. ?S:éi::?;zf;%hﬁ'81h7' Email 2022-03-01 06:16:20 Verify Email Address 123@mail.com Success Primary-Primary
9ad92c51-7582-4bce-b243- N . .
7 |de3737bb070d Sms 2022-03-01 06:11:07 Verify Phone Number Success Primary-Primary
448b70b8-faea-4dc3-b07a- . o . . PN
8 |ag020570b358 Email 2022-03-01 06:11:00 Verify Email Address 999@gml.com Success Primary-Primary
1de6048b-alad-48bb-85e2- Sms 2022-03-01 04:44:05 Verify Phone Number Failed Secondary
9 94abbecfafd2
399a561a-4299-4ceb-a0ac- Sms 2022-03-01 04:42:42 Verify Phone Number Failed Secondary
10 |a87825cdfbaa
8aec81c-78ab-45c9-05e4- Sms 2022-03-01 04:42:42 Verify Phone Number Failed Secondary
11 5123e09cel29
f8ef8347-deOe-422b-be2a- . .47 i i i
BN csbbaoa7dss0 Email 2022-03-01 04:42:41 Verify Email Address 789@gmil com Failed Secondary
1 ::mes:;zzzr:;:amsarsmr Email 2022-03-01 04:39:43 Verify Email Address abed@gmil.com Failed secondary
9c813fce-6633-4dee-b0ba- .39 i -Pril
14 | 36660e14ci5f Sms 2022-03-01 04:39:38 Verify Phone Number Success Secondary-Primary
fco8775¢-01f2-4bdd-aad7- Fmail 2029-03-01 04:30:29 \Verify Fmail Address 192 @msil com Failed Secondary
User Communication Logs ® [« E

1.5.3.2 Study-specific information

In Admin, under

- Group by Studies, in the User Logs dropdown list, a separate file called User communication log is available

containing the information listed below.

A  Studies

Search by name or e-mail

D lr
testuser@r

Rachel McKie (1680}
rachel@viedoc.com

Technical Writer {1
Mame lastnams@amail

Invite Organization users

Sort by Group by
First study User logs -

? Log of users and roles
E o arato

Study and site Role ’ aEnErEte

(1714) First study . User administration log

Multiple sites Investigato Generate

First study Study Manags User communication log

Multiple sites + 12 other roles Download (2022-03-02 09:25

Regenerate
First study N - "
Multiple sites Investigata e g

This log contains information about study-specific communication and emails only, related to:

« Alerts

» Invitations to a specific role within a study
= Notifications (study access deletion, etc.)
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The Excel file contains a sheet named

The file name format is: UserCommunicationLog-YYYYMMDDhhmmss. (Using UTC)

The Excel sheet has the following columns:

Column Description
Message ID GUID: A unique identifier for the message
Communication Email
Type
Date time (UTC) Date and time for the communication
Message Type The action that the communication is related to:
= Form Alert True Action
= Form Alert False Action
= Form Alert Tracker Action
= Invite user
« Event Reminder
= Remove User Access Notification
= Subject Account Lock Notification
« Study Unlock Notification
« Export Chart
= Export Metric
« Reject User Invitation
Site Type Training/Production (For the message types Invitation and Invitation rejected, this column is empty.)
To Email address(es) (For SMS messages, this column is empty.)
CcC The email address(es) of the recipients of a copy
BCC The email address(es) of the recipients of a blind copy
Status Success/Failed
Provider Provider name - The provider that was used to send the email to the recipient
ion Logs
Message Id ion Type. Datetime (UTC) Mes: Site Type. To T cc o Stan Pre
e FeT— orm Aert Trve Acion oduction F— JR— R Py cccondany Secondany
e FT— [E— osion F— user@miicom ST N Jouncess secondany Secondary
TR o 20120503 085203 ooy Uniodk otrication | roduction ssertomaticom userpamaticom s, T e sccondony Secondary
R P 20120503 085201 pr— ouction ssertpse.com [P— eI | success sccondony Secondary
P ET— Femow Deericcass oucion E———— motedbEmail com rssseamacan soccess [SE—
I
] ¥ | [
Study Communication Logs @ [l

= This log does not include user-specific information related to Reset Password, 2FA, etc.
= This log file is available in Viedoc Admin only.

1.6 About system site groups

The Study Manager can give users access to individual sites, or to a groups of sites at once. These groups of sites are called system site

groups and are automatically created by the system when sites are added to the study. The following systems site groups are created by the

system:

= All sites, containing all sites in the study.

= All production sites, containing all production sites in the study, including the sites that are in both production and training mode.

= Country-specific, for example ‘Sweden’, containing all production sites (including the sites that are in both production and

training mode) in that specific country in the study.

When you invite users to a system site group, the users will automatically receive instant access to all sites in that group, including all future
sites that will be added to that group at a later time. For example, if you invite a user to the country 'Hungary', that user will receive access to

all sites in Hungary. Similarly, users that were invited to a system site group will automatically lose access to a site if that site is removed
from the group. For more information about system site groups, see Managing_study sites.

2 Step-by-step guides for the Org Admin
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21 Assigning an Organization Administrator

By default, every organization has at least one Organization Administrator, added by the system administrator at Viedoc Technologies.
Additional Organization Administrators can only be added by the Organization Administrator.

To add an Organization Administrator:

1 In the Organizations window in Viedoc Admin, click the toolbox icon in the Organization Administrators field.

Viedoc Lab ¥ Organization Settings
Studies m Organization Admins
Viedoc's demostudy, Documentation of Life, Helipad Test, Viedoc Admin,  Technical Writer

The Organization Admins pop-up opens.

2 On the Add administrators tab, enter the email address of the user you would like to invite to the role Organization
Administrator.

Organization Admins

Here you can view and add admins for your arganization

Organization Admins Add administrators

Add admin to this organization

E-mail address

Firstname. Lastname@email.com

Multiple email addresses can be included by separating with semi-colon or comma

Sendgirjwwte °

Tip! You can invite multiple users at once by adding multiple email addresses in the field. Separate the email addresses with a
semi-colon or comma.

3 Click Send invite.
An invitation email is sent to the email address you specified.

You can also assign users to organization roles (Organization Administrator, eLearning Administrator, and Designer at organization level)
via the Users page:

1 On the Users page, click Invite Organization users.
N .
¥ Studies
Search by name or e-mail Sort by Group by
9 users
User Study and site Role SKill level Status
X ¢
Dr. Demo (383) Viedoc's demostudy Dictionary Manager = 9
Multiple sites +3 other roles
Dr. Investigator (490) Viedoc's demostudy Investigator o 2 6
Multiple sites + 1 other roles “ .
(294) Multiple studies Study Manager @ 8
Multiple sites +3 other roles
(296) Viedoc's demostudy P 8
Multiple sites Investigator <
Technical Writer (304) Multiple studies Organization Admin @ V 6
Muiltiple sites + 10 other roles
Technical Writer (305) o e
TW CN (371) o 6
Viedoc Admin (90) Organization Admin @ 8

t Tothe top

The Organization team pop-up opens.
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2 Enter the email address of the user you would like to invite, and select the role to which you would like to invite the user. You can
add multiple roles by clicking in the Select roles to assign field.

x Invite Organization users

cm‘

Organization Team

Here you can invite more people.

Add people to this organization

E-mail address

Firstname L astname@email.com

Multiple email addresses can be included by separating with semi-colon or comma.

Select roles to assign

Designer % | 4 You can select multiple roles

Organization Admin @

Tip! You can invite multiple users at once by adding multiple email addresses in the field. Separate the email addresses with a
semi-colon or comma. All entered users will be assigned to all selected roles.

3 Click Save changes.
An invitation email is sent to the email address(es) you specified.

A Designer at organization level receives access to Viedoc Designer for all studies within the organization, and receives access to the
Private Designs section, see image below.

D Organizations B
You have multiple organizations. Please choose one to manage projects and designs.

Found 3 organizaticns.

Viedoc Lab Show projects
0 Projects ) Designers
Viedoc's demostudy, Helipad Test, Documentation of Lif ana@DEslgns, Dr. Demo User

Private Designs Found 1 projects

Private Designs

Latest edited design

Helipad [0.0]

= Not published
M Last edited 18 Oct 2018 11:13 by Dr. Demo User

@ Designversions  ([) published ([ Unpublished @

2.2 Assigning an eLearning Administrator

To assign an eLearning Administrator via the Users page:
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1 On the Users page, click Invite Organization users.

. c
5 st @)
Search by name or e-mail Sort by Group by
9 users
User Study and site Role Skill level Status
x 4]
Dr. Demo (383) Viedoc's demostudy Dictionary Manager W 6
Multiple sites + 3 other roles
Dr. Investigator (490) Viedoc's demostudy Investigator A 2 6
Multiple sites + 1 ather roles = .
(294) Multiple studies Study Manager @ 6
Multiple sites + 3 other roles
(296) Viedoc's demostudy A @
Multiple sites Investigator &
Technical Writer (304) Multiple studies Organization Admin @ V e
Multiple sites + 10 other roles
Technical Writer (305) ° 6
TW CN (371) o 6
Viedoc Admin (90) Organization Admin @ 6
1 To the top

The Organization team pop-up opens.

2 Enter the email address of the user you would like to invite, and select the role to which you would like to invite the user. You can
add multiple roles by clicking in the Select roles to assign field.

x Invite Organization users

Organization Team

Here you can invite more people.

Add people to this organization

E-mail address

Firstname.Lastname@email.com

Multiple email addresses can be included by separating with semi-colon er comma.

Select roles to assign
You can select multiple roles

Qrganization Admin
Designer

eLearning Admin
@ UG 30IUTIoNS AD ZULY

Terms of Use - Privacy Policy
Viedoc™ version 4.50.7009.19152 [2019-03-13T10:45 UTC]

Tip! You can invite multiple users at once by adding multiple email addresses in the field. Separate the email addresses with a
semi-colon or comma. All entered users will be assigned to all selected roles.

3  Click Save changes.
An invitation email is sent to the email address(es) you specified.

Once a user has been assigned to the role eLearning Administrator, the user can access the Viedoc eLearning platform and create
customized user documentation for your organization. For users with eLearning Administrator permissions, the following icon appears on
the landing page in Viedoc Clinic, which gives access to the Viedoc eLearning platform.

https://help.viedoc.net/c/331b7a/?print=ready 85/396



12/2/25, 9:45 PM Viedoc Admin User Guide | Viedoc eLearning

e

elearning

2.3 Assigning a Study Manager

Study Managers can only be added by the Organization Administrator.

To add a Study Manager:
1 In Viedoc Admin, open the study to which you would like to invite users.
2 Click the toolbox icon in the Study crew field.

The Study crew pop-up opens.

3 In the Add study users tab, enter the email address of the user you would like to invite. Click Continue.

3 Viedoc's demostudy

Study crew

Here you can view admins for the study and/or invite more people

Swudy crew Add study users
Add users to this study Step 1/2

E-mail address

Name Lastname@email. com|

Multiple email addresses can be included by separating with semi-colon or comma

Con@igue (]
Continue

You can invite multiple users at once by adding multiple email addresses in the field. Separate the email addresses with a
semi-colon or comma.

4 Select the role to which you would like to invite the user.
You can add multiple roles by clicking the + icon. Newly added roles can be removed by clicking the - icon.

5 Click Send invite.
An invitation email is sent to the email address(es) you specified.

2.4 Removing a user from the organization

Viedoc offers the possibility to remove all roles from a user in all studies within the organization at once. Only users that have active roles
can be removed from the organization, if the user has any pending invitations, it is not possible to remove the user from the organization.

Only the Organization Administrator can remove a user from the organization.

This feature does not remove the user account, it only removes all roles and permissions within the organization. The user can still log
in and log out, but not view any studies within that organization.
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To remove all roles from a user at once:

1 On the Users page, scroll to the user whose roles you would like to remove. Click the toolbox icon behind the name of the user.

¥ Studies Users O

Search by name or e-mail

8 users
User
Firstname Lastname@email com

Dr. Demo (383)

Dr. Investigatar (490)
(294)

Technical Writer (304)

Technical Writer (305)

TW CN (371)

Viedoc Admin (90)

t Tothetop

The User Settings pop-up opens.

Viedoc Admin User Guide | Viedoc eLearning

° Invite Organization users

Study and site

Viedoc's demostudy

Multiple studies
Multiple sites

Multiple studies
Multiple sites

Multiple studies
Muitiple sites

Viedoc's demostudy

2 Click Delete user from this organization.

User Settings

Dr Investigator (1714)

testuser@r.com

Details Studies and Roles Authentication Log

User name

testuser@r.com

First name

Dr

Phone

46712345678

Street address

Main Street 101

Postal code

Last name

Investigator

Country

SE

Reset Password

Role

Organization Admin
+ 1 otherroles

Study Manager

Study Manager
+ 2 other roles

Organization Admin
+ 2 other roles

QOrganization Admin
+ 9 other roles

Study Manager

Organization Admin

Communication Log

Display name

Dr Investigator (1714)

City

Uppsala

State

Delete user from this organization

Skill level

@6 e ®

@

Status

?

N

<0 < < < <

W/ Offline

‘ Delete user from this organization ‘

3 Click Delete to confirm that the roles should be removed.

All roles to which the user had access will be removed and the user's status will appear as Removed on the Users page.

2.5 Downloading the user roles report

To download the user roles report:
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¥ Studies Users @

O
Search by name or e-mail =

12 users

Viedoc's demostudy

Dr. Demo (383)

Dr. Investigator (490)
Technical Writer (304)
Technical Writer (305)

TW CN (371)

dfﬂl*'m Documentation of Life

(294)

Technical Writer (304)

Technical Writer (305)
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On the Users page, select to group the users by Studies.

ot (O

Study and site

Viedoc's demostudy
Multiple sites

Viedoc's demostudy
Multiple sites

Viedoc's demostudy
Multiple sites

Study and site

Documentation of Life

Multiple sites

Documentation of Life

Multiple sites

o Invite Organization users

None

Studies

W Generate a PDF file 'Log of users and roles’

Role

Dictionary Manager
+ 2 other roles

Dictionary Manager
+ 3 other roles

Study Manager
+ 8 other roles

Skill level Status

x

-

e
&
=

0 0 < <«

0000660

W Generate a PDF file 'Log of users and roles’

Role

Study Manager
+ 3 other roles

Study Manager
+ L other roles

Skill level Status

® Vv
® VvV

D8]
D<)
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2 Scroll to the study from which you would like to download the user report, and, if the Log of users and roles PDF has not been
previously generated for the study, you can generate it by clicking the Generate a PDF file 'Log of users and roles' link:

A Studies

Search by name or e-mail Sort by Group by
None

Studies

12 users

Viedoc's demostudy

W Generate a POF file 'Log of users and roles’

User Study and site Role Skill level Status
X %)

Dr. Demo (383) Viedoc's demostudy Dictionary Manager joiof 2 e
Multiple sites + 2 other roles .

Dr. Investigator (490) Viedoc's demostudy Dictionary Manager &%, e
Multiple sites + 5 other roles

Technical Writer (304) Viedoc's demostudy Study Manager - @
Multiple sites + 8 other roles =

Technical Writer (305) o @

TW CN (371) o @

As a result, the PDF file that contains a full history of all roles and users, permissions, user logs sorted per site, and all user
account logs sorted per user is generated and available for download:

$ Download 'Log of users and roles’ 2019-03-0108:42 | Generate a new PDF file
'
After the PDF file was generated for the study, you can choose to:
= Download the latest generated PDF for the country/site selection - the most recent version generated has a date
and time stamp and is stored on the server, making it possible to directly download the file instead of generating a
new one, which would be more time consuming,

or
= Generate a new PDF file - if you need a more recent version than the one available for download.
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Deleting a study (for Org Admin)

Deleting a study (for Org Admin)

Published by Viedoc System 2025-06-10

1. Introduction
2. Step-by-step guides for the Org Admin
21 Approving_a study delete request
2.2 Rejecting a study delete request
2.3 Reverting study deletion
2.4 Downloading_the study status report

This lesson describes how a study is deleted. The instructions are intended for the

1 Introduction

A study can be permanently deleted from Viedoc when the study is locked. Deletion is initiated by the ,who can submit a
request to delete the study from Viedoc to the .The can then approve or reject a

request for study deletion.

After study deletion is requested by the Study Manager and approved by the Organization Administrator, the study is shelved on Viedoc's
database. A deleted study is not visible in Viedoc Clinic or Viedoc Designer, the study is only displayed in the study overview page of the

Organization Administrator in Viedoc Admin.

The Organization Administrator is able to revert the deletion of a study within 180 days after the deletion request has been approved. After
this period, the study will be permanently purged from Viedoc's database, and all study details and data will be permanently removed. It will

not be possible to find any traces of the study and the subjects included.

Study is visible and editable in
Viedoc Clinic, Admin and Designer

Study Manager

Study Manager
locks study

unlocks study

Locked
study
Study Manager OrgAdmin
requests rejects Study is visible as read-only in
study deletion deletion request Viedoc Clinic, Admin and Designer
Deletion OrgAdmin .
reverts study
reQUEStEd deletion
OrgAdmin
approves
deletion request
Deleted
study
Study is only displayed to

OrgAdmin in Viedoc Admin, not
visible in Clinic and Designer

Study is removed from
Viedoc's database
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For traceability, all study delete actions are audit trailed. You can download a report that provides a full history of all requests for study
deletion, approvals of study deletion, and reversions of study deletion that are performed in the study, including who performed the actions
and when (date and time in Coordinated Universal Time (UTC)), and the reason that was given for deleting the study or reverting study
delete.

Note! This section is intended for the Organization Administrator. For instructions for the Study Manager, see Deleting_a study (STM).

2 Step-by-step guides for the Org Admin

2.1 Approving a study delete request

Note! Before approving the deletion of a study, make sure that the necessary user reports, data export archive and study design are
downloaded.

To approve a request for study deletion:

1 Open the study in Viedoc Admin and click Study settings.
The Study settings pop-up opens.

2 Click the blue pen icon.

3£ Viedoc's demostudy

Study settings

Here you can set settings for study.

Settings Date & time format Medical Coding Import ODM File Documentation Logs

m‘l Study delete requested by on 2018-05-02 14:38 UTC

Awaiting Organization Admin’s approval.

Study name Study Logo

Viedoc's demostudy Upload a file
Sponsor Code CRO Code
Reference ID ﬁ:g}h‘GIF or JPG files of maximum 180 px width and 90 px
Study Type Sponsor Type Study Phase

Pharmaceutical - Clinical v Pharmaceutical company v Phase Il
Therapeutic Area Expected number of subjects

Gastroenterology L 800

The study status pop-up opens.
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3 Click Approve study deletion.
){' Viedoc's demostudy

Study status
The study is locked and can now be deleted by Study Manager. The process is initiated by a deletion reguest sent to the Organization Admin.

After approval of the request, the study will be shelved for 180 days before it is permanently deleted. Please note that the Organization Admin
will be able to revert the deletion for 180 days.

=20 Study delete requested by I+ e on 2018-05-02 14:38 UTC
m Awaiting Organization Admin’s approval.

) e
U

Approve or reject the request.
Once accepred, the study will be shelved for 180 days before itis permanemly deleted.

g Download study status report

A pop-up opens, listing whether the following actions are done or not done by the study manager:

» Download user report
= Download the data export archive required
= Download study design

ﬁ Approve study deletion

The following actions have been performed by
S e in preparation for the study
deletion.

Download user report

. Done | | Mot done

Download the data export archive required

. Done | | Mot done

Download study design

. Done | | Mot done

Reason for approval of study deletion

e
Confirm with your password
Approve study deletion Cancel
4 If you agree that all necessary actions are completed, enter a reason for approval of study deletion, and enter your password.
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5 Click Approve study deletion.

The study status pop-up displays that the study deletion request is confirmed, by whom, and when (date and time in UTC). All

Study Managers and Organization Administrators will be notified of the approval by email.

)E Viedoc's demostudy

Study status

The study is confirmed to be deleted. Please note that the Organization Admin will be able to revert the deletion for 180 days.

-lf'u' Study delete confirmed by & on2018-05-02 15:01 UTC

You have 180 days left to revert study deletion

0 Revert study deletion

Revert the study deletion and set it back to locked state

g Download stwudy status report

When study deletion is approved, the study will not be visible anymore in Viedoc Clinic or Viedoc Designer, and all user roles will be
inactivated. The study will only be displayed to the Organization Administrator on the study overview page.

2.2 Rejecting a study delete request

To reject a request for study deletion:

1 Open the study in Viedoc Admin and click Study settings.
The Study settings pop-up opens.

2 Click the blue pen icon.
% Viedoc's demostudy

Study settings

Here you can set settings for study.

i

Settings Date & time format Medical Coding Import ODM File Documentation Logs
ml Study delete requested by s on 2018-05-02 14:38 UTC
Awaiting Organization Admin’s approval.

Study name ) Study Logo

Viedoc's demostudy Upload a file
Sponsor Code CRO Code
Reference ID ::(g:htGlF or JPG files of maximum 180 px width and 90 px
Study Type Sponsor Type Swudy Phase

Pharmaceutical - Clinical v Pharmaceutical company v Phase Il
Therapeutic Area Expected number of subjects

Gastroenterology & 800

The study status pop-up opens.
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3 Click Reject study deletion.
x Viedoc's demostudy

Study status

The study is locked and can now be deleted by Study Manager. The process is initiated by a deletion request sent to the Crganization Admin.
After approval of the request, the study will be shelved for 180 days before it is permanently deleted. Please note that the Organization Admin

will be able to revert the deletion for 180 days.

=20 Study delete requested by % wr on 2018-05-08 12:35 UTC
m Awaiting Organization Admin's approval

ﬁﬁ Approve study deletion ’ﬁ Reject study deletion

Approve or reject the request.
Once accepted, the study will be shelved for 180 days before it is permanently deleted.

g Download study status report
A pop-up opens.

4 Enter a reason for rejecting the study deletion and enter your password.

.
I Reject study deletion

Reason for rejecting study deletion

Confirm with your password

Reject study deletion Cancel

5 Click Reject study deletion.

All Study Managers and Organization Administrators will be notified of the rejection by email.

2.3 Reverting study deletion

Note! Deletion of a study can be reverted within 180 days after study deletion was approved. The study will then be set back to locked state.

To revert the study deletion:
1 Open the study in Viedoc Admin.

A Studies @ Users

° Add a new study

Search studies by name Found 3 studies CEA Name # | Date created i}

‘"“M Documentation of Life

7sites @ Ongoing , FPA 2017-01-18 @ Invalid license

Helipad Test
3sites @ Notcommenced @ Invalid license

Viedoc's demostudy
@ Study delete confirmed by 'on 2018-05-08 12:18 UTC. You have 180 days left to revert study deletion.

The study status pop-up opens.
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2 Click Revert study deletion.

)E Viedoc's demostudy

Study status

The study is confirmed to be deleted. Please note that the Organization Admin will be able to revert the deletion for 180 days.

2= Study delete confirmed by %+ on 2018-05-02 15:01 UTC
W You have 180 days left 1o revert study deletion

ﬁ' Revert study deletion
Revert the study deletion and set it back to locked state

g Download study status report

A pop-up opens
3 Enter a reason for reverting the study deletion and enter your password.

ﬁ Revert study deletion

Reason for reverting study deletion t

Study should not be deleted yet

Confirm with your password

Revert study deletion Cancel

4 Click Revert study deletion.

All Study Managers and Organization Administrators will be notified of the reversion of study deletion by email. The study will
be set back to locked state and be visible again in Viedoc Clinic and Viedoc Designer.

2.4 Downloading the study status report

To download the study status report:
1 Open the study in Viedoc Admin.
& Studies ® Users © #asarewsuay

Search swdies by name O | Found 3 studies CEA Name # | Date created i}

‘"“M Documentation of Life

7sites @ Ongoing , FPA 2017-01-18 @ Invalid license

Helipad Test @
3sites @ Notcommenced @ Invalid license

Viedoc's demostudy
@ Study delete confirmed by 'on 2018-05-08 12:18 UTC. You have 180 days left to revert study deletion.

The Study status pop-up opens.
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2 Click Download study status report.
x Viedoc's demostudy

i

Study status

The study is confirmed to be deleted. Please note that the Organization Admin will be able to revert the deletion for 174 days.

=B Study delete confirmed by " . % on 2018-05-08 14:38 UTC

W You have 174 days left to revert study deletion

Revert study deletion

Revert the study deletion and set it back to locked state

@ Download 35“ Status repnr)

A PDF is downloaded that lists all database lock and delete actions, including when and by whom the study was
locked/deleted, and the reason that was given for locking/deleting the study.
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Single sign-on
Single sign-on

Published by Viedoc System 2025-12-02

1. Introduction
1.1 Before you activate SSO

2.2 Add domain

2.3 Verify domain

2.4 Validate setup

2.5 Activate SSO
3. Deactivating SSO for your organization
4. Deleting an SSO configuration

1 Introduction

Single sign-on (SSO) is a user verification method that lets you access multiple, independent software systems by using only one set of login
credentials (username and password).

Once you have set up and activated SSO for your organization in Viedoc, all users with the same email domain will be authenticated via the
external Identity Provider (IDP) that you specify.

The Viedoc SSO solution uses Security Assertion Markup Language (SAML) 2.0. It is an open Extensible Markup Language (XML)-based
standard for exchanging authentication and authorization identities between security domains.

If a user account is set up for SSO, Application Programming Interface (APIl) access to Viedoc is not allowed.
11 Before you activate SSO

If you're planning to activate SSO for your organization, make sure your environment is prepared. See the SSO preparation checklist for
Hostmasters in the Activating SSO lesson for important steps to review before turning on SSO.

2 Configuring single sign-on for your organization
Configuring single sign-on in Viedoc is a four-step procedure:

1. Add domain

2. Verify domain
3. Validate setup
4. Activate SSO

The steps are described in more detail below.

For information about use cases with Google Workspace or Microsoft Azure AD as IdPs, see the lesson Activating SSO.

21 Add domain

To add a domain:

1 Select Organization Settings.

Viedoc (Sﬂ" Technical Writer £ ~

You have multiple organizations. Please choose one to manage studies and users!

Viedoc Lab
Studies Organization Admins e
Viedoc's demostudy, Documentation of Life, Helipad Test,
2 Select the SSO tab.
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3 Select Add SSO configuration.
% e |
Organization Settings
Dewils = 550
550 Configuration ré
Below you can define and set up single sign-en (S50) configuration for your organization.
(¥) Add 550 configuration
Need help? Click the eLearning icon above for detailed instructions.
© Viedoc Technologies AB 2020
Terms of Use - Privacy Policy
Viedoc™ version 4.50.7438.28381 [2020-05-14T02:51 UTC]
4 Enter the name of the domain that you want the SSO configuration to apply to and select Continue.

Organization Settings

Details S50

550 Configuration Fé
Below you can define and set up single sign-on (SSO) configuration for your organization.

Add SSO configuration
Add domain = Verify domain

Domain name

.com

4 The email domain of the users that this S5O configuration
applies to, for example: viedoc.com

Domain verification

#) Send verification email to your hostmaster

Continue  OrCancel

Need help? Click the eLearning icon above for detailed instructions.

@ Viedoc Technologies AB 2020
Terms of Use - Privacy Policy
Viedoc™ version 459743828381 [2020-05-14T09:17 UTC]

An email is sent to the hostmaster of that domain. The email contains a verification key that you will need in the next step.

2.2 Verify domain

To make sure that you are authorized to set up single sign-on for a specific domain, you need to verify ownership of the domain. To do so,
follow the steps below:

https://help.viedoc.net/c/331b7a/?print=ready 98/396


https://help.viedoc.net/l/a559c4/en/#SSO

12/2/25, 9:45 PM Viedoc Admin User Guide | Viedoc eLearning

1 Select Organization Settings.

Viedoc ,513’

You have multiple organizations. Please choose one 1o manage studies and users!

Viedoc Lab

Studies Show studies Organization Admins @

Viedoc's demostudy, Documentation of Life, Helipad Test,

2 Select the SSO tab.

3 If you are not automatically directed to the Verify domain step, select the corresponding link.

Enter the verification key from the email that was sent to the domain hostmaster and select Verify.

Organization Settings

Details

550 Configuration -
Below you can define and set up single sign-on (SSO) configuration for your organization.

.com -~
v Add domain v Verify domain = Validate setup

Verify domain

Please check your email inbox "hostmaster@ com’. Enter the verification key included in the email

Verification key

@ Verify  |[Didnt get the email? Send again

Need help? Click the eLearning icon abowe for detailed instructions.

@ Viedoc Technolc
Terms of Use - P
ior 3

4 When the verification is successfully performed, Viedoc automatically redirects you to the Validate setup step.

2.3 Validate setup

This step specifies the information that is needed for the SAML setup.

To validate the setup:

1 Select Organization Settings.

You have multiple organizations. Please choose one to manage studies and users!

Viedoc Lab
Studies @ Organization Admins 6

Viedoc's demostudy, Documentation of Life, Helipad Test,

2 Select the SSO tab.
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3 If you are not automatically directed to the Validate setup step, select the corresponding link.

The fields Redirect URL and Entity ID are automatically filled in with information retrieved from the previous step. They are not
editable in this step. If you need to edit this information, select Verify domain to go back one step.

Enter the following information (which you typically can obtain from your IT department):
= Endpoint URL: This is the URL to the |IDP.

= Certificate: This is the Base64 certificate of the IDP server.

Important! The certificate has an expiry date. We recommend that you make sure your organization has procedures in place
to keep track of the expiry date to avoid login failures. If the certificate is about to expire, please make sure to renew it and
update the SSO configuration in Viedoc Admin.

Select Validate to start a trial login sequence. This opens a new browser tab where you are prompted to log in to the specified
IDP at the Endpoint URL.

% TN | e |

550 Configuration E
Below you can define and set up single sign-on (550) configuration for your organization.

N

.com -
+ Add domain + Verify domain = Validate setup

SAML Setup
Configure the SAML setup below.

Redirect URL
hups:/# j-com

The URL that the identity provider redirects users to after
authentication.

Entity ID
hups:/#

The unigue identifier for Viedoc.

Endpoint URL
https:/#

The URL of the identity provider.

Certificate

The certificate of the identity provider.

@ Validate

Need help? Click the eLearning icon above for detailed instructions.

Note! For underlying technical reasons, the Redirect URL field displays a hyphen ( - ) instead of a period ( . ). This has no
effect on the actual URL that the users will be redirected to.

4 After logging in to the IDP, return to the Viedoc tab of your browser and select Next.
Info | Close |
0 Log in to the Endpoint URL and click Next.

Mext

If the validation was not successful, please check your settings and try again.

If the validation was successful, you are now ready to continue with the Activate SSO step.
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24 Activate SSO

When the steps Add domain, Verify domain, and Validate setup have been successfully completed, you can activate the SSO configuration.

To activate the SSO configuration:

1 Select Organization Settings.

You have multiple organizations. Please choose one 10 manage studies and users!

Viedoc Lab
Studies @ Organization Admins e

Viedoc's demostudy, Documentation of Life, Helipad Test,

2 Select the SSO tab.

3 If you are not automatically directed to the Activate SSO step, select the corresponding link.

Select the Active switch to turn it on.
% e [ |

Organization Settings

Details

S50 Configuration -é
Below you can define and set up single sign-on (550) configuration for your organization.

.com Active
«+ Add domain «~ Verify domain « Validate setup Activate SSO "\) OFF

Login URL

Copy URL to clipboard

The URL that the users must use to log in to Viedoc. Please share this URL with your organization

Need help? Click the eLearning icon above for detailed instructions.

© Viedoc Technologies AB 2020
Terms of Use - Privacy Policy
Viedoc™ version 4.59.7438.28381 [2020-05-14T09:17 UTC]

4 Copy the login URL and share it with the users in your organization. When you activate the SSO configuration, this is the URL
that they must use to log in to Viedoc.

5 If all your SSO settings are correct and if your organization has been informed of the new login routine, select Yes.

Activate 550 |

o Are you sure you want to activate S50 for this
domain? Please note that this action affects
all users within this email domain.

Yes Mo

3 Deactivating SSO for your organization

To deactivate SSO:
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1 Select Organization Settings.

You have multiple organizations. Please choose one 10 manage studies and users!

Viedoc Lab

Studies Show studies Organization Admins @

Viedoc's demostudy, Documentation of Life, Helipad Test,

2 Select the SSO tab.

3 Select the Active switch to turn it off.

%

Organization Settings

Details 550

5SSO0 Configuration I-é
Below you can define and set up single sign-on (55Q) configuration for your organization.

com Active
~+ Add domain «~ Verify domain « Validate setup « Activawe SSO e ON
Login URL
https:// -com | Copy URL toclipboard

The URL that the users must use to log in to Viedoc. Please share this URL with your organization.

Need help? Click the eLearning icon above for detailed instructions

® Viedoc Technologies AB 2020
Terms of Use - Privacy Policy
Viedoc™ version 4.59.7438.28381 [2020-05-14T09:17 UTC]

4 In the pop-up box that is displayed, select Yes.

Deactivate SSO Close |

o Are you sure you want to deactivate SSO for
this domain?

Yes No

Note! Deactivating an SSO configuration does not delete the configuration information from Viedoc.

4 Deleting an SSO configuration

To delete an SSO configuration:
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1 Select Organization Settings.

¥ Organizations @

You have multiple organizations. Please choose one 10 manage studies and users! [x]

Viedoc Lab

) Studies m Organization Admins 6

Viedoc's demostudy, Documentation of Life, Helipad Test,

2 Select the SSO tab.

3 Select the trash canicon.

Organization Settings

Details

S50 Configuration I-é
Below you can define and set up single sign-on (55Q) configuration for your organization.

com Active
+ Add domain « Verify domain « Validate setup « Activate SSO € on

Login URL
https:// -com | Copy URL toclipboard

The URL that the users must use to log in to Viedoc. Please share this URL with your organization.

Add SSO configuration

Need help? Click the eLearning icon above for detailed instructions

® Viedoc Technologies AB 2020
Terms of Use - Privacy Policy
Viedoc™ version 4.59.7438.28381 [2020-05-14T09:17 UTC]

4 In the pop-up box that is displayed, select Yes.

Delere SSO Configuration

=B Are you sure you want to delete this S50

m configuration?

Yes No

Note: Deleting an SSO configuration affects all Viedoc organizations that use the same SSO configuration.
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4

Downloading VIRP

Downloading VIRP

Published by Viedoc System 2020-08-21

Organization Administrators can download Viedoc Inspection Readiness Packet (VIRP), which contains all the information you need to fulfill
inspector expectations. When using Viedoc, you only need to validate that your study configuration is in compliance with your study protocol,
the rest is included in VIRP. You can read more about VIRP here.

To download VIRP:

1 Open Viedoc Admin and click Organization Settings.

Viedoc «-sé Technical Writer Q -

You have multiple arganizations. Please choose one to manage studies and users!

Viedoc Lab

Studies Organization Admins e

Viedoc's demostudy, Documentation of Life, Helipad Test,

2 Click the VIRP tab.

Organization Settings

Details 550

*  Viedoc Inspection Readiness Packet (VIRP)
Please find below the complete list of available VIRPs for download.
The rationale behind the packet can be found here.

Version Release date
Viedoc 4.61 2020-10-08 Download
Viedoc 4.60 2020-08-27 Download
3 Click Download on the packet you wish to download.

All previous Viedoc versions (from 4.0 and onward) are always included in each packet.
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VI
General study settings

General study settings

Published by Viedoc System 2025-06-10

1. Introduction

3.The Settings tab
3.1 PMS studies
3.2 Adding_an additional eLearning_curriculum
3.3 Study access settings
3.3.1 Password expiration time
3.3.2 Two-factor authentication
3.4 Data export compatibility with previous Viedoc versions
3.4.3 Setting the Viedoc version to be used for data export
3.4.4 Available Viedoc versions
4.The Date & time format tab
5. The Medical Coding tab
6. The Import ODM file tab
7. The Documentation tab
8.The Logs tab

This lesson describes the settings that can be made in Study settings.

1 Introduction

In Study settings, you can configure the general settings of the study such as details about the study, access to the study, and manage the
helpdesk. You can also adjust the date and time formats used throughout the whole study, manage the medical coding dictionaries, import
Operational Data Model (ODM) files, and access the Admin audit trail report.

2 The Study settings pop-up

To open the settings, select Study settings on the study details page:

In the Study settings pop-up, the following tabs are available:

= Settings

»« Date & time format
= Medical Coding

= Import ODM file

» Documentation

= Logs

3 The Settings tab
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On the Settings tab, you can set various settings for the study:
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& 2022 - Demo Study

https://help.vie

Study settings

Here you can set settings for study.

Settings ! Date & time format Medical Coding Import ODM File Documentation Logs
~ ~
O iy © valducense s
Included features
E Viedoc Me ‘E& Logistics E] Medical coding @ eTMF 1) Connect )

2022 - Demo Study

L ] ™
Sponsor Code CRO Code VI ed OC

/gudy name (H Study Logo \

Use the new application design for |% Training sites \\’| Production sites
|\/| Force participant to change PIN code at first time login

Sharing of access details |+ Via email v’\ Via text message

Allaiss mmsiviions vamalimdave | 2@ | Vlia awmaail | Vim dmist wum s

doc.net/c/331b7a/?print=ready

DEMO2022
Reference ID 0 ::(;I:.'tGIF or JPG files of maximum 180 px width and 90 px
9000200
\ Upload a file /
/Study Type Sponsor Type Study Phase )
Pharmaceutical - Clinical hd Pharmaceutical company ¥ Phase I/11 hd
Therapeutic Area
Cardiology/Vascular hJ
J
g Expected number of subjects Expected end date of enrollment period h
Screened 300 Enrolled 200 v 14 Jul 2023 =]
L A
'd N\
Study access
Password expiration time for all users in this study (values allowed are 1 to 5000) 90 days
| Require two-factor authentication for all users accessing this study
. J/
(’Clinic roles to be administered by Site Manager () )
| Investigator | CRC Medical Coder | Monitor Data Manager | Sponsor
| Ref Data Manager | Report Scheduler | Promote Pre-query
. J
( Helpdesk team h
| PCG Helpdesk CIFO Helpdesk | Britanica Helpdesk | Viking English (US) Cubic Groups
| | Public Helpdesk | | The Really Private Helpdesk Group | | DevzTeam | | MWA Helpdesk
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Show more options

Study settings included in the Settings tab, as shown in the image above:

1. Study Status, License & Features. Here you can view the study status, the study license status, and the features included in the
license. By selecting the study status or license status, you can also see the production and demo study Globally Unique Identifier
(GUID), which is used for identification of your study when contacting Viedoc support. If you would like to add a feature, please
contact your Viedoc representative. Select the blue pen icon on the right to open the Study status page, see Locking_a study for

more information.

2. Study Details. Enter details of the study: study name, sponsor code, CRO code, study logo, and the reference ID (for information
about the reference ID, see the section Licensing in Overview of Viedoc).
3. Study Description. Select the information relevant to the study, including the study type, sponsor type, study phase, and
therapeutic area. The following options are available in the dropdown lists:

Study Type Study Phase Therapeutic Area
Pharmaceutical - Clinical Pharmaceutical company Preclinical Cardiology/Vascular
Pharmaceutical - Post-approval Biotechnology company Phase O Dental Implant
Medical Device Government agency Phase | Dermatology/Plastic Surgery
Veterinary Academic research Phase I/11 Endocrinology
Uncategorized/Other Phase Il Epidemiology
Uncategorized/Other Phase 1A Gastroenterology
Phase 1B Hematology
Phase llI Immunology/Infectious Diseases
Phase IV - PMS Musculoskeletal/Sports Medicine
Phase IV - Japanese PMS Nephrology/Urology
Phase V Neurology
Patient registry Obstetrics/Gynecology
Uncategorized/Other Oncology
Ophthalmology
Otolaryngology

Pediatrics/Neonatology
Pharmacology/Toxicology
Psychiatry/Psychology
Pulmonary/Respiratory Diseases
Rheumatology
Trauma/Emergency Medicine

Uncategorized/Other

4. Expected Subjects & Enrollment Period. Set the number of expected screened and enrolled subjects, and the expected end date
of the enrollment period. These settings are used by the Viedoc Reports applications.

5. Study Access. Select when the password expiry should take place and whether a study will require two-factor authentication.
Please see Study access settings for more information.

6. Clinic roles to be administered by the Site Manager. Select the roles that are to be administered by the Site Manager instead of
the Study Manager, see Managing_users for more information.

7. Helpdesk Team. Manage the Helpdesk settings, see Assigning_a helpdesk for more information.

8. Viedoc Me. Select the options for Viedoc Me:

= Select whether the new application design should be used for training and/or production sites.
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= Select whether subjects should be forced to change their PIN code when they log in to Viedoc Me for the first time, and after the
clinic staff reset their PIN code.

Changing a PIN code is required when sharing access details via email or text message. To turn off this option, you
must uncheck both share access options, and instead share the access details via paper/PDF)

= Select whether access details (login info) should be sent to the subjects as email and/or text messages. If neither email or text
message is selected, the login info can only be shared to the participant via a PDF. Detailed information on how to share login
info with participants can be found in the Managing Viedoc Me lesson for clinic staff.

= Select whether reminders should be sent to the subjects as email and/or text messages. For reminders to be sent, at least one of
the options must be selected. For more information on how reminders are configured, see the section Setting Viedoc Me
remindersin Study workflow in Viedoc Designer User Guide.

= Select whether subjects should be allowed to change their contact information and reminder settings in Viedoc Me themselves.
Note: this option appears only if email and/or text reminders are enabled.

When changes have been made on this tab, a red exclamation sign will appear at the top of the settings tab. If you select the Save
Changes button at the top right of the window, the exclamation sign will disappear.

When studies are run with Viedoc Me in China and text message reminders are used, we need to have the message contents approved
by the underlying text message gateway providers, in order to comply with the Cyber Security Law of the Peoples Republic of China, so
that the text messages are allowed and come through to the trial subjects. After you have finalized the message contents, you will need
to contact your Viedoc representative and provide some details of the study so that we can get the approval. Please plan for one week
for your request to process. All system functionality works in the same way and if you're not looking at the URL, you won't notice the
difference between the Chinese and European instances.

When you select Show more options, the following options appear:
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e |+| Enable documentation and training €)

‘ ‘ Prevent access to Demo sites until mandatory documentation and training sections are confirmed.

\ \ Enable Viedoc Reports

Activation Password ()

_—__
e ——
@ File protection password ()

-—
e
@ ‘ ‘ Allow single sites to be in both modes (production and training mode) £
e ———————————
—_—————————————————————
@ ‘\/‘ Allow roles with Lock data permission to unlock forms submitted from Viedoc Me

————
‘ ‘ Allow Clinic users to change an automatically assigned event date
‘\/‘ Enable navigation to extended selection pages

‘\/‘ Enable subject edit lock only for users with edit permissions £
+" Enable item-level SDV )

|#| Enable role-based queries ()

‘ ‘ Allow user to override default output version in Data Export

Default output version

Latest Viedoc version

9. Enable documentation and training

« The option Enable documentation and training is selected by default for studies starting after the release of Viedoc 4.51 (May
2019).

\*/\ Enable documentation and training o

‘ ‘ Prevent access to Demo sites until mandatory documentation and training sections are confirmed.

When this option is selected, then:

= All documentation is set up in Viedoc Admin.

= The user can upload study specific documentation, set up eLearning guides and make them available to different
user roles, as well as set up mandatory documentation for user certification. This is described in detail in Setting up
user documentation and training.

= The eLearning settings are not available in Viedoc Designer. Instead, all the eLearning curriculums and additional
documentation is setup in Viedoc Admin.

= The option Prevent access to Demo sites until mandatory documentation and training sections are confirmed
becomes available. If selected, clinic users that are assigned mandatory documentation will not be able to launch the
study at all, not even in demo mode, until all mandatory documentation is read and signed. If deselected, clinic users
can launch the study only in demo mode until the mandatory documentation is read and signed. For more details, see
Setting up user documentation and training.

https://help.viedoc.net/c/331b7a/?print=ready 110/396


https://help.viedoc.net/c/331b7a/38419b/en/
https://help.viedoc.net/c/331b7a/38419b/en/
https://help.viedoc.net/c/331b7a/38419b/en/

12/2/25, 9:45 PM Viedoc Admin User Guide | Viedoc eLearning

= The option Enable documentation and training is by default for studies that started before the release of Viedoc
4.51.

Enable documentation and training

elearning title elLearning URL

When this option is deselected, then:
= All documentation is set up in Viedoc Designer. See eLearning settings for more information.
« The fields eLearning title and eLearning URL can be used for adding an additional curriculum to the eLearning
curriculums that have been set up for the study in Viedoc Designer, see Adding_an additional eLearning_curriculum
for more information.

10. Enable Viedoc Reports. When this option is selected, users with Reports permission are able to launch Viedoc Reports from the
Metrics feature.
11. Activation password. If a password is set, all study users (clinic roles and system roles) are required to enter that password to
access the study. This password is required only once, when the user accepts a role invitation and accesses the study for the first
time.
12. File protection password. If Attach form PDF is selected for an email copy of alert messages, there is an option to enable
password protection for the attached files. If a file protection password is set here, the attached form PDFs sent with the alert emails
will be password protected and the user receiving the email needs the password in order to open the file. Only study users with edit
rights for study settings, (the Organization Administrator and the Study Manager) can edit and save a password. Study users with
view permission (the Site Manager) can view the file protection password. The file protection password option is also available for
Japanese PMS studies.

If the option to enable file protection password is not set (the field is not filled in), the attached files will not be password
protected.
13. Allow single sites to be in both modes (production and training mode). If this option is selected, a site can operate as either a
production environment, a demo (training) environment, or both (that is, you can select between the two). This is used to invite users
to a training site before they go live. After the training, the site can be activated (that is, set to production).
14. Allow roles with Lock data permission to unlock forms submitted from Viedoc Me. When this option is selected, users with lock
permission can unlock forms submitted by subjects through Viedoc Me, so that the forms are open for data edit by for example the
Investigator. This option is automatically selected for all studies starting after the Viedoc release 4.48 in February 2019. For studies
that started earlier, this option is by default set to inactive, and can be selected manually.
15. Allow Clinic users to change an automatically assigned event date. If this option is selected, it is possible for the clinic users to
change automatically set event dates in the Event date form, if the date is based on the first data entry. The event date is not editable
if it is based on a form item. For more information, see Study workflow in Viedoc Designer User Guide.
16. Enable navigation to extended selection pages. When this option is selected, users can navigate between all the selection
pages that they have access to in Viedoc Clinic.
17. Enable subject edit lock only for users with edit permission. When this option is selected, multiple users without edit permissions
(for example, monitors and data managers) can, in Viedoc Clinic, work on the same subject that is being edited by a user with edit
permission (for example, an investigator or a study coordinator).
18. Enable item-level SDV. If this option is selected, users with SDV permission can apply SDV to individual items in a form. This
option is by default for studies that started the release of Viedoc 4.77. The option is by default for studies
that start the release of Viedoc 4.77.
19. Enable role-based queries. If this option is selected, it restricts, at study level, the approval of
the query resolution to the same user role who raised the query. This option is deselected by default for
studies that started before the release of Viedoc 4.80. The option is selected by default for studies that started after the release of
Viedoc 4.80.
20. Allow user to override default option version in Data Export, see Data export compatibility with previous Viedoc versions below
for more information.

31 PMS studies

In addition to the options described in the previous section, there are two settings available under Show more options for Japanese
PMS Studies.

1. Require Contract for booklet submission. This option is cleared by default. When this option is selected, there is the option to
link a booklet to one of the available contracts for that site in Viedoc Clinic at the time of submitting the booklet. You can choose
to make this option Mandatory or Optional - The default is Optional.

2. Require Responsible Investigator for booklet submission. This option is cleared by default. When selected, there is the option to
link the booklet to a Responsible Investigator at the time of submitting the booklet. You can choose to make this option
Mandatory or Optional - The default is Optional.

i »
«" | Require Contract for booklet submission
Mandatory
® | Opticnal
., r
[T Require Rezponzible Investigator for booklet submission i
Mandatory
® | Optional
\ r

3.2 Adding an additional eLearning curriculum

On the Settings tab, if Enable documentation and training is , the eLearning curriculums that clinic users have access to from
Viedoc Clinic are configured in Viedoc Designer. For details, see eLearning settings and Configuring roles in Viedoc Designer User Guide.

https://help.viedoc.net/c/331b7a/?print=ready 111/396


https://help.viedoc.net/c/e311e6/f967fb/en/
https://help.viedoc.net/lessons/restricted-system-lessons/admin/study-management/6870ff/en/?draft=1,e6WmYQAmboAhu5DZj47ee6VuB#eLearningSettings
https://help.viedoc.net/c/e311e6/2eae19/en/
http://help.viedoc.net/c/e311e6/f967fb/en/
http://help.viedoc.net/c/e311e6/bac6fa/en/

12/2/25, 9:45 PM

Viedoc Admin User Guide | Viedoc eLearning

If Enable documentation and training is selected, it is possible to add an additional curriculum from Viedoc Admin that clinic users can
access when launching the eLearning from Viedoc Clinic.

To add an additional curriculum:

1 In Viedoc Admin, select Study settings.
The Study settings pop-up opens.

2 On the Settings tab, scroll down to the bottom of the pop-up and select Show more options.

3 Enter the name of the curriculum you would like to add in the eLearning title field. Enter the URL to that curriculum in the
elLearning URL field.

4 Select Save changes.

The pop-up closes.

If a clinic user launches the eLearning from the landing page in Viedoc Clinic, a pop-up appears in which the clinic user can select which
elLearning curriculum he/she would like to view. The newly added curriculum is included in the pop-up.

A D

Welcome back T S
Admin  Designer
Access Account Recent activities
e o Last login abewi 2 howrsage Study Viedoc's demostudy site Karolinsk. 28 minwies.age

Number of logins 361

4 3 3 User level T Pro

2016-12-08

Study Viedoc's demostudy site Uppsala .. 28 minutes.age

Study Viedoc's demostudy site Sahlgrens.. 28 minwies.a0e

Active since Study Dynamic reference data site Uppsa

21daysage

Viedoc's demostudy \ §

6 sites

Documentation of Life

7 sites,

rLLL

0% complete

Dynamic reference data

£of

0% complete

Start new study

0% complete

DEMO MODE (D)

Viedoc's demostudy

Confirmatory validation of oral macimorelin as a growth hormone (GH) stimulation test (ST) for the diagnosis of adult
growth hormone deficiency (AGHD) in comparison with the insulin tolerance test (ITT)

Viedoc User Guide for Monitors

Text based eLearning for monitors.

Text based eLearning for site staff

<
- Viedoc User Guide for Site Users
T iedoc Clinic User Guide

3.3 Study access settings

On the Settings tab, in the Study access field, you can configure the password expiration time and activate two-factor authentication for all

users in the study.

3.31 Password expiration time

If a user has access to more than one study, the password settings for all studies are checked upon login. If the password expiration settings
for any of these studies dictate that the password is expired, the user is redirected to the Change password pop-up and is forced to change
his/her password. An internal message displayed on the Messages page in Viedoc Clinic will notify the user about the password expiration

time ten days in advance.

The password expiration time can be set to any value between 1day and 5000 days.
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3.3.2 Two-factor authentication

The use of two-factor authentication provides an extra security measure at login. After entering the user name and password, the user is
required to enter an authentication code that he/she received via text message or email to be able to login.

3.4 Data export compatibility with previous Viedoc versions

When exporting data, Viedoc offers the possibility to create a data export file that is compatible with files exported from previous versions of
Viedoc. The default Viedoc version that is used when exporting data can be set in Viedoc Admin.

3.41 Setting the Viedoc version to be used for data export

To set the Viedoc version to be used for data export:

1 In Viedoc Admin, select Study settings to open the study settings pop-up.

2 On the Settings tab, select Show more options.

* A demo study

Study settings

Here you can set settings for study.

Settings Date & time format Medical Coding Import ODM File

o ©Ongoing , FPA 2016-10-04 o Valid license 7
Full functionality. Ly
Study name Study Logo
A demo study Upload a file
Sponsor Code CRO Code
Reference ID E:gﬁtG_IF or JPG files of maximum 180 px width and 90 px
Study Type Sponsor Type Study Phase
Pharmaceutical - Clinical ] Pharmaceutical company i Phase Il
Therapeutic Area Expected number of subjects
Immunelogy/Infectious Diseases . 200
Study access
Password expiration time for all users in this study (values allowed are 110 3000} | 90 days
Require two-factor authentication for all users accessing this study
Clinic roles to be administered by Site Manager
Investigator CRC Coder Monitor Data Manager Sponsor Medical coder

Helpdesk team

' PCGHelpdesk  Britanica Helpdesk

Allow reminders in ViedocMe to be sent as

Email Text message

Show more options

@ PCG Solutions AB 2018 - Terms of Use - Privacy Policy
Viedoc™ version 4 42 6680.18569 [2018-04-16T08:59 UTC

3 Select the default export output version from the Default output version dropdown list.

Allow user to override default output version in Data Export

Default output version

Latest Viedoc version -
Latest Viedoc version

Viedoc 4.51

Viedoc 4.39

Viedoc 4.38

Show less options

©® PCG Solutions AB 2019 Terms of Use - Privacy Policy
Viedoc™ version 4.56.7268.24160 [2019-11-26T09:35 UTC]

https://help.viedoc.net/c/331b7a/?print=ready

113/396



12/2/25, 9:45 PM

4

Viedoc Admin User Guide | Viedoc eLearning

If you would like to allow clinic users to be able to override the default output version and select the output version themselves,
select Allow user to override default output version in Data Export. When this option is selected, clinic users can select the
export output version themselves. If this option is left deselected, clinic users can only export data in the output version
selected here.

Select Close to save the changes.

3.4.2 Available Viedoc versions

The Viedoc versions available in the Output version dropdown menu are only those versions in which changes to the data structure were

introduced.

As of Viedoc release 4.79, the following output versions are available:

Output version Changes in data structure

Latest Viedoc version When choosing Latest Viedoc version, the exported data will automatically

follow the structure of the latest Viedoc release in which changes to the data
structure were introduced.

Viedoc 4.79 Introduction of a number of changes to the ODM data export. See the table

below for details.

Viedoc 4.77 For studies where item-level SDV is enabled, when exporting review status, the

SDV sheet in the CSV and Excel data exports will include only the items that
require SDV and are visible to the user. On the Review status sheet, items that do
not require SDV are indicated with N/A.

Viedoc 4.68 Introduction of pdf archive export system check which splits the archive into one

pdf file per subject and stores resultant PDF in a zip file.

Viedoc 4.67 Introduction of two new columns for approving medical coding: "approved by"

and "approved on date”.

Viedoc 4.51 Introduction of three new form repeat keys and the table of contents in the PDF

export, see the table below for details

Viedoc 4.39 Introduction of repeating forms and recurring events, see the table below for
details.
Viedoc 4.38 Original output format (Viedoc versions 4.38 or older).
In , the following changes to the export output were introduced:

File
type

ODM

ODM

Changes in the export output format

Introduction of support for partial datetime, date, and time. This is now the default type when exporting designs and data in
ODM format. Partial dates as per the ISO 6801 standard are written up to the most detailed value available.

This makes the export compliant with CDISC ODM.

When exporting a design to ODM, multi-selection code lists are handled as follows:
Checkbox item definitions are split by code list items.

= During metadata export, checkbox ItemDef is replaced with one for each code list item.
= For clinical data export, the comma-separated values are replaced for the checkbox with temData for each
respective value.

For example, when splitting a checkbox ItemDef with OID="CHK" and code list IDs "Yes" and "No", the split checkbox ltemDefs
will have the OIDs "__CHK__Yes" and "__CHK__No", respectively. That is, the original OIDs and the code list IDs are prefixed with
two underscore characters and separated by two underscore characters.

In Viedoc Designer, checkbox items are exported as multiple temDefs - one for each selection value. In Viedoc Clinic and the
Viedoc API: In the latest export version, checkboxes are exported as separate items for metadata and clinical data. In

previous export versions, checkboxes are exported as one item.

This has been introduced to be compliant with CDISC ODM.
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ODM

ODM

ODM

ODM

ODM

ODM

ODM

ODM
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Changes in the export output format
Bug fix: In the ODM data export, the content of the Question element for study event items and booklet forms was not
complete. According to the CDISC standard, the element should include one of the TranslatedText attributes. This is now

solved, and the Question element is populated with a string related to the corresponding OID.

This is applied to all export versions.

Bug fix: In the ODM data export, the MeasuremetUnit.Name contained HTML code, making it non-compliant with the CDISC
standard. This is now solved, and the HTML code is removed from the name.

This is applied to all export versions.

Bug fix: In the ODM data export, the translated text was missing for meta.Protocol.Description.TranslatedText. This is now
solved, and the body is populated with the protocol name, as visible on the design overview page.

This is applied to all export versions.

Bug fix: In the ODM data export, the Length attribute was incorrect, making it non-compliant with the CDISC standard. This is
now solved, and Length is populated as per the ItemDef data type.

This is applied to all export versions.

Bug fix: In the ODM data export, there was a mismatch between the item data type and the code list data type for
checkboxes. This is now solved, and the checkbox data is split into different items, in the same way as for CSV and Excel
exports.

This is implemented in a new export version, version 4.79.

Bug fix: In the ODM data export, the study OID and ClinicalData didn't respect the Production/Demo mode for sites. This is
now solved, and the study OID and ClinicalData are populated based on the Production/Demo mode of the exported study.

This is applied without a new export version.
Bug fix: In the ODM data export, non-repeating forms included a repeat key, making the ODM data export non-compliant with
the CDISC standard. This is now solved.

This is implemented in a new export version, version 4.79.

Bug fix: In the ODM data export, the KeySet elements had an unregistered value for the IltemOID attribute, making the ODM
data export non-compliant with the CDISC standard. This is now solved, and the KeySet elements reference items within the
same MetaDataVersion.

This is implemented in a new export version, version 4.79.

Bug fix: In the ODM data export, the attribute OrderNumber of the element StudyEventRef was not valid with respect to its
type, integer. This is now solved, and StudyEventRef elements have unique and non-empty consecutive order numbers.

This is applied to all export versions.

Bug fix: In the ODM data export, there was a data type mismatch between CodeList and ltemDef, making the ODM data
export non-compliant with the CDISC standard. This is now solved by always having a matching data type between ItemDef
and Codelist.

This is applied to all export versions.
Bug fix: In the ODM data export, the element MeasurementUnitRef had an unregistered value for the MeasurementUnitOID

attribute, making the ODM data export non-compliant with the CDISC standard. This is now solved, and measurement units
not referenced in any MetaDataVersion are not included in the ODM data export.

This is applied to all export versions.
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Excel
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Changes in the export output format
Bug fix: In the ODM data export, the Alias names were not correctly populated. This is now solved, and any code list item
aliases with empty names are removed at import and export - and the Alias names are populated with the context values.

This is applied to all export versions.

Bug fix: In the ODM data export, the SAS field name and the SAS dataset name were not populated. This is now solved, and
the SAS field name is populated based on the ltemDef OID, and the SAS dataset name is populated based on the
FormDefOID, which means that the OIDs are SAS-compliant. There is an option for this in the data export.

This is applied to all export versions.

Bug fix: In the ODM data export, revisions linked to study events and revisions linked to forms requiring approval of the new
design revision were not included. This is now solved.

This is applied to all export versions.

Bug fix: In the ODM data export, alerts had repeating order numbers. This is now solved, and the order numbers for all study
settings alerts in Viedoc Designer are removed.

This is applied to all export versions.

Bug fix: In the ODM data export, the item group containing the reference data items was not added to the MetaDataVersion.
This is now solved.

This is applied to all export versions.

, the following changes to the export output were introduced:

Changes in the export output format

Addition of three columns for the new form sequence numbers introduced:

= SubjectFormSegNo - Counter that uniquely identifies the instance of a specific form on a subject
level, that is, it starts with 1 and is incremented each time a new instance of the form is created for
that subject.

«  OriginSubjectFormSeqNo - For acopied form instance, it identifies the form instance from which
data was copied for the first time. For the first instance of the form (that is, not copied) it gets the
value of the SubjectFormSegNo .

= SourceSubjectFormSeqNo - For acopied form instance, a counter that identifies the source of a
copied form instance (the form instance the data was copied from). It gets the value of the

SubjectFormSegNo from which the form instance was copied. For the first instance of the form
(that is, not copied) it is empty.

Three new form sequence numbers were introduced, as Viedoc extensions: v4:SubjectFormSeqNo ,
v4:0riginSubjectFormSeqNo and v4:SourceSubjectFormSeqNo ,withinthe FormData ,right after the
FormRepeatKey .

A table of contents was added to the PDF archive, starting on page 2 of the file.

, the following changes to the export output were introduced:

Changes in the export output format

Addition of a column for Form sequence number ( FormSeq ) that contains the FormRepeatKey .

The FormRepeatKey now contains the activity ID as well, in the following format: FormRepeatKey$ActivityId .The
ExportVersion attribute has been added to the ODM.

The summary formats are used to display the event and form names.

4 The Date &time format tab

On the Date & time format tab, you can edit the format of date and time used in all fields displaying a date or a time in Viedoc.
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Study settings

Here you can set settings for study.

Settings Date & time format Medical Coding Import ODM File
Date culture

User selected language

Date pattern

dd MMM yyyy 16 Apr 2018

Unknown day pattern

MMM yyyy Apr 2018

Unknown month pattern

yyyy 2018

Date & time pattern

dd MMM yyyy HH:mm 16 Apr 2018 10:59

Time pattern

HH:mm 10:59

@ PCG Solutions AB 2018 - Terms of Use - Privacy Policy
Viedoc™ version 442 6680.18569 [2018-04-16T08:59 UTC]

You can edit the date and time format in two different ways:

= By selecting a language from the Date culture dropdown list on the Date and time format tab. Dates and times will then be

displayed in the format that is used in the selected language.
= By directly entering a pattern in one or more fields on the Date and time format tab.

You can choose one of the following formats:

Date/time format Description

dd Two-digit day of the month

d One-digit day of the month

MMMM Name of the month fully spelled

MMM Abbreviated name of the month (three letters)
MM Two-digit number of the month

yyyy Four-digit year

yy Two-digit year

HH Two-digit 24-hour time

H One-digit 24-hour time

hh Two-digit 12-hour time (use in conjunction with tt)
h One-digit 12-hour time (use in conjunction with tt)
mm Two-digit minutes

ss Two-digit seconds

tt am or pm

You can configure the following date and time fields:

https://help.viedoc.net/c/331b7a/?print=ready
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15

30

am

117/396



12/2/25, 9:45 PM Viedoc Admin User Guide | Viedoc eLearning

Date field Description

Date pattern* Format for dates, in cases where day, month and year to be entered are known
Unknown day pattern Format for dates, in cases where only the month and year to be entered are known
Unknown month pattern Format for dates, in cases where only the year to be entered is known

Date & time pattern* Format for dates, in cases where both date and time are to be entered

Time pattern* Format for times

*For studies that use the Viedoc eTMF application, the patterns set in Viedoc Admin will be inherited by the eTMF application.
The date and time formats set in Viedoc Admin to be used throughout the study do not apply to Viedoc Me.

After you have edited the date and time format, select Save changes to save the settings and close the pop-up.

5 The Medical Coding tab

On the Medical Coding tab, you can attach medical coding dictionary instances to medical coding scopes. There is also an option for
enabling or disabling auto coding. For more information about the medical coding settings, see Managing medical coding_dictionaries.

6 The Import ODM file tab

On the Import ODM file tab, you can upload and import ODM files. For more information on how to upload an ODM file, see Importing data
from ODM file.

7/ The Documentation tab

On the Documentation tab, you can manage the documentation and training sections. For detailed information about the documentation
and training, see Setting up user documentation and training.

This tab is visible only if the option Enable documentation and training is selected in Study settings.

8 ThelLogstab

On the Logs tab, you can generate and download an Admin audit trail report in Excel format.

The Admin audit trail report contains information about all settings and changes of study settings that have been made by authorized users
in Viedoc Admin.

If the report has already been generated, you can download the latest generated report or regenerate it.

% 2022 - Demo Study Close

Study settings

Here you can set settings for study.

Settings Date & time format Medical Coding Import ODM File Documentation

Admin audit trail report
Download 2022-08-09 08:41:35 | Regenerate

© Viedoc Technologies AB 2022 Terms of Use - Privacy Policy
Viedoc™ version 4.72 8258.11291 [2022-08-11T08:40 UTC]

For more information about the report, see Admin audit trail report.
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Setting up user documentation and training

Setting up user documentation and training

Published by Viedoc System 2020-01-30

1. Introduction
11 For ongoing studies started before Viedoc release 4.51
1.2 For new studies starting_after Viedoc release 4.51
1.3 Overview of Documentation page
2. Managing training sections
2.4 Adding_a new section
2.5 Editing_an existing_section
2.6 Archiving/Restoring_a section
2.7 Deleting a section
3. How it looks in Viedoc Clinic
4. Users not certified

1 Introduction

If the Enable documentation and training option is checked under Study Settings (see General study settings), a separate Documentation
section is available in Viedoc Admin under Study Settings, that allows to:

= Make the Viedoc eLearning curriculums available for clinic users.
= Enable site user certification, by setting up mandatory documentation to be read and signed by the users.
= Add new URL(s) or upload file(s) and make them available to clinic users.

11 For ongoing studies started before Viedoc release 4.51
If the Enable documentation and training option is checked under Study Settings in Viedoc Admin for ongoing studies (started before
Viedoc release 4.51), any already configured eLearning sections in Viedoc Designer will not be available anymore. Instead, these can be

copied and transferred from Viedoc Designer to Viedoc Admin, by clicking the link that is available when accessing the Documentation
page, as illustrated below:

x A Demo Study

f

Study settings

Here you can set settings for study.

Settings Date & time format Medical Coding Import ODM File Documentatior
0 active - 0 archived sections € Add a new section
Section Target sites Mandatory for Optional for

No sections yet] Click herelif you wish to copy sections from your old
elearning settings.

This operation can be performed only:

= if there were existing eLearning sections defined in Viedoc Designer before selecting the Enable documentation and training
option under Study Settings in Viedoc Admin, and
= before any new sections are added in Viedoc Admin under Documentation.

As a result, the existing eLearning sections from Viedoc Designer are copied and listed under the Documentation tab and can be further
configured (that is, assigned to specific roles/sites), as described later in this lesson.

1.2 For new studies starting after Viedoc release 4.51

For new studies, starting after Viedoc release 4.51in May 2019, the following 5 role-based Viedoc eLearning curriculums for site staff are
provided by default as training sections:
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Viedoc eLearning curriculum

Viedoc User Guide for Site Users

Viedoc User Guide for Monitors

Viedoc User Guide for Data Managers

Viedoc User Guide for Project Managers

Viedoc User Guide for Medical Coders

Viedoc Admin User Guide | Viedoc eLearning

Viedoc User Guide for Supply Managers (for Logistics)

Viedoc PMS User Guide for Clinic Side Users

Viedoc PMS User Guide for Sponsor Side Users

Section URL
https://help.viedoc.net/c/94d6f0
https://help.viedoc.net/c/c63e06
https://help.viedoc.net/c/1994d8
https://help.viedoc.net/c/04361f
https://help.viedoc.net/c/3108de
https://help.viedoc.net/c/4a40d5/
https://help.viedoc.net/c/91715f

https://help.viedoc.net/c/590df1

In order to make these curriculums available for the different clinic roles, you need to edit each of the training sections, as described in
section Editing_a training section below.

1.3 Overview of Documentation page

The Documentation tab under Study Settings provides a list of all the existing sections, as illustrated in the following image.

A training section is a piece of documentation (either a file or an URL) that can be made available (as optional or mandatory) for specific
user roles within specific sites, as instructed in Managing_training_ sections below.

x User Certification

Study settings

Here you can set settings for study.

Settings Date & time format

Medical Coding

7 active - 0 archived sections

Section

Study Protocol

CRF Completion
Guidelines

Viedoc User Guide for
Site Users

Viedoc User Guide for
Monitors

A @ ol @ NE

Viedoc User Guide for
Data Managers

On the top bar you can see:

Target sites

All sites

All sites

Demo Site

Demo Site

Demo Site

Import ODM File

Mandatory for

Allroles

Monitor

N

0 Add a new section

Optional for

Investigator

Investigator

Monitor

Data Manager

OO0 0

= to the left - a summary of the total number of sections as well the number of archived sections.
= to the right - the plus-icon for adding a new section. See Adding_a new section below.

For each section in the list the following information is provided:

= Section - the icon illustrating the section type, as listed in the table below, followed by the section name as set when adding or

editing the section (see Editing_a section below). By clicking the section name link you can open the respective file/URL.
= Target sites - the site(s) the section is set for.
= Mandatory for - the roles for which the section is set as mandatory.

= Optional for - the roles for which the section is set as optional.

= Edit section - the tools icon link that allows you to open the section page where you can edit/archive/delete the section. See

Editing_a section bel

Oow.

The section icons for various types of files/URLs used are listed in the table below:

Icon Description

iy N

@ URL (other than Viedoc eLearning, mentioned above)

URL to Viedoc eLearning system
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Icon Description

@ PDF file
f

Word document
Excel file
Power Point file

Other file type than the ones mentioned above

2 Managing training sections
2.1 Adding a new section

To add a new section, follow the steps below.
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1 Click Add a new section link on the top right of the Documentation page. The Add a new training section page is displayed.

3% User Cricain

Add a new training section

Manage training section settings here

Section URL or file

Upload a file
Section title Priority
8 /8

Description

Target sites

Select site group(s) or site(s)

Require signing for following roles

Select role(s)

Require re-signing after # of days | 365

Optional for following roles

Select role(s)

Here you can set the following:

= Section URL or file - mandatory
- if you want to add a link, just type in the URL
- if you want to add a file, click Upload a file to the right, browse for the file and add it.

= The restricted file formats are listed in Blacklisted file formats chapter in this lesson.

» The maximum file size is 100MB. The size of the uploaded files is counted in the total amount of data
used by a study, that can be monitored in Viedoc Admin on the Studies overview page and on the
Study page - Used data storage.

= Section title - type in the section title that will be displayed both in the Documentation page in Viedoc Admin under
Study Settings, as well as in Viedoc Clinic. This field is mandatory.

= Priority - the number that defines the position of the section in the list displayed under the Documentation page,
from 1 (first position in the list) to n (last position in the list), where nis the total number of sections. By default, this is
set to the last position (n). This field is mandatory.

= Description - additional descriptive text for the section, that will be displayed in Viedoc Clinic under Documentation
&training, as illustrated in section How it looks in Viedoc Clinic. This field is optional.

= Target sites - click and select the site(s) or site group(s) that the clinic user shall have access to in order to see the
section in Viedoc Clinic. If a site group is selected (including A/l sites), the site(s) added to the group in the future will
also get access. If empty, the section will not be displayed in Viedoc Clinic under Documentation &training, as
illustrated in section How it looks in Viedoc Clinic. This field is optional.

= Require signing for following roles - click and select the clinic roles that will have the section as mandatory
reading in Viedoc Clinic. If you select All roles, the clinic roles added in the future will also get the section as
mandatory reading. If empty, the section will not be displayed in Viedoc Clinic under Documentation & training >
Mandatory section. This field is optional.

Users to whom mandatory documentation is assigned will not be able to launch the study (except
for demo mode, depending on the study settings, see General study settings) until the user has read and signed
all the mandatory documentation.

= Require re-signing after # of days - if checked, a new signature is required in Viedoc Clinic after the specified
number of days (default is 365) from the previous signing date. If the checkbox is selected, the number of days is
mandatory. This field is optional and unchecked by default.

= Optional for following roles - here you can add reference documentation for your study that will be available for
clinic users. Click and select the clinic roles that will have the section as optional reading in Viedoc Clinic. If you
select All roles, the clinic roles added in the future will also get the section as optional reading. If empty, the section
will not be displayed in Viedoc Clinic under Documentation and training > Optional sections. This field is optional.

2 Click Add section on the top right of the page. The section will be added to the list under the Documentation page.

2.2 Editing an existing section

To edit an existing section, follow the steps below.
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Click the toolbox icon to the right of the section in the list:

CRF Completion

Guidelines All sites Monitor Investigator

The edit section page opens.

Perform the changes you need and click Save changes in the the top right of the page. You can edit all the fields, except for the
Section URL/file. For a detailed description of the fields, see Adding a new section.

2.3 Archiving/Restoring a section

Itis possible to archive an existing section, for versioning purposes. For example, if we have an existing section with the study protocol file
(version 1), and, at some point, we get an updated version of the file (version 2) that we want to make accessible for clinic users. In this case,
we would archive the section that contains the version 1 of the file and would add a new section where we upload the version 2 of the study

protocol.

An archived section will no longer be accessible in Viedoc Clinic under Documentation & training (as illustrated in section How it looks in
Viedoc Clinic). An archived section can be restored at any time, becoming accessible again in Viedoc Clinic, according to the settings made
for the section.

To archive an existing section, follow the steps below.

1

Click the toolbox icon to the right of the section in the list:

CRF Completion
Guidelines

Monitor Investigator

The edit section page opens.

https://help.viedoc.net/c/331b7a/?print=ready

123/396



12/2/25, 9:45 PM Viedoc Admin User Guide | Viedoc eLearning
2 Click Archive:

Edit 'CRF Completion Guidelines’

Manage training section settings here

!g CRF Completion Guidelines.pdf CrEinE
/ Section last modified 2019-04-09T13:54:40 by Demo User (317) @

The edit section page closes and the section is displayed as Archived in the list under the Documentation tab:

CR.F Cc_jmptenom Archived Monitor Investigator @
Guidelines

An archived section will no longer be accessible in Viedoc Clinic. An archived section can be restored at any time, becoming
accessible again in Viedoc Clinic, according to the settings made for the section.

To restore an archived section, follow the steps below:

1 Click the toolbox icon to the right of the archived section in the list:
CRF Completion . 5 N
Guidelines Archived Monitor Investigator
The edit section page opens.
2 Click Restore:

Edit 'CRF Completion Guidelines’

Manage training section settings here

K CRF Completion Guidelines.pdf FEmme
g Archived 2019-04-10T10:10:05 by Demo User (317)

The section will be restored and become accessible again in Viedoc Clinic, according to the section settings.

2.4 Deleting a section

It is possible to delete an existing section. Deleting a section cannot be undone, so if you need to re-use the section, you might want to
archive it instead (see Archiving/Restoring_a section above). An archived section can be restored afterwards, while a deleted section will be
completely removed. Therefore, if you like to keep a history over the documentation versions that have been available for reading
throughout the study it is recommended to archive instead of deleting.

A deleted section will no longer be visible in Viedoc Clinic.

To delete an existing section follow the steps below:
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1 Click toolbox icon to the right of the section in the list:

CRF Completion
Guidelines

All sites Monitor Investigator

The edit section page opens.

2 Click Delete this section in the bottom of the page:

A confirmation pop-up is displayed.

Click Confirm to delete the section, or Cancel to return to the edit section page without deleting.

Delete section | Cancel |

The delete action cannot be undone, while archived
section can be restored. Are you sure you want to

continue deleting this section?

Confirm

3 How itlooks in Viedoc Clinic
For example, if we have the following sections defined in Viedoc Admin under Study Settings > Documentation:
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Study settings

Here you can set settings for study.

Settings Date & time format Medical Ceding Import ODM File Documentation
4 active - 0 archived sections ) Add 2 new section
Section Target sites Mandatory for Optional for
* Study Protocol All sites All roles @
[
CRF Completion 5 B
g Guidelines All sites Monitor @
» Informed Consent Form  All sites Investlgator,PTOJect 6
F Manager,Monitor
i N VledQc User Guide for Demo Site Monitor 6
Monitors

The user having the Monitor role for the Demo Site, will see in Viedoc Clinic, on the Study Start page, under Documentation and training,
the following:

O = B o B E

Documentation & Training

Before getting access to the study, please read all mandatory sections below and mark them as “Read & Understoed". Once confirmed, Viedoc
will generate a certificate of your completed training. Enjoy your trial!

Mandatory sections Optional sections
Section Read & Understood at Informed Consent Form
g The latest version of the Informed
Study Protocol Read & Understood Consent Form, dated 2019-03-14
H Latest version of the study protocol
& Viedoc User Guide for Monitors
CRF Completion Guidelines Read & Understood

Text based elLearning for monitors.
‘ Study-specific instructions for CRF completion

For more details about the Documentation and training section in Viedoc Clinic, see Documentation and Training.

4 Users not certified

The clinic users having mandatory documentation assigned who have not read and signed all the mandatory documentation yet, are
displayed in the user listings in Viedoc Admin with the status Not certified. For details about user status see Managing_ users.

Information on which users have been certified, for which roles and which sections, is also included in the 'Log of users and roles' PDF report
that can be downloaded from Viedoc Admin, as described in Managing_users.
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Managing users

Managing users

Published by Viedoc System 2024-10-10

1. Introduction
11 Important information about signatures
1.2 About roles in Viedoc
1.21 Two types of roles
1.2.2 System roles
1.2.3 Clinic roles
1.3 About the study users
1.3.4 Overview of users in the organization/study/site
1.3.5 Users
1.3.6 Study crew
1.3.7 Site users
1.3.8 Viedoc skill level
1.3.9 User status
1.4 User settings
1.5 User report
1.510 Log of users and roles in PDF
1.5.11 User administration log in Excel
1.512 Communication log_in Excel
1.5.12.1 User-specific information
1.56.12.2 Study-specific information
1.6 System site groups
2. Step-by-step guides for the Study Manager
2.7 Assigning_users to system roles and/or clinic roles
2.8 Resending the invitation to a user
2.9 Removing_ access to a role
210 Unlocking_a user account
211 Delegating_ user management to the Site Managers
212 Downloading the user logs
3. Step-by-step guides for the Site Manager
3.13 Assigning_ users to clinic roles
3.14 Removing_a user
3.15 Unlocking_ a user account

This lesson describes the types of roles that are supported by Viedoc, how to assign roles to users and where to view the users that have
access to a study, and their user details. The instructions are intended for and

1 Introduction
11 Important information about signatures

The Study Manager should, in cooperation with the Site Manager(s), ensure that all users of Viedoc are informed, and certify that all
electronic signatures created in the system are intended to be the legally binding equivalent of a traditional handwritten signature.

In Viedoc, the purpose/meaning of a signature is always “responsibility” as used in Sec. 11.50 of Food and Drug Administration (FDA) 21 Code
of Federal Regulations (CER) part 11. The signer is thereby acknowledging his/her responsibility for the entered data. Viedoc keeps account
of what was signed, who signed it, and when the signature was performed.

1.2 About roles in Viedoc

1.21 Two types of roles
Viedoc supports two different types of roles.

are roles that are predefined in the system and give access to Viedoc Admin or Viedoc Designer, see System roles.

1.
2. are roles that are study-specific and give access to Viedoc Clinic, see Clinic roles.
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The Organization Administrator invites the Study Manager. The Study Manager can assign users to system roles and clinic roles. The Study
Manager can also delegate the management of clinic roles to the Site Manager.

1.2.2 Systemroles

The system roles are predefined in Viedoc, they cannot be adjusted for your study. The system roles give access to various features in
Viedoc Admin or Viedoc Designer.

The following system roles are available.

Role

Organization
Administrator

Study Manager

Designer

Site Manager

Unblinded Statistician

Dictionary Manager
Reference Data
Source Manager
APl Manager

eTMF Manager

Design Impact Analyst

Description

The Organization Administrator is responsible for all projects within the organization. The Organization
Administrator initiates projects, and assigns Study Managers to every project in Viedoc Admin.

The Study Manager assigns roles to users, adds sites to the study and applies study designs to the sites in
Viedoc Admin. For a typical clinical trial, the role of Study Manager in Viedoc is assigned to the project
managet.

The Designer builds the study in Viedoc Designer.

The Site Managers are appointed by the Study Manager and use Viedoc Admin to assign clinic roles to site
users. For a typical clinical trial, the role of Site Manager in Viedoc is assigned to the Clinical Research
Associate (CRA).

The Unblinded Statistician manages the randomization lists in Viedoc Admin. This role is only used for
randomized studies, when it is necessary to have control over who has access to and can manage the
randomization lists.

The Dictionary Manager uploads medical coding dictionaries.

The Reference Data Source Manager manages the reference data sources at study level. The Reference
Data Source Manager can also delegate the management of data sources at site level to the Site manager.

The Application Programming Interface (APl) Manager has access to the API settings and performs the API
configurations. Complete instructions on how to configure the APl are provided in Viedoc API.

The eTMF Manager manages the eTMF application in Viedoc Admin. The eTMF Manager maps Viedoc Clinic
roles to eTMF roles. The eTMF Manager also has permission to manage the eTMF structure in Viedoc eTMF.

The Design Impact Analyst can run an impact analysis in Viedoc Admin. A user with the role can see what
impact a new design revision will have on existing form instances before applying the revision.

Note! Before you invite a user with this role, read Design revision impact analysis to understand in which
scenarios the design revision impact analysis report might reveal blinded information.
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One organization can have more than one Organization Administrator. One study can have more than one Study Manager, Designer,
Unblinded Statistician, Dictionary Manager, Reference Data Source Manager and APl Manager. One site can have more than one Site
Manager.

1.2.3 Clinic roles

The clinic roles, and the rights that belong to these roles, can be set up in the study design in Viedoc Designer. They are study-specific and
give access to Viedoc Clinic. Clinic roles are assigned to site users by the Study Manager or the Site Manager. Each study can have an
unlimited number of clinic roles.

Examples of clinic roles are:

= Investigator

» Study Nurse

« Study Coordinator
= Data Manager

= Medical Coder

1.3 About the study users

1.31 Overview of users in the organization/study/site

Alist of users can be viewed at the following three places:

x’ Users ‘) Add a new study

Viedoc's demostudy 3 Study settings
g Randomization is on Check for available slots, append existing or add new lists.

Medical coding. Create and edit instances, upload files

API configuration Add and edit APl clients, view data history.

5% Reference data source{s). Manage contact information, design scopes, and applicable sites. g

Study crew 6 -JStudy design

Multiple designs in use

Study Sites Sites Countries Site users
# Site name 0 Code Country Effective Design Production Users )
1 HKarolinska Institute Stockholm Kl SE DemoStudyDesign 4.0 1/6 Mg
2 Uppsala University Hospital uu SE DemoStudyDesign 7.0 1/6 g
3 Helsinki University Hospital HU Fl DemoStudyDesign 4.0 1/5 6
4 University College Hospital London cL GB DemoStudyDesign 6.0 1/5 6
5 ?Dr:ll?e‘:';j‘r; University Hospiral 5G SE DemoStudyDesign 3.0 1/6 8 .

Add a site to this study

. On the Users page. This page displays a list of users assigned to any role in any study within the
. In the Study crew window. This window displays a list of all users assigned to a system role in the
. On the Site users tab of the site settings window. This tab displays a list of all users assigned to a clinic role within that specific

All three user lists only display the users and roles you have permission to manage (invite or remove). If you are a Study Manager, you
can also see the Organization Administrator. If you are a Site Manager, you can also see the Study Manager. However, in both cases you
cannot invite users to these roles or remove these roles from users.
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1.3.2 Users

\/\' Studies U sers o @ Invite Organization users

9 users
User Study and site Role Skill level Status
x 9
Dr. Demo (383) Viedoc's demostudy Dictionary Manager w \/ 6
Multiple sites + 3 other roles
Dr. Investigator (490) Viedoc's demostudy Investigator ey 2 @
Multiple sites + 1 otherroles @ M
(294) Multiple studies Study Manager 6
Multiple sites + 3 other roles @ v
(296) Viedoc's demostudy ey
Multiple sites Investigator < ﬂ @
Technical Writer (304) Multiple studies Qrganization Admin @ V 6
Multiple sites + 10 other roles
Technical Writer (305) ° 6
TW CN (371) ° 6
Viedoc Admin (90] QOrganization Admin @ V 6

1t Tothetwop

The Users page lists all users within the organization, and displays the following information:

= Name of the user

= User ID (in parentheses behind the user's name)
« E-mail address

« Study/studies and site(s) the user has access to

= Role(s) assigned to the user

« Viedoc skill level of the user (see Viedoc skill level)
= Status of the user (see User status)

If a user has no approved roles, because the invitation is still pending or rejected, or because the roles have been removed, only the user's
e-mail address is displayed and all the other fields remain empty.

On this page, you can (see image):

1. Search for a specific user among all users within the organization by entering the user’s name or e-mail address in the search
field

2. Sort the list of users by name, status or date of creation
3. Group the list of users by study by selecting Studies in the Group by field

4. Invite organization users (only available for the Organization Administrator)

1.3.3 Study crew

Y& Viedoc's demostudy

Study crew

Here you can view admins for the study and/or invite more pecple

Study crew Add study users

User Role Since ¥ Skill level Status

Technical Writer (304) Study Manager 04 . 6 -
Dosianer 2018-04-100849 %, v

Dr. Demo (383) Dictionary Manager  2018-04-27 08:04 ool v 6
Study Manager

(294) Reference Data Source 2018-05-02 14:36 @ \/ 6

Manager
Dictionary Manager  2018-05-15 08:32 ? @

™~
The Study crew window lists all users in the study that are assigned to a system role, and displays the following information:
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= Name of the user

= User ID (in parentheses behind the user's name)

« E-mail address

= Role(s) assigned to the user

= Date and time the user has been invited to that role (if the invitation is still pending) or has access to that role (if the invitation has
been accepted)*

« Viedoc skill level of the user (see Viedoc skill level)

= Status of the user (see User status)

*If the user has multiple roles, the date and time of invitation or acceptance of the first role that gives access to that site is displayed.

You can sort the users by name, role, date of (accepted) invitation and status. To sort the users, click on the column headers, or click on the
arrows to the right of the column header. You can sort the users in ascending and descending order.

1.3.4 Site users

x Viedoc's demostudy

Uppsala University Hospital

Here you can modify site details and/er invite users to site.

Details Site users Add users
User Role Since (UTC) Skill level Status
Technical Writer (304) Site Manager 2018-05-1509:18 o e
+ 1 otherroles uTc = V
Dr. Demo (383) Data Manager 2018-05-1509:23 2> e
uTtC .
(294) . 2018-05-15 09:21 o
Medical Coder UTC 6 \/ e
Dr. Investigator (490) Investigator 2018-05-1509:21 s =
+ 1 other roles uTc 6 V 6

The Site users tab in the Site settings window lists all users with clinic roles that have access to that site, and displays the following
information:

= Name of the user

= User ID (in parentheses behind the user's name)

« E-mail address

= Role(s) assigned to the user

= Date and time the user has been invited to that role (if the invitation is still pending) or has access to that role (if the invitation has
been accepted)*

« Viedoc skill level of the user (see Viedoc skill level)

= Status of the user (see User status)

*If the user has multiple roles, the date and time of invitation or acceptance of the first role that gives access to that site is displayed.

You can sort the users by name, role, date of (accepted) invitation and status. To sort the users, click on the column headers, or click on the
arrows to the right of the column header. You can sort the users in ascending and descending order.

1.3.5 Viedoc skill level

The Viedoc skill level gives an indication of how experienced the user is in using Viedoc. It is based on the number of logins by that user.

Skill level Icon Description
Rookie <20 logins
Semi-pro 21-100 logins
)
o0

Pro 101-1000 logins

oo
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Icon Description
>1000 logins
o0
et

The status of the users is displayed in the status column:

Status

Online

Offline

Pending

Pending
certification

Rejected

Locked out

Removed

Icon

V

e

Description

The user is currently logged in to Viedoc, and has no pending invitations.

The user is currently not logged in to Viedoc, and had no pending invitations.

The user has at least one pending invitation to a role. The question mark is displayed even if the user

has accepted invitations to other roles.

The user has mandatory documentation assigned that was not confirmed as read & understood.

The user has rejected all invitations to roles. The user has never had access to the study.

The user is locked out from Viedoc (the user has entered the wrong password three times in a row).

The user has had roles in the study before, but has currently no roles left.

For the Users page (see Users), the following applies:

If the users are not grouped by study, the user's status symbol will reflect the overall status in all studies you have access to. That means, if
the user has one pending invitation in one of the studies, the status will be pending and a red question mark will appear. If the users are
grouped by study, the status symbol will reflect the status per study. That means that a user's status can be pending in one study, and logged

inin another study.

1.4 User settings

To view the details of a specific user, click the toolbox icon behind the name of that user in any of the previously described user lists. The
User Settings window opens:

x User Settings Close
Dr Investigator (1714) Offine @8 Rookie
— - - -
Studies and Roles Authentication Log Reset Password Communication Log
User name
testuser@r.com
First name Last name Display name
Dr Investigator Dr Investigator (1714)
Phone
46712345678
Street address City
Main Street 101 Uppsala
Postal code Country State
SE
Delete user from this organization
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The User Settings window displays the name and email address of the user, the user ID (in parentheses), the status and the skill level. You
can perform the following actions:

.On the Details tab, you can view the user's name and contact details.

. On the Studies and Roles tab, you can view a list of all roles and sites the user has access to, including the date and time of
invitation/acceptance of that role. The roles are grouped per study. You can delete roles by clicking the trash can icon next to the
role.

. On the Authentication log tab, you can view a list of logins by the user, including date and time, the IP address, and the browser
that was used. The number of displayed entries is limited to the latest 100 logins.

.On the Reset Password tab, you can reset the password for that user, if the user has forgotten their password and does not have
the phone number that can receive a text message or a secondary email address. Viedoc will send a notification to the user with a
link to create a new password.

The authentication code will be required if the user wants to reset their password using the Forgot your password? link on the
login page. The authentication code is sent to the phone number the user set to receive text messages or to the user's secondary
email address. If neither of these options are selected, the user needs to contact their Study Manager to receive a link to reset their
password.

On the Communication Log tab, you can view the latest 20 communication logs for a user and download an Excel file with the
complete user-specific Communication Log containing information about email and SMS communication to study users. All users

with access permissions (Study/Site Managers) to the User settings in Viedoc Admin can access the Communication Log.

Email and SMS communication logs before the Viedoc 4.70 release are available, however these do not have the same level of
detail.

1.5 Userreport

For each study, you can download user logs in PDF and Excel format with information about all users and roles for the sites you have access
to. See Downloading the user logs for instructions.

= InViedoc Admin, only production sites and roles/users for production sites are included in the user and administration log.

= System roles for a study (organization users are not included) are included in the user and administration log. For example, site
managers for demo sites are included when a log is generated for a production site, as a site manager is a system role.

= When sorting studies by group and generating a Log of users and roles or a User administration log report,the download link is
not exposed for the newly generated file until the page is refreshed.

The content of the logs depends on the system role that you have, as follows:

If you are a... ... then the logs contain:

Organization The system roles Application Programming Interface (API) Manager, Dictionary Manager, Unblinded
Administrator Statistician, Reference Data Source Manager, and eTMF Manager.

Study Manager The system roles APl Manager, Dictionary Manager, Unblinded Statistician and Reference Data Source

Manager, eTMF Manager, and all sites and site users in the study.

Site Manager The system roles API Manager, Dictionary Manager, Unblinded Statistician and Reference Data Source
Manager, eTMF Manager, and all sites you have access to, together with their site users.

1.51 Log of users and roles in PDF

The Log of users and roles PDF contains information about all users and roles for the sites you have access to, grouped in the following
chapters:

1. - the summary of active/inactive roles, active/inactive users as well as data contributors, grouped in one section per
site.

= An Active role is the current distinct role all active users have for a site.

= An Inactive role is a role that was previously assigned but currently lacks any active user.

= An Active user is a user with at least one active role.

« An Inactive user is a user who had at least one role at a site, but all roles for the site have been revoked.

1. - a list of the permissions associated with each role and corresponding history, grouped in one section per site.
2. - alist of all users who ever had access to data, including user activity, grouped in one section per site.
3. - a list of the change history of all user accounts for the users listed in the above sections of the log, grouped

per user (identified by the User ID).

1.5.2 User administration log in Excel

The User administration log contains information about all users and roles for the sites you have access to, with the following sheets:

1. - general information about when and by whom the log was generated, and some information about the study
status. The following more detailed information is contained:
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= The Organization name

« The Study name

= Production study GUID

« Demo study GUID

» For PMS studies: Sponsor side Production study GUID
« For PMS studies: Sponsor side Demo study GUID

2. - a list with detailed information about user access, showing one row per site and role, including clinic roles
and system roles.
The access granted date/time is the date/time when a user accepts the invitation to a study.
Some columns in this sheet are further explained here:

= Site Group - indicates when a user is granted access to the site through a site group invitation. Possible values are Training sites,
Countries, and All sites.
« 2FA - indicates what level of two-factor authentication the user has. Possible values are Study level, Account level, or No two-factor
authentication enabled.
= Latest system login date/time - information about the latest login of each user (for end users only, not API client users).
= Certified - indicates if the user is certified for the role. Possible values are Yes, No, or an empty cell for roles that don't have
mandatory training sections to read.
= Ifthe user has signed the certification associated to their role, the column will display: Certified:Yes.
« If the user has selected Read & Understood but not signed the associated certification, the column will display: Certified:
No.

= User type - indicates the type of user. Possible values are End User or API Client, to indicate if the user is an end user that can log in
to the system or a Web API Client that can access the API with a role.

3. - a list with information about pending invitations and rejected invitations, including clinic roles and special
roles.
When an invitation has been accepted the user will no longer be included in the invitation log, but in the User Access Log.
Some columns in this sheet are further explained here:

= Role - role of the invited user.

= Email Address - Email address of each invited user.

« Existing User - indicates whether the invited user already has another role in the study, or is a new user. Possible values are Yes, No.
= Initial Invitation Sent date/time - information about the first invitation of each user

= Initial Invitation Sent By ID - the numeric user ID for the user

= Initial Invitation Sent By Display Name - initial invitation sent with the display name usedin Viedoc to identify the user.
= Initial Invitation Sent By Email Address - Email address of the initial invitation sent to the invited user.

= Invitation Resend Count - the number of times an invitation has been resent.

= Latest Invitation Sent date/time - information about the latest invitation of each user.

« Status - invitation status, possible values are Pending, Rejected.

= Invitation Rejected date/time - information about a rejected invitation for each user.

4. - alist of certifications per user. Certifications performed before the release of 4.65 lack information about
what roles the certification applies to. That is, the cells in column Certified With Roles are empty.

5. - a summary of users per site with information about country, side code, site name, number of active/inactive users,
and date/time of last access change.

6. - a list with all user accounts setting changes with user ID, change log, user name, and date/time.

1.5.3 Communication log in Excel

There are two different Communication logs. One contains user-specific and one contains study-specific communication information.

= This Communication log does not include any subject-related communication (Viedoc Me).
= Email and SMS communication logs before the Viedoc 4.70 release are available, however these do not have the same level of
detail.

1.5.31 User-specific information

The user-specific Communication log contains information about email and SMS communication to the study users.

All users with access permissions (study/site managers) for the User Settings in Viedoc Admin can view the Communication Log for a
specific user. The Communication Log tab has the following columns:

« Date &Time

» Message type

« Status - The status labels are Success or Failed, where Success means that the message was successfully sent from
Viedoc, and Failed means that the message failed to send from Viedoc. Further, if the status was Success but the recipient did
not receive a message, then the problem lies outside of Viedoc. Please contact your PS representative if this should occur, or if
your status returns Failed.
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Y& User Settings Close

User One (1234) v Cnline Pr

Details Studies and Roles Login History Reset Password COMImUnic L

Date and Time Message type Status

2022-03-21 09:41:50 (UTC) Tweo factor authentication Success -
2022-03-21 092518 (UTC) Two factor authentication Success

2022-03-21 04:41:07 (UTC) Twa factor authentication Success

2022-03-21 04:30:28 (UTC) Recover account request Success

2022-03-19 07-009:22 (UTC) Two factor authentication Success

2022-03-18 09:59:30 (UTC) Twa factor authentication Success

2022-03-18 09:50:38 (UTC) Two factor authentication Success

2022-03-18 06:16:34 (UTC) Tweo factor authentication Success

2022-03-18 05:40:42 (UTC) Verify phane number Success

2022-03-18 03:40:39 (UTC) Change phone number Success =

Communication log
2" Download (2022-03-18 05:22) | Regenerate

The Excel file contains a sheet named User Communication Logs and includes all email and text message (SMS) communications to the
study user on the same Excel sheet.

Note! Users must have activated the Viedoc account and accepted at least one invitation in order to have their communication included in
the Communication Log tab in the User Settings window.

The User Communication Logs sheet in the Excel file contains information about user-specific communication - this is the user activity in
Viedoc that is_unrelated to a specific study:

= Reset password
= Verification & notifications (changing telephone number/email address)
= 2FA (email/SMS)

The file name format is: UserCommunicationLog-UserID-YYYYMMDDhhmmss. (Using UTC)

All the logs are included in the same Excel sheet. The excel sheet has the following columns:
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Column Description
Message ID GUID: A unique identifier for the message
Type of SMS/email
Communication
Datetime (UTC) Date and time for the communication
Message Type The action that the communication is related to:
= Reset password - for messages related to password reset
= 2FAlogin - for messages related to the 2 factor authentication
To The email address the message is sent to. For SMS messages, this column is empty.
Status Success/Failed
Provider Provider name - the provider that was used to send the message to the recipient
Communication logs
A B C D E F G
1 C ication logs
2 Message Id Type of Ci Datetime (UTC) Message Type To Status Provider
3 i:;tﬁz:;?'%m'hz"ﬁ' Email 2022-03-0107:46:25 Two Factor Authentication user1 @viedoc.com Success Primary-Primary
. a96f1beb-c63¢-4376-9ae0- Email 2022-03-01 07:44:29 Recover Account Request user2@gmil.com Success Secondary-Secondary
00520b3¢-262-4077-Odac- Sms 2022-03-01 06:16:22 Verify Phone Number Success Primary-Primary
5 edc9458cc30a
. :s:éi::?;g’"’smﬁlhr Email 2022-03-01 06:16:20 Verify Email Address 123@mail.com Success Primary-Primary
9ad92c51-7582-4bce-b243- N . .
7 |de3737bb070d Sms 2022-03-01 06:11:07 Verify Phone Number Success Primary-Primary
448b70b8-faea-4dc3-b07a- . o . . PN
8 |a8024570b358 Email 2022-03-01 06:11:00 Verify Email Address 999@gml.com Success Primary-Primary
1de6048b-alad-48bb-85e2- Sms 2022-03-01 04:44:05 Verify Phone Number Failed Secondary
9 94abbecfafd2
399a561a-4299-4ceb-a0ac- Sms 2022-03-01 04:42:42 Verify Phone Number Failed Secondary
10 a87825cdfbaa
8aec81c-78ab-45c9-05e4- Sms 2022-03-01 04:42:42 Verify Phone Number Failed Secondary
11 5123e09cel29
f8ef8347-deOe-422b-be2a- . .47 i i i
BN cisbbaoa7dss0 Email 2022-03-01 04:42:41 Verify Email Address 789@gmil com Failed Secondary
1 ::mes:;zzzr:;:amsarsmr Email 2022-03-01 04:39:43 Verify Email Address abed@gmil.com Failed secondary
9c813fce-6633-4dee-b0ba- .39 i -Pril
14 | 36660e14ci5f Sms 2022-03-01 04:39:38 Verify Phone Number Success Secondary-Primary
fco8775¢-01f2-4bdd-aad7- Fmail 2029-03-01 04:30:29 \Verify Fmail Address 192 @msil com Failed Secondary
User Communication Logs ® [« E

1.5.3.2 Study-specific information

In Admin, under
containing the information listed below.

¥  Studies

Sort by

Search by name or e-mail

First study

y

User Study and site Role
Drlr
testuser@r.

First study
Multiple sites

Investigator

- Group by Studies, in the User Logs dropdown list, a separate file called User communication log is available

Invite Organization users

Group by

User logs

Log of users and roles

Generate

User administration log

Generate

Rachel McKie (1680}
rachel@viedoc.com

First study
Multiple sites

Study Manage

+ 12 other roles

User communication log
Do ad [2022-03-02 092
Regenerate

tn

Technical Writer {1
Mame lastnams@amail

!:W’-'. E:qu Investigator .
Multiple sites

This log contains information about study-specific communication and emails only, related to:

« Alerts
» Invitations to a specific role within a study
= Notifications (study access deletion, etc.)
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The Excel file contains a sheet named

The file name format is: UserCommunicationLog-YYYYMMDDhhmmss. (Using UTC)

The Excel sheet has the following columns:

Column Description
Message ID GUID: A unique identifier for the message
Communication Email
Type
Date time (UTC) Date and time for the communication
Message Type The action that the communication is related to:
= Form Alert True Action
= Form Alert False Action
= Form Alert Tracker Action
» Invite user
« Event Reminder
= Remove User Access Notification
= Subject Account Lock Notification
« Study Unlock Notification
« Export Chart
= Export Metric
« Reject User Invitation
Site Type Training/Production (For the message types Invitation and Invitation rejected, this column is empty.)
To Email address(es) (For SMS messages, this column is empty.)
CcC The email address(es) of the recipients of a copy
BCC The email address(es) of the recipients of a blind copy
Status Success/Failed
Provider Provider name - The provider that was used to send the email to the recipient
ion Logs
Message Id ion Type. Datetime (UTC) Message Type. Site Type. To T cc o Stan Pre
e FeT— orm Aert Trve Acion oduction F— b@doccom T F secondanySecondary
e FT— [E— roduction to@doccom usen@maitcom ST N Jouncess secondany Secondary
TR o 20120503 085203 ooy Uniodk otrication | roduction ssert@mailcom users@amail com P sccondony Secondary
e ET— pr— roduction sserz@se.com [P— R F sccondanrSecondany
P ET— Femow Deericcass roduction E———— motnbdb@msilcom FresEsgamaicon. soccess [SE—
I
] ¥ | [
Study Communication Logs @ [l

= This log does not include user-specific information related to Reset Password, 2FA, etc.

= This log file is available in Viedoc Admin only.

1.6 System site groups

The Study Manager can give users access to individual sites, or to a groups of sites at once. These groups of sites are called system site

groups and are automatically created by the system when sites are added to the study. The following systems site groups are created by the

system:

= All sites, containing all sites in the study.

= All production sites, containing all production sites in the study, including the sites that are in both production and training mode.

= Country-specific, for example ‘Sweden’, containing all production sites (including the sites that are in both production and
training mode) in that specific country in the study.

When you invite users to a system site group, the users will automatically receive instant access to all sites in that group, including all future
sites that will be added to that group at a later time. For example, if you invite a user to the country 'Hungary', that user will receive access to

all sites in Hungary. Similarly, users that were invited to a system site group will automatically lose access to a site if that site is removed
from the group. For more information about system site groups, see Managing_study sites.

2 Step-by-step guides for the
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2.1 Assigning users to system roles and/or clinic roles

Only the Study Manager can invite users to system roles. The Study Manager can also invite users to clinic roles, or he/she can delegate
the management of (some of the) clinic roles to the Site Manager, see Delegating user management to the Site Manager for instructions.
Once the management of clinic roles is delegated to the Site Manager, the Study Manager cannot invite users to these roles anymore.

If a user should receive access to multiple sites, the quickest way to invite the user is through the study crew window (described in this
section). If a user should receive access to only one site, you can also invite the user through the site settings window of that site (see
Assigning_users to clinic roles for instructions).

To invite users:

1 In Viedoc Admin, open the study to which you would like to invite users.

2 Click the toolbox icon in the Study crew field.
The Study crew pop-up opens.

3 On the Add study users tab, enter the e-mail address of the user you would like to invite. Click Continue.

x’ Viedoc's demostudy

Study crew

Here you can view admins for the study and/or invite more people

Study crew Add study users

Add users to this study Step1/2

E-mail address

Narne.Lasmarne@emaiLcoﬂ

Multiple email addresses can be included by separating with semi-colon or comma
Continue @)

Continue

Tip! You can invite multiple users at once by adding multiple e-mail addresses in the field. Separate the e-mail addresses with
a semi-colon or comma.

4 Select the role to which you would like to invite the user.
x Viedoc's demostudy

Study crew

Here you can view admins for the study and/or invite more people

Study crew Add study users

Add users to this study Step 2/2
Name.Lastname@email.com
v | First name Last name

Investigator - Select site groupis) or site(s) O

a

send invice (@)

Py

Study Manager
Designer
Unblinded Statistician

Dictionary Manager
fer Solutions AB 2018 - Terms of Use - Privacy Policy
;Z:;Z':e Date Source version 4 42 6680 24523 [2018-04-17T08°47 UTC]

APl Manager

Site Manager

Investigator

Study Coordinator @

-

You can add multiple roles by clicking the + icon. Newly added roles can be removed by clicking the - icon.

Note! If any of the clinic roles are delegated to the Site Manager (see Delegating user management to the Site Managers), the
delegated roles do not appear in the dropdown list.
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If you selected the role Site Manager or a clinic role, select the system site group or the individual sites to which the user

should get access. To select a system site group, click on the name of the group (displayed in bold). To select an individual site,
click on the name of the site.

Study crew

Here you can view admins for the study and/or invite more people
Study crew Add study users

Add users to this study Step 2/2

Name Lastname@email.com

v First name Last name
Investigator .4 Select site group(s) or site(s)
£ All sites o
Back B3 All production sites invite °
3 Finland

Helsinki University Hospital

£3 Germany

Charite University Hospital Berlin

Vie

‘v
3 Sweden @
_ Karolinska Institute Stockholm - -

= Sites that do not belong to a system site group (for example training sites) are listed under a separate header (for
example "Training sites") at the bottom of the list of site groups and sites. This header lacks the folder icon, and
does not represent a system site group (see image).

= For Demo sites to work with Viedoc Reports, a user must be invited with direct site access (not through All sites site
group). For Production sites, Viedoc Reports is available for all site groups (All sites and the country-specific
groups).

Click Send invite.
An invitation e-mail will be sent to the e-mail address(es) you specified.

2.2 Resending the invitation to a user

It is possible to re-invite a user to those roles that are in state pending, i.e. to resend the invitation email to the user for that role.

To resend an invitation:

On the Users page, scroll to the user whom you would like to re-invite. Click the toolbox icon behind the name of the user:

'f; Studies o Invite Organization users
Search by name or e-mail Sort by Group by
12 users
User Stl.lﬂy and site Role Skill level Status

D N
eme Investigator ?
All sites -

The User Settings pop-up opens.
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2 In the User Settings pop-up, click the Resend invitation icon for the pending role:
x User Settings ‘ e ‘
? Pending

Details Studies and Roles
0 approved roles in 0 studie(s)

e

Demeo
recurring wvents.
Site name Role Status
; Pending, 2018-05-23 08:47 =

Investigator uTe m

£3 All sites

A new invitation email is sent and:

= a notification message is displayed on the top of the pop-up
= the date displayed in the Status column is updated to the date of the last invitation

" Anew invitation was sent successfully!

Pending, 2018-12-14 09:56
uTtC

2.3 Removing access to a role
Itis possible to remove a user's access to a role. This can only be done by the Study Manager. If the Study Manager has delegated the
management of clinic roles to the Site Managers, only the Site Managers can remove access to these roles and sites.

To remove the access from users:
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1 On the Users page, scroll to the user whose access you would like to remove. Click the toolbox icon behind the name of the
user.
¥ Studies Users ° Invite Organization users

10 users

User Study and site Role Skill level Status
2]

Firstname Lastname@email. com Organization Admin ?

+ 1 otherroles

Dr. Demo (383) Viedoc's demostudy Dictionary Manager = v
Multiple sites. + 2 other roles
Dr. Investigator (490) Viedoc's demostudy Dictionary Manager @ V
Multiple sites +3 other roles
(294) Multiple studies Study Manager
Multiple sites. + 5 other roles '5 V
(296) Viedoc's demostudy .
Multiple sites Investigator @ a
Technical Writer (304) Multiple studies Organization Admin 5 V
Multiple sites. +10 other roles
TW CN (371) °

Viedoc Admin (90) Organization Admin

@

+ Tothe wop

The User Settings pop-up opens.

i Rookie
Dr Investigator (1714) o/ Offine B Rooki
testuser@r.com
Details Studies and Roles Authentication Log Reset Password Communication Log
User name

testuser@r.com

First name Last name Display name

Dr Investigator Dr Investigator (1714)
Phone

46712345678
Street address City

Main Street 101 Uppsala
Postal code Country State

SE

Delete user from this organization
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2 On the Studies and Roles tab, scroll to the study, site and role for which the access should be removed. Click the trash can
icon.
* User Settings |E|
Dr Investigator (1714) Offline Rookie

13 logins

testuser@r.com

Details Studies and Roles Authentication Log Reset Password Communication Log

1 approved roles in 1 studie(s)

First study
Site name Role Status
: Approved, 2022-03-02 14:59 .

1 All sites Investigator uTe m
@ Viedoc Technologies AB 2024 Terms of use - Privacy policy
Viedoc™ version 4.78.8850.17888 [2024-03-27T08:17 UTC]

A pop up appears.
3 Click Delete to confirm that the access should be removed, or click Cancel to cancel.

The role for which you removed the access, will be removed from the Studies and Roles list. If all roles for that user have been
removed, the user's status will appear as Removed on the Users page.

Any records generated by the user are stored in the audit trail even when the user has been removed.

2.4 Unlocking a user account

If a user has typed in the wrong password more than three times, and do not have a secondary email address or phone number with text
messaging enabled — and therefore cannot use the Forgot your password link — the account will be locked. The Study Manager or Site
Manager can unlock a locked account so the user can reset their password without having to provide an authentication code.

To unlock a user account:

1 On the Users page, scroll to the user whose account you would like to unlock. Click the toolbox icon behind the name of the
user.
\/{ Studies ° Invite Organization users
Search by name or e-mail Sort by Group by
10 users
User Study and site Role Skill level Status

X

Organization Admin 2

Firstname Lastname@email. com
+ Lother roles s

Dr. Demo (383) Viedoc's demostudy Dictionary Manager
Multiple sites +1other roles
Dr. Investigator (490} Viedoc's demostudy Dictionary Manager P
Multiple sites + 3 other roles 6
294) Multiple studies Study Manager 5
Multiple sites +5 other roles
(296) Viedoc's demostudy A
Multiple sites Investigator &
Technical Writer (304) Multiple studies Organization Admin g V
Multiple sites + 10 other roles

Technical Writer (305)

(1]

TW CN (371) o

Organization Admin

P
000000 0®o o

Viedoc Admin (90} g

t Tothetop

The User Settings pop-up opens.

https://help.viedoc.net/c/331b7a/?print=ready 142/396



12/2/25, 9:45 PM

2

Viedoc Admin User Guide | Viedoc eLearning
On the Reset Password tab, click Reset Password.

x User Settings Close

Dr Investigator (1714) Offine @& Rookie

testuser@r.com
Details  Studiesand Roles  Authentication Log Communication Log

Viedoc will send a notification to the user when

the password is reset.

Reset Password

Reset Password

The user will receive an e-mail with a link to reset the password. The user can then reset their password without having to
provide an authentication code.

The authentication code will be required if the user wants to reset their password using the Forgot your password? link on the login
page. The authentication code is sent to the phone number the user set to receive text messages or to the user's secondary email address.
If neither of these options are selected, the user needs to contact their Study Manager to receive a link to reset their password.

The email with the link to reset the password is only valid for twelve hours. If the user has not reset the password within twelve hours, a
new e-mail needs to be sent.

2.5 Delegating user management to the Site Managers

The Study Manager can delegate the management of clinic roles to the Site Manager.

To select the roles that should be managed by the Site Manager:

In Viedoc Admin, click Study settings.
The study settings window opens.
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2 On the Settings tab, in the field Clinic roles to be administered by Site Manager, select which roles should be assigned by the
site manager.

)E’ Viedoc's demostudy Close

Study settings

Here you can set settings for study.

Sertings | Dare & time format Medical Coding Import ODM File

(V) Ongoing , FPA 2017-02-02 @ Invalidticense
Full functionality. ~

Study name €) Study Logo

Viedoc's demostudy Upload a file
Sponsor Code CRO Code
Reference ID ﬁggwﬁlF or JPG files of maximum 180 px width and 90 px
Study Type Sponsor Type Study Phase

Pharmaceutical - Clinical - Pharmaceutical company v Phase lil v
Therapeutic Area Expected number of subjects

Gastroenterology X 800
Study access
Password expiration time for all users in this study (values allowed are 1to 5000) | 90 days

Require two-factor authentication for all users accessing this study

Clinic roles to be administered by Site Manager )

+  Investigator |+ Study Coordinator Monitor Project Manager |+* Data Manager

Sponsor | DRC Coordinator Trial Manager Medical Coder Lab Import

Helpdesk team

PCG Helpdesk Britanica Helpdesk

Allow reminders in ViedocMe o be sent as

Email Text message
Show more options
The roles that can be selected here are the clinic roles that are defined in the study design.

3 Click Save changes, and click Close.

Note! These settings apply to all sites and all Site Managers involved in the study. When the assignment of (some of the) clinic roles is
delegated to the Site Manager, these clinic roles can no longer be managed by the Study Manager.

2.6 Downloading the user logs

To download the user logs:
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1 On the Users page, select to group the users by Studies.
¥ Studies e Invite Organization users
Search by name or e-mail Sortby Group by
None
Studies @
12 users
Viedoc's demostudy W Generate a PDF file "Log of users and roles’
User Study and site Role Skill level Status
% o
Dr. Demo (383) Viedoc's demostudy Dictionary Manager
Multiple sites + 2 other roles = ? 6
Dr. Investigator (490) Viedoc's demostudy Dictionary Manager %, 6
Multiple sites + 3 other roles L
Technical Writer (304) Viedoc's demostudy Study Manager o
Multiple sites +8 other roles =4 v @
Technical Writer (305) ° 6
TW CN (371) @ e
Aﬂ*“ Documentation of Life I Generate a PDF file "Log of users and roles’
User Study and site Role Skill level Status
(294) Documentation of Life Study Manager = e
Multiple sites + 3 other roles
Technical Writer (304) Documentation of Life Study Manager —
Multiple sites + 1 other roles =] v 6
2 Scroll to the study from which you would like to download the user log and click User logs to open the dropdown menu.
7 users
First study I User logs I -
s Log of users and roles
Study and site Rola ’ LEnsrate
First study | . User administration log
Multiple sites nwestigator Generate
First study Study Manags User communication log
Multiple sites + 12 gther roles Dowi d [2022-03-02 09
Regenerate
- ' First study Investigator i)
Mamelastname@mail.com Multiple sites g 8

If the log was not previously generated, click Generate a PDF file or Generate an Excel file. If the log was previously
generated, the most recent version is stored on the server, shown with a date and time stamp. You can download it by clicking
the link, or, generate an updated version by clicking Regenerate.

The user logs are generated in the language set by the user who is generating the log. Therefore, the previously
generated file is available for download only if it was generated in the language you have currently set in Viedoc.

3 Step-by-step guides for the

3.1 Assigning users to clinic roles

The can invite users to (some of the) clinic roles, if the study manager has delegated the management of these clinic roles to
the site manager.

To invite users to a specific site:
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1 In Viedoc Admin, click the toolbox icon behind the site to which you would like to invite users.
¥ Studies ® Users © #odanewsudy

Viedoc's demostudy

Study crew e Study design e
sy nsges erecove |
Technical Writer. Multiple designs in use.

B Study Sites  [[D sites [ Countries [ Site users

Show all sites
#  Site name 0 Code Country Effective Design Production Users
1 Karolinska Institute Stockholm Kl SE DemoStudyDesign 4.0 v 1/5
2 Uppsala University Hospital uy SE DemostudyDesign 3.0 v 1/5 *
3 Helsinki University Hospital HU Fl DemoStudyDesign 4.0 v 1/4 0
4 University College Hospital London CcL GB DemoStudyDesign 6.0 v 1/4 0
Sahlgrenska University Hospital
Gothenburg 5G SE DemoStudyDesign 3.0 v 1/5 e .
€ Add a site to this study
The site settings pop-up opens.
2 On the Add study users tab, enter the e-mail address of the user you would like to invite. Click Continue.
ﬁ Viedoc’s demostudy
Karolinska Institute Stockholm
Here you can modify site details and/or invite users to site.
Details Site users Add users
Add users to this study Step 1/2
E-mail address
MName Lastname@email.com
£
Multtiple email addresses can be included by separating with semi-colen or comma
Continue (@)

Tip! You can invite multiple users at once by adding multiple e-mail addresses in the field. Separate the e-mail addresses with

a semi-colon or comma.
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3 Select the role to which you would like to invite the user.
x‘ Viedoc's demostudy

Karolinska Institute Stockholm
Here you can medify site details and/or invite users to site.
Details Site users Add users

Add users to this study

Name.Lastname@email.com

v | First name Last name
v Investigator = O
3]
Investigator @ -
Study Coordinator
Monitor

Project Manager

Solutions AB 2018 - Terms of Use - Privacy Policy
Data Manager version 4.42.6681 26619 [2018-04-17T12:54 UTC]

Sponsor

DRC Coordinator
Trial Manager
Medical Coder

Lab Import

You can add multiple roles by clicking the + icon. Newly added roles can be removed by clicking the - icon.

4 Click Send invite.

Step 2/2

Send invite °

An invitation e-mail will be sent to the e-mail address or e-mail addresses you specified.

3.2 Removing a user

Click here for instructions on how to remove a user.

3.3 Unlocking a user account

Click here for instructions on how to unlock a user account.
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Managing study sites

Published by Viedoc System 2021-02-04

1. Introduction
1.1 About the study site list
1.2 About system site groups
1.21 What are system site groups?
1.2.2 How do system site groups work?
1.3 About the management of study sites
1.3.3 Maximum number of subjects per site
2. Step-by-step guides
2.4 Adding_a study site
2.5 Editing_a study site
2.6 Removing_a study site

This lesson provides instructions on how to manage the study sites in your study. It also provides a description of system site groups.

1 Introduction

11 About the study site list

The study site list displays all sites that are included in the study. For each site, the study site list also displays the site code, country, which
study design version is used, and whether the site is a production site or not. The column Users indicates how many users the site has, and
the amount of users that are currently logged in. For example, 1/4 means that the site has 4 users of which 1is currently logged in.

The header of the study site list summarizes the total number of sites, the total number of countries and the total number of site users.

The sites are numbered in the order they are added. You can sort the sites in the study site list by number, site code and country by clicking
on the respective column header of the study site list.

Viedoc's demostudy

Viedoc Admin User Guide | Viedoc eLearning

¥ Study settings

ﬂ Randomization is on Check for available slots, append existing or add new lists. 6

ﬁl Medical ceding. Manage your coding dictionaries here
Study crew

Technical Writer.

Study Sites Sites Countries Site users
#  Site name 0 Code Country
1 Karolinska Institute Stockholm KI SE
2 Uppsala University Hospital uu SE
3 Helsinki University Hospital HU Fl
4 University College Hospital London CL GB

Sahlgrenska University Hospital

Gothenburg 5G SE

& Add a site to this study

If you have added many sites to your study, a scrollbar appears to the right of the study site list that enables you to scroll through the study
sites. To view a list of all sites, click the Show all sites button (see no. 1in the image below). To return to the default view with the scrollbar,

click the Show less button.

4]

v Study design 8

Multiple designs in use.

Show all sites
Effective Design Production Users
DemoStudyDesign 4.0 v 1/4 6
DemoStudyDesign 3.0 v 1/4 6
DemoStudyDesign 4.0 v 1/3 8
DemoStudyDesign 4.0 v 1/3 8
DemoStudyDesign 3.0 v 1/4 6

You can search for a site by entering (part of) its name in the search field (see no. 2 in the image below).
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A demo study

ﬂ Randomizatien is on Check for available slots, append existing or add new lists 9

E] Medical coding. Manage your coding dictionaries here. e
Study crew 6 Study design 6
Elise Langenkamp. Multiple designs in use.

Study Sites Sites Countries Site users m

# London| Pl Code Coumry Effective Design Production Users
23 King's College Hospital London KCH GB Demo study 2016 19.0 v 1/1 a
24 University College Hospital London UCH GB Demo study 2016 19.0 v 1/1 6

© Add a site to this study

1.2 About system site groups

1.21 What are system site groups?

The system automatically creates groups of the sites that are added. This enables the Study Manager to assign site staff to all sites within a
group at once. Site staff can also be assigned to individual sites.

The system site groups are visible when adding site staff to the study crew, as displayed in the image. See also the eLearning section
Managing_ users.

The following system site groups are automatically created by the system:

. , containing all sites in the study. This group is created once the first site is added to the study.

. , containing all production sites in the study, including the sites that are in both production and training mode.
This group is created once the first production site is added to the study.

. , for example Austria, containing all production sites (including the sites that are in both production and training

mode) in that specific country in the study. This group is created once the first production site of that country is added.

Note that sites that do not belong to a system site group (such as training sites) are listed under a separate header (for example Training
sites) at the bottom of the list of site groups and sites when assigning staff. This header lacks the folder icon, and does not represent a
system site group.

Study crew

Here you can view admins for the study and/or invite more people
Study crew Add stuc e
Add users to this study Step 2/2

Firstname.Lastname@email.com

First name Last name

[+
o

Investigator A [elect site group(s) or sitels)
Karolinska Institute Stockholm
Back Sahlgrenska University Hospital Gethenburg invite °
Uppsala University Hospital
3 United Kingdom
University College Hospital London

¥ Training sites

University Medical Center Greningen
_ i - -

1.2.2 How do system site groups work?

When you add a new site to the study, the site will automatically be added to the applicable system site groups. The site staff assigned to
those system site groups will automatically receive instant access to the newly added site.

When a site is removed from the study, the site will automatically be removed from the applicable system site groups. The site staff assigned
to those system site groups will not have access to that site anymore.

When you change the country settings of a site from country A to country B, that site will automatically be removed from the
group and added to the group. Similarly, when you edit the production/training mode settings of a site, that site will automatically
be added to or removed from the group.
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1.3 About the management of study sites

Adding sites to the study can only be done by the Study Manager.

The role of a Site Manager is to invite site users to a site. Yet, before a Site Manager can invite site users to a site, the Study Manager must
select to which roles the Site Manager can invite users. These are normally roles like Investigator, Study Nurse, or Study Coordinator. For
more information, see the eLearning section Managing_ users.

Only the Study Manager can edit the site settings. The Site Manager can view the site settings as read-only.
1.31 Maximum number of subjects per site

It is possible to limit the number of subjects for a site by setting a maximum number of subjects in the site settings. Once this limit is reached,
it is not longer possible to add a new subject to the site, nor in Viedoc Clinic, neither through the import of data via the Application

Programming Interface (API). Deleted subjects are not included in this limit.

2 Step-by-step guides

2.1 Adding a study site

To add a site/clinic to the study:

1 In Viedoc Admin, on the study overview page, click Add a site to this study.

Viedoc's demostudy

BB Rendomization is on Checl for available slots, append existing or add new lists

Medical coding. Manage your coding dictionaries here

Study Sites Sites Countries

# Site name

1 Karclinska Institute Stockholm
2 Uppsala University Hospital
3 Helsinki University Hospital

4 University College Hospital London

Sahlgrenska University Hospital
Gothenburg

Add a site to ti:ljhsq study

A pop-up window opens.

https://help.viedoc.net/c/331b7a/?print=ready

Study crew

0

Code

KI

uu

HU

CcL

SG

Site users

Country

6 Study design

Multiple designs in use.

Effective Design

DemoStudyDesign 4.0

DemoStudyDesign 3.0

DemoStudyDesign 4.0

DemoStudyDesign 4.0

DemoStudyDesign 3.0

Production

Viedoc Admin User Guide | Viedoc eLearning
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2 Enter the name of the site (1), and enter the e-mail address of the Site Manager (2).
The role of the Site Manager is to invite site staff to the site.

38 Viedoc demostucy

Add new site

Here you can add a site to the study.

Site name

Try to keep the site name to a

L maximum of 30 characters
Site Manager (e-mail address)

Add at least one Site Manager!
\__-'/ Use commas to separate multiple addresses

Site code Country

Sweden (SE) M

(

Time Zone

(UTC+01-:00) Amsterdam, Berlin, Bern. Rome, Stockholm, Vienna (CET.CEST) ¥

Study site type
u Production Training

Number of subjects

Expected screened Max screened Expected enrolled

Helpdesk team

No helpdesk is available for this study.
D Viedoc Technologies AB 2021 Terms of Use - Privacy Policy
Viedoc™ version 4.64.7691 31377 [2021-01-25T14:08 UTC

3 Enter a code for the site (3).
The site code can be used as part of the patient ID and will be indicated on the card.

4 Select the country in which the site is located (4), and select the time zone in which the site is located (5).
5 In the Study site type field (6), select whether the site should be available in production mode or training mode.
6 Optionally, in the Number of subjects field (7), enter the expected number of screened subjects, the maximum number of

screened subjects, and the expected number of enrolled subjects for the site.

The expected numbers of subjects are used for Metrics in Viedoc Clinic (see Metrics). The maximum is used to limit the

number of subjects for this site, see Maximum number of subjects per site above.

7 Click Add site (3).
The pop-up closes and the site is added to the list of study sites.

2.2 Editing a study site

To edit the settings for a study site:
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1 Click the toolbox icon behind the name of the site in the study site list.

Viedoc's demostudy

B Randomization is on Check for available slots, append existing or add new lists.

[ Medical coding. Manage your coding dictionaries here.

Study crew g Study design
(icive|
Technical Writer. Multiple designs in use.

© sStudy Sites (D Sites [ Countries [} Site users

# Site name Pl Code Country Effective Design Production
1 Karclinska Institute Stockholm KI SE DemoStudyDesign 4.0 v

2 Uppsala University Hospital uu SE DemoStudyDesign 3.0 v

3 Helsinki University Hospital HU Fl DemoStudyDesign 4.0 v

4 University College Hospital London cL GB DemoStudyDesign 4.0 v

Sahlgrenska University Hospital .
5 Gothenburg SG SE DemoStudyDesign 3.0 v
€) Add a site to this study
A pop-up opens.
2 Edit the settings you would like to change.

x Viedoc's demostudy

Karolinska Institute Stockholm

Here you can modify site details and/or invite users to site.

Details Site users Add users

Site name €

Karolinska Institute Stockholm 4 Site name is displayed 1o users

Site code ) Counry
Kl Sweden (SE) X
Time Zone

{UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna (CET.CEST)  ~

Study site type £)

|7| Production |_| Training

Number of subjects

Expected screened Max screened Expected enrolled

10

Helpdesk team

No helpdesk is available for this study.

Helpdesk users

Phone Email
Dr. Investigator Phone Email
Dr. Demo User Phone Email

2.3 Removing a study site

It is not possible to remove a study site in production mode from the study.
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Users

174

1/4

1/3

1/3
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Managing the study design

Published by Viedoc System 2025-04-24

1. Introduction
2. Versions and revisions
3. Viewing the effective study designs

5. Assigning a new design version
6. Applying_a design revision

7. Viewing the audit trail of study designs

This section explains how to assign a design to sites in a study. It is necessary to assign a study design to the sites in the study to start work

on the site.

1 Introduction

Study designs are assigned to a study on a site level. The work on a site can only start when a study design version or revision has been

Viedoc Admin User Guide | Viedoc eLearning

assigned to that site. Without a design, there is no study configuration associated with the site.

When the Study Designer has finished setting up a study design in Viedoc Designer, and has published the study design, it becomes
available in Viedoc Admin. At least one site should have been added to the study before a study design can be assigned. The Study Manager
can then assign the study design to one or several sites in the study, and select an effective starting time for that design to be applied to the

site.

A design can be assigned to all sites at once, or to individual sites in the study. It is therefore possible to assign different study design
versions or revisions to different sites in the study. Since study design versions or revisions are assigned to sites with a certain starting date,
one site can have a certain study design version or revision assigned to it during a certain period of time, and another version or revision

during another period of time.

The Study design field in the Study details pages displays the active designs in the study, and whether there are any new design versions or

revisions available.

W Users

Viedoc's demostudy

g Randomization is on Check for available slots, append existing or add new lists.

m\ Medical coding. Create and edit instances, upload files.

¥

API configuration Add and edit API clients, view data history.

Study crew

Technical Writer

Study Sites Sites Countries
#  Site name 0 Code
1 Karolinska Institute Stockholm Kl
2 Uppsala University Hospital uu
3 Helsinki University Hospital HU
4 University College Hospital London cL

Sahlgrenska University Hospital

Gothenburg G

> Add a site to this study

https://help.viedoc.net/c/331b7a/?print=ready

Site users

Country

SE

SE

Fl

GB

SE

%, Reference data source(s). Manage contact information, design scopes, and applicable sites.

e Study design

Mulriple designs in use

Effective Design

DemoStudyDesign 4.0

DemoStudyDesign 3.0

DemoStudyDesign 4.0

DemoStudyDesign 4.0

DemoStudyDesign 3.0

Production

O Add a new study

Users

1/4

1/4

1/3

1/3

1/4

D<)

G ol © ©

O0000
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To see the study design or designs that are in use, click Effective.

Study design 6

Multiple designs in use.
MNew versicn is available!

To see whether there is a new design version or revision available, click Latest.

Study design 6

DemoStudyDesign 6.0 (published 2018-04-16 14:28)

The study design needs to be published in Viedoc Designer, before it is available in Viedoc Admin.

2 \Versions and revisions

The settings in the study design are version-controlled and identified by the version number. Study design version numbers are unique
within a study. If there are five study design versions in the study, and a new one is created, the new version will have version number 6.
Study design version numbers are accompanied with a revision number. For example, version "1.6" means revision 6 of version 1.

The main reason to assign a new study design version to a site after study start is that protocol amendments require changes to be made to
the study design, for example changes to the study that apply from a specific point in time during the course of the study.

If there is a need to correct errors in a study design version that has already been assigned and used for entering data, the study design
version has to be revised and the revision has to be applied to the applicable sites.

For more detailed information, see Viedoc study configuration management.

3 Viewing the effective study designs

To view a list of effective designs for all sites, click the toolbox icon in the Study design field on the study details page. The Design settings
pop-up opens:

Design settings

Here you can view all designs that are effective in sites and/or assign designs to sites.
Effective Desig Assign Design Audit Trail
Effective design per site Latest design

Multiple designs in use DemoStudyDesign 7.0 (2018-04-24 09:30 UTC)(Publi:

Effective design per site

Site Design Effective on (UTC) Scheduling (UTC)
Karolinska Institute Stockholm DemoStudyDesign 4.0 2018-02-13 09:44 -

Karolinska Institute Stockholm DemoStudyDesign 70 - 2018-05-16 00:00
Uppsala University Hospital DemoStudyDesign 3.0 2018-02-13 09:43 -

Helsinki University Hospital DemoStudyDesign 4.0 2018-02-13 09:44 -

University College Hospital London DemoStudyDesign 6.0  2018-04-16 14:43 -

Sahlgrenska University Hospital
Gothenburg
Charite University Hospital Berlin DemoStudyDesign 3.0 2018-02-13 09:43 -

DemoStudyDesign 3.0 2018-02-13 09:43 -

In the Effective design per site list, the current effective designs (design effective on this date) and the designs scheduled to become
effective are listed per site. The list also includes information about when that design became effective on the site, and/or when the design is
scheduled to become effective on the site. Time is displayed in Coordinated Universal Time (UTC).
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4 Assigning a study design

To assign a design to sites in a study, follow the steps below.

1 Click the toolbox icon in the Study design field on the study details page.
The Design settings pop-up opens.

2 On the Assign Design tab:

1. Select the design version from the drop-down list.

2. Select the sites to include. It is possible to select 'All sites', or individual sites.

3. Select the time of assignment. This can be done in various ways:
= Click the arrow to the left of the date field and select 'Now' or 'Tomorrow', or
= Click the calendar icon and select a date.

3£ Viedoc's demostudy

Design settings

Here you can view all designs that are effective in sites and/or assign designs to sites.
Effective Design Audit Trail
Select design version

Select a design version = Latest design is on the top!

Select sites to include

Choose sites You can select all sites. groups of a
single site - or you can mix with all
these.

Time of assignment (UTC)

yyyy-MM-ddHH:mm & O

Assign design Q)

3 Click Assign design.

The design is applied to the site and a confirmation message is briefly shown.

5 Assigning a new design version

Itis a good idea to keep all production sites on the same design version. For more information about the consequences to exports
when the design versions do not match, please see Exporting data.

6 Applying a design revision

Application of a revised study design is used to upgrade forms that are already saved. When a revision of a study design is applied to a site,
that revision will (after confirmation by the site) replace the version it is revising.

It is recommended that you use the revision impact analysis before applying any revision. For more information, see Design revision
impact analysis.

= Avrevision of a version only replaces the version it is revising. If you need to change something that is present in more than one
version effective in your study, you need to revise all those versions applicable to the change. See Duplicate a design - versions
and revisions.

You can NOT apply an earlier revision if a later revision has already been applied to another site. This applies to both demo sites and
production sites. For example, if version 1.2 has already been applied to a site with user acceptance testing (UAT) underway, then version 1.1
cannot be applied to a production site. It is only possible to apply version 1.2.

To apply a design revision to sites in a study, follow the steps below.

1 Click the toolbox icon in the Study design field on the study details page.
The Design settings pop-up opens.
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2 On the Apply Revision tab, select the design revision from the drop-down list and click Continue (Step 1/3).

¥ Viedoc's demostudy

Design settings

Here you can view all designs that are effective in sites and/or assign designs to sites.
Effective Design Assign Design Apply revision Audit Trail
Apply revision Step 1/3

Select a design revision

v | DemoStudyDesign 18.2 (2018-10-09 14:29 UTC) ¥ | 4 Latest revision is on the topl!

# Selected revision has L changed forms.

Continue °

The system provides information about the impact of the revision by showing how many forms have been changed in blue text.

3 Select the sites the revision should be applied to. It is possible to select 'All sites, or individual sites.
Click Continue (Step 2/3).

2 Viedoc's demostudy

Design settings

Here you can view all designs that are effective in sites and/or assign designs to sites.
Effective Design Assign Design Apply revision Audit Trail
Apply revisien Step 2/3

Select sites to include

v | Karolinska Institute Stockholm x| 4 Select sites for which applicable designs
will be upgraded to latest revision
Allsites Applicable designs are designs associated

with already entered data and with the
same version number as the selected
Uppsala University Hospital @ revision.

Helsinki University Hospital
o University College Hospital London Continue °
Sahlgrenska University Hospital Gothenburg
Charite University Hospital Berlin
University Medical Center Groningen
University Medical Center Utrecht ’rivacy Policy

. ; 09T14:29 UTC]
Uppsala University Hospital
Oppsala o, LRI L LA — s E—
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4 Type a message to the Clinic user in the Upgrade message field. This message could be a summary of the changes in the
revision. It is displayed in Viedoc Clinic on the Messages page.

Design settings

Here you can view all designs that are effective in sites and/or assign designs to sites
Effective Design Assign Design ApE evisic Audit Trail
Apply revision Step 3/3

Summary

Applied revision

DemoStudyDesign 18.2 (2018-10-09 14:29 UTC)

Included site Current design Changed forms Affected forms *
Karolinska Institute Stockholm 181 1 0
Uppsala University Hospital 180 1 o

* Only forms at production sites

Upgrade message

v | Added temperature to the Vital Signs form Summarize the changes in the revision
The message will be displayed for each
investigator. The form(s) will be upgraded
once approval of the upgrade is received
from the investigator.

Back

Apply regﬁsion o
Apply revision

Click Apply revision (Step 3/3).
The pop-up closes and the revision is applied.

After a revision has been applied, the clinic user (with permission to enter data) needs to approve the application in Viedoc Clinic. On the
Messages page in Viedoc Clinic, the following message is displayed.

7 minutes age

Achange to the structure of one or more forms on Uppsala University Hospital has been requested by the study team. The change(s) will impact forms that are already
entered and these changes are pending your review and approval.

A summary of the changes can be found below
Added temperature to the Vital Signs form

All subjects and forms that are affected by the change are marked as having an issue
There are two ways to approach this:

« Approve each affected form by opening them individually and follow the instructions
+ Approve all affected forms at once by signing off below.

If Uppsala University Hospital did not have any subjects at the time this message was received you can ignore this message

| hereby approve the application of these changes to my site.

Password Confirm

Application of the revision can be done in two ways:

1. Approve the changes to all affected forms at once by entering the password en clicking Confirm below the displayed message
(batch approval).

2. Approve each affected form by opening them individually and follow the instructions. Affected forms are indicated by the red
issue icon.

Forms upgraded to a new design revision by the site will lose any existing signature and review flags (clinical review, data review). The
Source Data Verification (SDV) flag is lost on item level. If a particular item, that was previously source data verified, is affected by the
upgrade, it will no longer be flagged as having been source-data verified. The form-level SDV flag will be lost if any item in the form lost its
SDV flag. The form-level SDV flag will also be lost if an item is removed from a form as part of the upgrade.

7 Viewing the audit trail of study designs

To view a list of effective designs for all sites, click the toolbox icon in the Study design field on the study details page. In the Design settings
pop-up, open the Audit Trail tab.
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)E Viedoc's demostudy | Close
Design settings
Here you can view all designs that are effective in sites and/or assign designs to sites.
Effective Design Assign Design Audit Trail

Study site audit trail

Site Design Effective on (UTC) Applied by Applied on (UTC)

) ~
Uppsala University Hospital ?g“’c’St“dyDes'gn 2018-04-24 09:35 Technical Writer 2018-04-24 09:38
Karolinska Institute Stockholm ?g“’C’St“dyDes'gn 2018-05-16 00:00  Technical Writer 2018-04-24 09:31
University College Hospital DemoStudyDesign 515 0416 14:43 Technical Writer 2018-04-16 14:56
Londeon 6.0
Karolinska Institute Stockholm EE““’St“dyDes'gn 2018-02-13 09:44 Technical Writer 2018-02-13 09:44
Helsinki University Hospital EE““St”dyDes'gn 2018-02-13 09:44 Technical Writer 2018-02-13 09:44
University College Hospital DemoStudyDesign ,15 0213 09:44 Technical Writer 2018-02-13 09:44
Londen 4.0
Uppsala University Hospital ?E“"’St“df"[’es'g” 2018-02-13 09:43 Technical Writer 2018-02-13 09:43 -

The audit trail lists the sites to which designs are assigned, which design is assign, on what date that design is effective. It also lists who
assigned the design to that site and on what date.
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Assigning helpdesk users

Published by Viedoc System 2019-04-05

1. Introduction
2. Adding helpdesk users

This lesson describes how to configure the helpdesk information for a study.

1 Introduction

Ahelpdesk user is a user that can act as support for the individual site. When a user is selected to be a helpdesk user, his/her contact
information (name, phone and/or email) becomes available to the site staff, and the site staff can contact him/her with questions about the
study. A helpdesk user can be any user that has access to the study, and that has a role that is not delegated to the Site Manager.

For information about delegating roles to the Site Manager, see the eLearning section about Managing users (STM and SIM).

Helpdesk users are assigned on site level.

2 Adding helpdesk users

To add a helpdesk user, follow the steps below.

1 Click the toolbox icon behind the name of the site in the study site list to open the site settings pop-up.

x Users o Add a new study

Viedoc's demostudy

g Randomization is on Check for available slots, append existing or add new lists. Q
ﬁ‘ Medical coding. Create and edit instances, upload files.

% Reference data source(s). Manage contact information, design scopes, and applicable sites

API configuration Add and edit API clients, view data history.

© © © ©

Study crew Q Study design
Technical Wirite Multiple designs in use
Study Sites Sites Countries Site users Show all sites
#  Site name L Code Country Effective Design Production Users
1 Karalinska Institute Stockholm Kl SE DemoStudyDesign 4.0 v 1/6 6
2 Uppsala University Hospital uu SE DemoStudyDesign 7.0 v 1/6 @
3 Helsinki University Hospital HU Fl DemoStudyDesign 4.0 v 1/5 g
4 University College Hospital London CcL GB DemoStudyDesign 6.0 W 1/5 6
Sahlgrenska University Hospital
5 et G SE DemoStudyDesign 30 1/6 6 .

© Add a site to this study
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The users selected as helpdesk users will be displayed in Viedoc Clinic. Click the help icon on the landing page to view a list of helpdesk

Viedoc Admin User Guide | Viedoc eLearning

In the field Helpdesk users, select the users that should be available as helpdesk users. The users listed in this field are all
clinic users that are assigned to that specific site, and that have a role that is not administered by the Site Manager. Select the

way the helpdesk user can be contacted: phone and/or e-mail.

Note! The user roles administered by the Site Manager are defined in the Study Settings (see General study settings).

‘f, Viedoc's demostudy

Uppsala University Hospital

Here you can modify site details and/or invite users to site.

Details Site users Add users

Site name €)

Uppsala University Hospital

Site code ) Country
uu Sweden (SE) v
Time Zone

(UTC+01:00] Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna (CET.CEST)  *

Study site type ) Expected number of subjects

| +~" Production | Training 100

Helpdesk team

No helpdesk is available for this study.

Helpdesk users

+" Technical Writer ' Phone ' Email
Phone Email
Phone Email
Phone Email
Phone Email

users that can be contacted by the site staff in case they need support.

4 Site name is displayed to users

Viedoc's demostudy

Confi
(AGHD) in ce

y validation of oral maci as a growth hormorne (GH) stimulation test (ST) for the diagnosis of adult growth hormone deficiency
omparison with the insulin tolerance test {ITT) - (only for site ltaly)

.
m E

e Contact us if you need any help

Technical Writer
Karolinska Insticure Stockholm, Uppsala University Hospital
¥4 E-mail «
‘. Phone “a @
_———
Karolinska Institute Stockholm
B E-mail
{_ Phone - -
- w
University College Hospital London
i E-mail
{_ Phone
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Locking a study

Locking a study

Published by Viedoc System 2021-11-24

1. Introduction

2. Step-by-step guides
21 Locking a study
2.2 Unlocking_a study

2.3 Downloading the study status report

1 Introduction
A study can be locked in Viedoc when the study is completed, that is, when all events have been completed, reviewed and approved/signed,
and no more data will be added to the study. When the study is locked in Viedoc, it is still possible to view and export data, but it is NOT

possible to add or edit any data. It is also NOT possible to change the study settings or add new sites. However, it is still possible to invite new
users to existing sites. These users will then receive access as read-only.

When the study is locked, a lock icon is displayed in Viedoc Clinic:

= On the study card on the landing page...

Viedoc's demostudy
b sites

% complete [@ Locked |

= ..above the study name when entering the study from the landing page...

C@ This study is locked. Data is only available in read-only made. Cﬂj
Viedoc's demostudy OO
Confirmatory validation of oral macimorelin as a growth hormone (GH) stimulation test (ST) for the
diagnosis of adult growth hormone deficiency (AGHD) in comparison with the insulin tolerance rest (ITT) - e
(only for site ltaly)

= ..and on the Selection page within the study.

Viedoc's demostudy Technical Writer fo B
CU This studly is locked. Data is only available in read-only mede. CU

Selection

The study license is a based on the study state and will be invoiced until the study is locked. After the study is locked, a post study
access fee will be charged if the study is not deleted within three months.

It is possible to unlock a locked study, and lock it again.

When the study is locked, a request for deletion of the study from Viedoc can be submitted, see Deleting_a study (STM) for more information.

For traceability, all lock and unlock actions are audit trailed. You can download a report that provides a full history of the lock and unlock
actions, including who performed the actions and when (date and time in Coordinated Universal Time (UTC)), and the reason that was given
for locking/unlocking the study. The report also contains the full history of all requests for study deletion, approvals of study deletion, and
reversions of study deletion that are performed in the study.

2 Step-by-step guides
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21 Locking a study

Note! A study can only be locked by the Study Manager.

To lock a study, follow the steps below.

1 Open the study in Viedoc Admin and click Study settings.
The Study settings window opens.

2 Click the blue pen icon.

\f‘ Viedoc's demostudy

Study settings

Here you can set settings for study.

Settings Date & time format Medical Coding Import ODM File
° Ongoing a F?A 2017-02-02 @ Invalid license
Full functionality.

Study name ) Study Logo

Viedoc's demostudy Upload a file
Sponsor Code CRO Code
Reference ID E:(;HSIF or JPG files of maximum 180 px width and 90 px
Study Type Sponsor Type Study Phase

Pharmaceutical - Clinical v Pharmaceutical company v Phase lll v
Therapeutic Area Expecred number of subjects

Gastroenterology v 800

The Study status pop-up opens.

3 Click Complete and lock study.

¥ Viedoc's demostudy

Study status

Set status of study to locked when the study is complete. This action will revoke all data edit privileges in Clinic and block any study setting
changes in Admin. Please observe that it is possible to revert back to ongoing status if necessary.

1 s
Not commenced! ° Valid license
Free of charge, limited version.

Production study GUID: 619e3385-e93d-11ea-bdd1-92b0bdalfldl

Demo study GUID: 619e3339-e93d-11ea-bdd1-92b0bdalfldl

B Complete and lock study

Set study status to locked and end the license fee period.
Prepare archiving and final data export or continue using Viedoc for post study access.

https://help.viedoc.net/c/331b7a/?print=ready

162/396



12/2/25, 9:45 PM Viedoc Admin User Guide | Viedoc eLearning

4 A pop-up opens. Enter a reason for locking the study, and enter your password.

E Complete and lock study

Give reason for locking the study

Study completed

s
Confirm with your password
Lock study Cancel
5 Click Lock study.
The Study status page displays that the study is locked, by whom and when.
2 Viedoc's demostudy

Study status

The study is locked and can now be deleted by Study Manager. The process is initiated by a deletion request sent to the Organization Admin.
After approval of the request, the study will be shelved for 180 days before it is permanently deleted. Please note that the Organization Admin

will be able to revert the deletion for 180 days.

ﬂ Locked by - on 2018-05-02 12:40 UTC

Make sure to download your data o use post study access.

Set the study status back to live and enable editing of study data.
The new license fee end date will be set once the study is locked again

ﬁ:ﬁ Request study deletion

Request the study 1o be deleted from Viedoc
Before doing so, make sure to download your data.

* Download study status report
‘

2.2 Unlocking a study
Note! A study can only be unlocked by the Study Manager.

To unlock a study, follow the steps below.

1 Open the study in Viedoc Admin and click Study settings.
The Study settings window opens.

https://help.viedoc.net/c/331b7a/?print=ready

163/396



12/2/25, 9:45 PM Viedoc Admin User Guide | Viedoc eLearning

2 Click the blue pen icon.
)E’ Viedoc's demostudy

Study settings

Here you can set settings for study.
Sertings Date & time format Medical Coding Import ODM File

Locked, lock date 2018-05-02 12:40 UTC
Make sure to download your data or use post study access.

Study name €) Study Logo

Viedoc's demostudy Upload a file
Spensor Code CRO Code
Reference ID Eg(g??“GIF or JPG files of maximum 180 px width and 90 px
Study Type Sponsor Type Study Phase

Pharmaceutical - Clinical - Pharmaceutical company v Phase lll v
Therapeutic Area Expected number of subjects

Gastroenterology . 800

The Study status pop-up opens.

3 Click Unlock study.
){' Viedoc's demostudy

Study status

The study is locked and can now be deleted by Study Manager. The process is initiated by a deletion request sent to the Organization Admin._
After approval of the request, the study will be shelved for 180 days before it is permanently deleted. Please note that the Organization Admin
will be able to revert the deletion for 180 days.

ﬁ Locked by - on 2018-05-02 12:40 UTC

Make sure to download your data or use post study access.

& Unl:)hcl( study

Set the study status back to live and enable editing of study data.
The new license fee end date will be set once the study is locked again.

ﬁﬁ Request study deletion

Request the study to be deleted from Viedoc
Before doing so, make sure to download your data

ﬁ Download study status report

Enter a reason for unlocking the study, and enter your password.

4 Click Unlock study.

2.3 Downloading the study status report

To download the study status report, follow the steps below.

1 Open the study in Viedoc Admin and click Study settings.
The Study settings window opens.
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2 Click the blue pen icon.

;‘& Viedoc's demostudy
Study settings
Here you can set settings for study.
Sertings Date & time format Medical Coding Import ODM File

Locked, lock date 2018-05-02 12:40 UTC
Make sure to download your data or use post study access.

Study name ) Study Logo

Viedoc's demostudy Upload a file
Sponsor Code CRO Code
Reference D ﬁle\:(glhtGIF or JPG files of maximum 180 px width and 90 px
Study Type Sponsor Type Study Phase

Pharmaceutical - Clinical v Pharmaceutical company v Phase llI v
Therapeutic Area Expected number of subjects

Gastroenterology . 800

The Study status pop-up opens.

3 Click Download study status report.
;‘& Viedoc's demostudy

Study status

The study is locked and can now be deleted by Study Manager. The process is initiated by a deletion request sent to the Organization Admin_
After approval of the request, the study will be shelved for 180 days before it is permanently deleted. Please note that the Organization Admin
will be able to revert the deletion for 180 days.

ﬂ Locked by .- on 2018-05-02 12:40 UTC

Make sure to download your data of Use post study access.

Set the study status back to live and enable editing of study data
The new license fee end date will be set once the study is locked again

ﬁﬁ Request study deletion

Request the study to be deleted from Viedoc
Before doing so, make sure to download your data

g Download study status reporc

A PDF is downloaded that lists all database lock and delete actions, including when and by whom the study was
locked/deleted, and the reason that was given for locking/deleting the study.
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Archiving a study

Archiving a study

Published by Viedoc System 2025-04-24

1. Lock study
2. Export data
21 Export study data
2.2 Export study design
3. Download user logs
4. Delete a study

This is a description of the main steps in the process of archiving a clinical study. The detailed instructions for each step are described in the
linked lessons.

Archiving a clinical study is the responsibility of the sponsor (study Trial Master File (TMF)) and the investigators (site TMFs). The study
archive should include all study data and metadata, including the study design.

When a study is complete, you typically need to go through the steps below.

1 Lock study

As a Study Manager, you can lock a study when all events have been completed, reviewed, approved/signed, and no more data will be
added to the study.

When a study is locked, it is still possible to view and export data. It is not possible to add or edit any data. It is also not possible to change the
study settings or add new sites. However, it is still possible to invite new users to existing sites. These users will then receive read-only
access.

For more information, see Locking_a study.

2 Exportdata

21 Export study data

You can export if your Viedoc Clinic user role is set up with the rights for it. For more information, see the Data export section in
Viedoc Clinic User Guide.

Make sure to filter the data export to include the following:

= Audit trail

= Query history
= Medical coding
= Review status

The data export in Viedoc supports all file formats that are required for archiving and regulatory purposes, including these formats:

= Portable Document Format Archive (PDF/A) - an International Organization for Standardization (ISO)-standardized version of
the PDF format, specialized for archiving and long-term preservation of electronic documents

= Office Open Extensible Markup Language (XML) - a zipped, XML-based file format for spreadsheets (for example Excel), charts,
presentations, and word processing documents

= Statistical Analysis System (SAS) - a format used for statistical analysis in the SAS software suite

= Operational Data Model (ODM) - a vendor-neutral, platform-independent format for exchanging and archiving clinical research
data, along with their associated metadata, administrative data, reference data, and audit information

2.2 Export study design
As part of the TMF structure, the sponsor should define the exact details of:

= What data should be exported from Viedoc for archiving
= When data should be exported
= How data will be archived

You can export the from Viedoc Designer. For more information, see Exporting/Locking/Deleting a study design. If a study has
more than one version of the study design, remember to export all versions.
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3 Download user logs

On the Users page, select to group the users by Studies.

x’ StUdies o Invite Organization users

Search by name or e-mail Sort by Group by
None
Studies
12 users
Viedoc's demostudy W Generate a PDF file 'Log of users and roles’
User Study and site Role Skill level Status
X (%)
Dr. Demo (383) Viedoc's demostudy Dictionary Manager W 2 @
Multiple sites + 2 other roles -
Dr. Investigator (490) Viedoc's demostudy Dictionary Manager A @
Multiple sites + 3 other roles @
Technical Writer (304) Viedoc's demostudy Study Manager @ V @
Multiple sites + 8 other roles
Technical Writer (305) o @
TW CN (371) o @
Jt*ﬁ*tm Documentation of Life W Generate a PDF file 'Log of users and roles’
User Study and site Role Skill level Status
(294) Documentation of Life Study Manager @ @
Multiple sites + 3 other roles
Technical Writer (304) Documentation of Life Study Manager @ V @
Multiple sites + 1 other roles

Scroll to the study from which you would like to download the user log and select User logs to open the dropdown menu.

7 users
First study User logs R

Log of users and roles

User Study and site Role W Generate

Dr Investigator (1714) First study : ) User administration log

testuser@r.com Multiple sites nvestigator d  Generate

Dr Investigator (1714) First study Study Manage User communication log

testuse'@'.{-om Multiple sites + 12 other roles g Download (2022-03-02 09:25)
Regenerate

Technical Writer (1736) First study . 7

Mamelastnamegmailcom Multiple sites Investigator U 6

If the log was not previously generated, click Generate a PDF file or Generate an Excel file. If the log was previously generated, the most
recent version is stored on the server, shown with a date and time stamp. You can download it by selecting the link, or generate an updated
version by clicking Regenerate.

Note! The user logs are generated in the language set by the user who is generating the log. Therefore, the previously generated file is
available for download only if it was generated in the language you have currently set in Viedoc.
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4 Delete a study

A study can be permanently deleted from Viedoc when the study is locked. Deletion is initiated by the Study Manager, who can submit a
request to delete the study to the Organization Administrator. The Organization Administrator can then approve or reject the request.

After study deletion is approved by the Organization Administrator, the study is shelved in Viedoc's database. A deleted study is not visible in
Viedoc Clinic or Viedoc Designer, the study is only displayed in the study overview page of the Organization Administrator in Viedoc Admin.

The Organization Administrator can revert the deletion of a study within 180 days after the deletion request has been approved. After this
period, the study, including all study details and data, will be permanently deleted from the Viedoc database. It will not be possible to find any
traces of the study and the subjects included.

For more information, see:

» Deleting_a study (for the Study Manager)
» Deleting a study (for the Organization Administrator)
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Deleting a study (for Study Manager)

Deleting a study (for Study Manager)

Published by Viedoc System 2025-06-10

1. Introduction

2. Step-by-step guides - for the Study Manager
2.1 Requesting study deletion
2.2 Downloading_the study status report

This lesson describes how a study is deleted. The instructions are intended for the

1 Introduction

A study can be permanently deleted from Viedoc when the study is locked. Deletion is initiated by the
request to delete the study from Viedoc to the .The
request for study deletion.

,who can submit a
can then approve or reject a

After study deletion is requested by the Study Manager and approved by the Organization Administrator, the study is shelved on Viedoc's
database. A deleted study is not visible in Viedoc Clinic or Viedoc Designer, the study is only displayed in the study overview page of the

Organization Administrator in Viedoc Admin.

The Organization Administrator is able to revert the deletion of a study within 180 days after the deletion request has been approved. After
this period, the study will be permanently purged from Viedoc's database, and all study details and data will be permanently removed. It will

not be possible to find any traces of the study and the subjects included.

Study Manager Study Manager
locks study unlocks study
Locked
study
Study Manager OrgAdmin
requests rejects
study deletion deletion request
Deletion OrgAdmin .
reverts study
reqUEStEd deletion
OrgAdmin
approves
deletion request
Deleted
study

Study is visible and editable in
Viedoc Clinic, Admin and Designer

Study is visible as read-only in
Viedoc Clinic, Admin and Designer

Study is only displayed to

OrgAdmin in Viedoc Admin, not
visible in Clinic and Designer

Study is removed from
Viedoc's database

For traceability, all study delete actions are audit trailed. You can download a report that provides a full history of all requests for study
deletion, approvals of study deletion, and reversions of study deletion that are performed in the study, including who performed the actions
and when (date and time in UTC), and the reason that was given for deleting the study or reverting study delete. The report also contains the
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full history of all lock and unlock actions.

Note! This section is intended for the Study Manager. For instructions for the Organization Manager, see Deleting a study (Org Admin).

2 Step-by-step guides - for the Study Manager

21 Requesting study deletion

A request for study deletion can only be submitted by the Study Manager. A study can only be deleted after the study is locked. For
information on how to lock a study, see Locking_a study.

Note! Before deleting the study, make sure that you have downloaded the user report, the data export archive and the study design.
Download and archive the study data in the formats necessary, available formats are Excel, Comma-Separated Values (CSV), Operational
Data Model (ODM) and PDF. For instructions, see:

1. Downloading the user reportin Managing Users (STM and SIM) (Viedoc Admin),
2. Exporting_data (Viedoc Clinic),
3. Exporting/Locking/Deleting_a study design (Viedoc Designer).

To submit a request for study deletion:

1 Open the study in Viedoc Admin and select Study settings.
The Study settings pop-up opens.

2 Select the blue pen icon.

* Viedoc's demostudy

Study settings

Here you can set settings for study.

Settings Date & time format Medical Coding Import ODM File
Locked, lock date 2018-05-02 12:40 UTC
Make sure to download your data or use post study access.
Study name Study Logo
Viedoc's demostudy Upload a file
Sponsor Code CRO Code
Reference ID ;:;“C..IF or JPG files of maximum 180 px width and 90 px
Study Type Sponsor Type Swudy Phase
Pharmaceutical - Clinical ¥ Pharmaceutical company i Phase lll
Therapeutic Area Expected number of subjects
Gastroenterology B 800

The study status pop-up opens.
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3 Select Request study deletion.
‘f, Viedoc's demostudy

Study status

The study is locked and can now be deleted by Study Manager. The process is initiated by a deletion request sent to the Organization Admin_
After approval of the request, the study will be shelved for 180 days before it is permanently deleted. Please note that the Organization Admin
will be able to revert the deletion for 180 days.

ﬂ Locked by s S on 2018-05-02 12:40 UTC

Make sure vo download your data or use post study access.

& Unlock study

Set the study status back to live and enable editing of study data
The new license fee end date will be set once the study is locked again.

equest the study o be deleted from Viedoc.
Before doing so, make sure wo download your data.

g Download study status report
v/

The request study delete pop-up opens.
4 Select whether the following actions are done or not done:

= Download user report
= Download the data export archive required
=« Download study design

Enter a reason for deleting the study, and enter your password.

——
I Request study deletion

Before deleting the study, | understand that |
am responsible for the following actions:

Download user report

@ Done Mot done

Download the data export archive required

® Done Mot done

Download study design

@ Done Mot done

Reason for study delete

Study completed and ready for deletion|

Confirm with your password

Request study deleticn Cancel
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5 Select Request study deletion.
The Study status page displays that deletion of the study is requested, by whom and when (date and time in Coordinated
Universal Time (UTC)), and the study delete request will be sent to the Organization Administrator. All Study Managers and
Organization Administrators will be notified of the request by email.

)ﬁ.’v Viedoc's demostudy

Study status

The study is locked and can now be deleted by Study Manager. The process is initiated by a deletion request sent to the Organization Admin.
After approval of the request, the study will be shelved for 180 days before it is permanently deleted. Please note that the Organization Admin
will be able to revert the deletion for 180 days.

ﬁo Study delete requested by on 2018-05-02 14:38 UTC

Awaiting Organization Admin's approval

W Download swudy status report

When study deletion has been requested, the study page will display the status "Study delete requested by ... on ..."Until the request has been
approved, the study will be in locked state and visible in Viedoc Clinic and Viedoc Designer.

% Users o Add a new study

Viedoc's demostudy

(mr Study delete requestedby ~ ~ 0on 2018-05-02 14:38 UTC Awaiting Organization Admin's approval.

B Randomization is on Check for available slots, append existing or add new lists

ﬁ] Medical coding. Create and edit instances, upload files,

f+.% Reference data source(s). Manage comact information, design scopes, and applicable sites

API configuration Add and edit API clients, view data history.

2 0 0 0 ol

P Study crew M  Study design

2.2 Downloading the study status report

To download the study status report:

1 Open the study in Viedoc Admin and select Study settings.
The Study settings pop-up opens.
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2 Select the blue penicon.

s Viedoc's demostudy
Study settings
Here you can set settings for study.
Sertings Date & time format Medical Coding Import ODM File

Locked, lock date 2018-05-02 12:40 UTC
Make sure to download your data or use post study access.

Study name ) Study Logo

Viedoc's demostudy Upload a file
Sponsor Code CRO Code
Reference D ﬁle\:(glhtGIF or JPG files of maximum 180 px width and 90 px
Study Type Sponsor Type Study Phase

Pharmaceutical - Clinical v Pharmaceutical company v Phase llI v
Therapeutic Area Expected number of subjects

Gastroenterology . 800

The Study status pop-up opens.

3 Select Download study status report.
x Viedoc's demostudy

Study status

The study is locked and can now be deleted by Study Manager. The process is initiated by a deletion request sent to the Organization Admin.
After approval of the request. the study will be shelved for 180 days before it is permanently deleted. Please note that the Organization Admin
will be able to revert the deletion for 180 days

Make sure to download your data or use post study access.

B Locked by - - on 2018-05-02 12:40 UTC

Ser the study status back to live and enable editing of study data.
The new license fee end date will be set once the study is locked again.

ﬁﬁ Request study deletion

Request the study to be deleted from Viedoc.
Before doing so, make sure to download your data.

s Download study status repore
i

A PDF is downloaded that lists all database lock and delete actions, including when and by whom the study was
locked/deleted, and the reason that was given for locking/deleting the study.
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Admin audit trail report

Admin audit trail report

Published by Viedoc System 2024-10-10

1. Downloading the Admin audit trail report
2. The contents of the Excel file

The Admin audit trail report contains information about all settings and changes of study settings that have been made by authorized users
in Viedoc Admin.

1 Downloading the Admin audit trail report

To download the Admin audit trail report:

1 In Viedoc Admin, open the study settings from the study details page.

2 On the Logs tab, you can generate and download the Admin audit trail report.

If the report was already generated, you can regenerate it to get a report with all the latest information.

Y& 2022 - Demo Study \ \

Study settings

Here you can set settings for study.

Settings Date & time format Medical Coding Import ODM File Documentation

Admin audit trail report
% Download 2022-08-09 08:41:35 | Regenerate

© Viedoc Technologies AB 2022 Terms of Use - Privacy Policy
Viedoc™ version 4.72.8258.11291 [2022-08-11T08:40 UTC]

3 When you select Download, an Excel file is available in your browser.

I@ AdminsuditTrailRe...xlsx A~

_ AdminAuditTrailReport-20220emoStudy-202208711 100739 xlsx _
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2 The contents of the Excel file

The Excel file contains the following sheets:

Viedoc Admin User Guide | Viedoc eLearning

= ReportInfo - general information about when and by whom the report was generated and some information about the study

status

= Action Logs - a list with detailed information about each action regarding the study in Viedoc Admin. The columns in this sheet

are:

The following table lists the actions, identifiers, and reasons that are associated with the areas:

Area

eTMF

Medical Coding

Reference Data
Sources

RTSM

Area - one of the following values: eTMF, Medical Coding, Reference Data Sources, RTSM, Site Settings, Study
Design, Study Settings, User Invitations, User Logs, WCF API client configuration, and Web API client configuration
Action - see the table below.

Identifier -

see the table below.

Old Values - list of edited properties with their old values. If making a setting for the first time, the Old Values field is

empty.

New Values - list of set or edited properties with their new values
Reason - if available, a user-entered reason for setting or changing a property. Otherwise, the reason is the same as

the action. See also the table below.

Date/time - date and time of the action in the format YYYY-MM-DD HH:MM:SS
User - display name of the user who performed the action

Action

Enable
Map roles

Create a new medical
coding instance
Edit medical coding

Edit settings

Add reference data
source

Edit

Delete

Approve settings
Uploaded
randomization list
Add to randomization
list

Upload individual
allocation list

Add to individual
allocation list

Restart

(For dynamic randomizations only):
Create configuration, Edit
configuration

Approve global
allocation list settings
Mapping for global
allocation list

Upload global
allocation list

Add global allocation
list

https://help.viedoc.net/c/331b7a/?print=ready

Identifier

empty

For the edit medical coding
instance action: The sequence
and name

Unique identifier if available

For the Add, Edit, and Delete
actions: The sequence of the
reference data source

RTSM name or allocation
name if available.

For the actions on global
allocation, the identifier is
Global allocation.

Reason

For the Enable action: If switched on,
Enable eTMF, if switched off, Disable
eTMF

For the Map roles action: Configure
access to eTMF

User-entered reason if available,
otherwise the same as the action

For the Edit settings action: Edit
reference data sources settings

For the Add action: Add reference data
source

For the Edit action: Edit reference data
source

For the Delete action: Delete reference
data source

The same as the action if not specified
below.

For all the actions that are performed on
a specific Production or Demo mode,
this is added to the reason, for example,
Upload randomization list - Production

For the Approve settings action: Approve
RTSM settings

For the Upload randomization list action:
Upload randomization list

For the Upload individual allocation list
action: Upload allocation list

For the Add to randomization list action:
Add to randomization list

For the Add to individual allocation list
action: Add to individual allocation list

For the Restart action: Restart RTSM

For the Edit configuration action: Edit
RTSM configuration

For the Create configuation action:
Create RTSM configuration
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Area

Site Settings

Study Design

Study Settings

User Invitations

User Logs

WCF API client
configuration

Web API client
configuration

Action

Add new site
Edit site

Assign design
Apply revision

Add Study

Edit study settings

Edit date & time format
Edit medical coding
Import ODM file to
Demo

Import ODM file to
Production

Edit documentation
Archive documentation
Restore documentation
Delete documentation
Lock study

Unlock study

Request study deletion
Approve study deletion
Reject study deletion
Revert study deletion
Enable item level SDV
Enable role-based
queries

Invite user

Delete invitation

Reset password
Resend invitation
Remove user role from
study

Generate log of users
and roles

Generate user
administration log
Generate user
communication log

Add
Edit
Delete

Add
Edit
Delete

Identifier

The site number

Design or revision name and

version

For the edit medical coding

action: the coding scope

For the documentation

actions: the section name

Unique identifier if available.
For the reset password action:

« User = user display

name

« Email = user email

address

empty

Client ID (GUID)

Client ID (GUID)

Viedoc Admin User Guide | Viedoc eLearning

Reason

The same as the action

The same as the action

For the Add study action: Create study

For the other actions: User-entered
reason if available. Otherwise, the
reason is the same as the action.

The same as the action

The same as the action

For the Add action: Add API client
For the Edit action: Edit API client

For the Delete action: Delete API client

For the Add action: Add API client
For the Edit action: Edit API client

For the Delete action: Delete API client

Some data might not be available for the actions performed before the release of Viedoc 4.72.
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Design revision impact analysis

Design revision impact analysis

Published by Viedoc System 2024-06-27

1. The design revision impact analysis report
11 Generating the Excel report
1.2 The contents of the Excel report

2. Unblinding
2.3 Example 1

2.4 Example 2

Before applying a new design revision, Admin users with the system role Design Impact Analyst can use the design revision impact analysis
tool to perform an impact analysis. The analysis shows the number of existing form instances per site that will require confirmation by site

staff, regardless of who created the revision.

Viedoc Admin User Guide | Viedoc eLearning

It is recommended that this revision impact analysis is used before applying any revision.

1 The design revision impact analysis report

The Design Impact Analyst can generate, regenerate, and download the Excel report.

11 Generating the Excel report

To generate the Excel report:

1 In Viedoc Admin, select your study.
2 Select Edit in the Study design section.
P 4 Users

° Not commenced Q Walid license:

API configuration. Add and edit API clients, view data history.

Study crew
Study Sites Sites Countries Site users
# Site name L Code Country
1 Berlin 001 DE
2 Paris 002 FR

€ Add a site to this study

https://help.viedoc.net/c/331b7a/?print=ready

e Study design

Multiple designs in use.
New version is available

Effective Design Production

VIEDOC-PHASE-I-
TEMPLATE 4.1

VIEDOC-PHASE-I-
TEMPLATE 4.0

Users

o/2

o/2

© 0
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3 In the Design settings window, open the tab Apply revision.

% | Close |

Design settings

Here you can view all designs that are effective in sites and/or assign designs to sites.

Effective Design Assign Design Apply revision Audit Trail

Effective design per site Latest design

Multiple designs in use VIEDOC-PHASE-I-TEMPLATE 9.0 (2022-08-05 10:03 L

Effective design per site

Site Design Effective on (UTC) Scheduling (UTC)

; VIEDOC-PHASE-I- i
Berlin TEMPLATE 4.1 2022-08-05 09:12

} VIEDOC-PHASE-I- i
Paris TEMPLATE 4.0 2022-08-0509:12 -

4 On the tab Apply revision, select a design revision in the dropdown menu.

% | Close |

Design settings

Here you can view all designs that are effective in sites and/or assign designs to sites.
Effective Design Assign Design Apply revision Audit Trail

Apply revision Step 1/3

Select a design revision

Select a design revision 4 Latest revision is on the top!

VIEDOC-PHASE-I-TEMPLATE 4.1 (2022-08-05 09:27 UTC)

5 Select Continue to go to the next step.
6 Select the sites where the revision will be applied.
7 Select Continue to go to the next step.
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8 In step 3, you'll see a summary of the revision. The table includes a column called Req confirmation, which is the number of
existing form instances that will require confirmation from site staff.

The time of the latest performed impact analysis per site is shown in the table.

% | Close |

Design settings

Here you can view all designs that are effective in sites and/or assign designs to sites.
Effective Design Assign Design Apply revision Audit Trail
Apply revision Step 3/3

Summary

Revision to be applied

2019 - New Demo Study 5.11 (2023-05-17 08:42 UTC)

Included site Production  Current design Analyzed on* Changed forms Req confirmation

Academic Hospital of Munich (] 5.10 2024-06-1210:05 1 3

Berlin Hospital (] 5.10 2024-06-12 10:05 1 35
Impact analysis report * All time stamps are given in UTC

» Download | Regenerate

9 If this is the first impact analysis, you can select to Generate the report. Then select Download.

For subsequent sessions, you can select Download or Regenerate.

% | Close |

Design settings

Here you can view all designs that are effective in sites and/or assign designs to sites.
Effective Design Assign Design Apply revision Audit Trail
Apply revision Step 3/3

Summary

Revision to be applied

2019 - New Demo Study 5.11 (2023-05-17 08:42 UTC)

Included site Production Current design Analyzed on * Changed forms Req confirmation

Academic Hospital of Munich [} 5.10 2024-06-12 10:05 1 3

Berlin Hospital (] 5.10 2024-06-12 10:03 1 35
Impact analysis report * All time stamps are given in UTC

» Download | Regenerate

1.2 The contents of the Excel report
The Excel report contains these sheets:

= Summary - general information about the report
= Production - the forms for subjects at the analyzed production sites
« Training - the forms for subjects at the analyzed training sites

The Summary sheet shows the number of forms that will potentially lose their status regarding these parameters:

= Signature
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=« SDV

= Clinical Review

=« Data Review

Viedoc Admin User Guide | Viedoc eLearning

By default, the contents of the Excel sheets Production and Training are filtered to show only the rows that have the value Yes in the

column Req confirmation.

The Production and Training sheets contain these columns:

Column

Site Code

Site Name
Current Design

Revision being
analyzed

Subject Key
StudyEventDefld
StudyEventRepeatKey
FormDefld
FormRepeatKey
ActivityDefld

FormEditStateLocked

Req confirmation

Signed

SDV

ClinicalReview

DataReview

PMS side

2 Unblinding

Description

The site code, as defined for the study

The site name, as defined for the study

The version and revision number of the currently used design for the site

The version and revision number of the design revision that is being analyzed

The subject key

The ID of the study event

The number of repeats of the study event
The form ID

The number of repeats of the form

The activity ID

Yes - if the form was locked for edit when the report was generated

No - if the form was NOT locked for edit when the report was generated

Yes - if the form instance will require a confirmation by site staff after the revision has been applied

No - if the form instance will NOT require a confirmation by site staff after the revision has been applied

Yes - if the form instance is signed

No - if the form instance is NOT signed

Yes - if the form instance has been SDVd

No - if the form instance has NOT been SDVd

Yes - if the form instance has undergone a clinical review

No - if the form instance has NOT undergone a clinical review

Yes - if the form instance has undergone a data review

No - if the form instance has NOT undergone a data review

This column is only available for PMS studies.

Clinic - if the form belongs to the Clinic side of the PMS study. Forms that are submitted but not yet received
belong to the Clinic side.

Sponsor - if the form belongs to the Sponsor side of the PMS study

It is important to understand that the revision impact analysis provides a lot of details about the upcoming revision, and it might even be
unblinding in certain circumstances.
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If a study design uses role-based visibility for items that could reveal the subject's treatment, and the mere presence of the item is
unblinding, the revision impact analysis could reveal which treatment the subject is on.

For this reason, the permission to view and generate the revision impact analysis is isolated to a dedicated user role, and we recommend
caution before you invite a user with this role.

21 Example1

A CRF design uses a role called treating investigator and another called evaluating investigator. The treatment is blinded to all users in
the study except for the treating investigator.

The RTSM settings for the design uses a non-blinded outcome to display the treatment, but this is only visible to the treating investigator.
Subjects are assigned to treatment X or treatment Y.

Based on the assigned treatment, in the randomization form, the form Drug Administration is triggered. This form is filled in by the treating
investigator and hidden to all other users because this is also revealing the treatment of the subject.

Drug Administration

Study drug X is to be administered orally as a 200mg tablet

Was study drug X administered according Date Time
to protocol?

dd MMM yy B * HH:mm
® Yes No ©

Study drug Y is to be administered as a subcutaneous injection, 0.1 ml/kg bodyweight

Body Weight (auto-populated) Dose to be administered (auto-populated
mi
Was study drug Y administered according Date Time
to protocol?
dd MMM vy & r HH:mm
e Yes No IT ©

Dose administered

il

The first item group is only displayed to subjects assigned to treatment X, and the second item group is only displayed when the subject is
assigned to treatment Y.

Let's assume that there are complaints on this CRF design, and the second item group is changed in a revision by changing the label of the
final item from Dose administered to Actual dose administered for clarity. The revision impact analysis will then show which forms, and for
which subjects, forms are requiring a manual upgrade - this would be all subjects that have been assigned to treatment Y.

In a scenario like this, we recommend that an unblinded user in the study team is invited with the Design Impact Analyst role to avoid
unblinding to other members of the study team.

If a designer has access as a Design Impact Analyst, this user could theoretically identify the treatment of each subject by creating a
revision with changes to sensitive items (as described above), with the sole purpose to see the impact in the impact analysis report, and
afterwards deleting the revision. For this reason, we recommend that the Design Impact Analyst role is not given to a designer when the
CRF is designed according to the example above.

2.2 Example 2

A similar study is using the same approach with the roles treating investigator and evaluating investigator. The difference is that, in this
CREF design, dosing details for treatment X and treatment Y are captured in the same form, using the same item. The difference between
subjects assigned to the different treatments will be the values in the items rather than the presence of certain items.

If a change to a label is done in a revision, the revision impact analysis will NOT be unblinding, because all randomized subjects are
expected to have the same items.
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Drug Administration

Time of administration

Was the study drug administered? Date of administration
® Yes No +  01Jan 1901 =] * HHmm @
Planned dose Dose administered

In a scenario like this, any user of the study team could be invited with the Design Impact Analyst role, as this will not risk unblinding other
members of the study team. The recommendation is to invite users that would be responsible for applying the revision to this role so they

can see the impact before they apply a revision.

Thus, if a study design uses role-based visibility for items that could reveal the subject's treatment, and the mere presence of the item is
unblinding, the revision impact analysis could reveal which treatment the subject is on.
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Published by Viedoc System 2025-04-24

1. Introduction
2. Configuration overview
2.1 Study design version numbers
2.2 Assignment of study design to site(s)
2.3 Version "burn-in"
2.4 Event dates
2.5 Multiple versions over time
2.51 Event created before starting_point of any version
2.5.2 New version with same timing_as current version
2.5.3 Event date changed after it was initiated
2.6 Settings read from the study design version burnt-into the event
2.7 Settings read from current effective design
2.8 Revisions of study design version
2.9 Applying_a revised study design version to a site
2.9.4 Changes in a revision that do not affect data integrity
2.9.5 Changes in a revision that affect data integrity
2.9.51 Site confirmation of version upgrade to revised version
3. Configuration workflow
3.10 New study - first study design version
3.11 Subsequent versions
3.12 Revision of existing_version
4. Configuration management
413 In Viedoc Designer
414 In Viedoc Admin

1 Introduction
The configuration of a study in Viedoc consists of two types of settings:

= Non version-controlled settings - settings that are configured by the Study Manager in the Viedoc Admin application and that
are effective immediately. These settings are common to the study at any given point in time.
They are described in detail in the lesson General study settings.

» Version-controlled settings - settings that are configured by the Designer in Viedoc Designer, but not effective until assigned to
site(s) by the Study Manager in Viedoc Admin.

This lesson focuses on the configuration type that holds most of the study configuration, that is version-controlled settings.

2 Configuration overview

2.1 Study design version numbers

Version-controlled settings are contained in a “design” and are identified by a version number. Study design version numbers are unique
within a study. If there exist five study design versions, all originating from the same design, and a new design is created from scratch within
the same study, it will have version 6.

Study design version numbers are accompanied with a revision number. For example, “1.0” means that this is version 1 and that it has not
been revised, since the revision part of the version is 0. Revisions are explained in Revision of study design version.

2.2 Assignment of study design to site(s)

Study designs are assigned on site level. Work on a site cannot start before a study design is assigned to that site, as there is no study
configuration associated with that site.

When the Designer has finished setting up a study design in Viedoc Designer, he/she has to publish the study design, so that it becomes
available to the Study Manager in Viedoc Admin.

The Study Manager then chooses to assign the study design to one or several study sites. This step is accompanied with selecting an
effective starting time for the study design on the selected study sites.

There can be more than one design version assigned to a site.

https://help.viedoc.net/c/331b7a/?print=ready 183/396


https://help.viedoc.net/c/331b7a/6870ff/en/

12/2/25, 9:45 PM Viedoc Admin User Guide | Viedoc eLearning
2.3 Version "burn-in"

Versions are burnt in at event level, based on the date of first data entry.

The applicable design version for an event is determined by comparing the event date to the effectiveness period of the study design
version(s) assigned to the site. When an instance of an event is started, the study design version is burnt into it, indefinitely. All forms
belonging to this event will then inherit that same study design version.

When the version has been burnt-in, the forms within the event always get their settings, structure and lay-out read from that same study
design version, even if the event date, or design effectiveness periods, have changed so that a different study design version is available.

2.4 Eventdates

In Viedoc, there are four different types of events, and the study design version is burnt in as follows:

« Study start event - typically one simple form containing patient identification data. The study start event has no manual event
date entry. Thus, even if it only contains one form and this form contains something called a “start date”, it will not be used as
event date. The event date of this type of event is always the time of event initialization, that is, when the event instance is entered
for the first time.

= Scheduled events - visits scheduled according to the protocol. These require a date to be input when they are started/initiated.
For these events this is the event date, and the study design version will burn in when the event is first started/initiated. If the
event date is changed there will be no new burn-in. However, until the first form of the event is entered, the event can be
stopped/uninitiated and this is then treated as a reset of the event and a new burn-in will occur when the event is again
started/initiated.

» Unscheduled events - additional, on-demand visits. These require a date to be input when they are started/initiated. For these
events this is the event date, and the study design version will burn in when the event is first started/initiated. If the date is
changed there will be no new burn-in. However, until the first form of the event is entered, the event can be stopped/uninitiated.
This is then treated as a reset of the event and a new burn-in will occur when the event is again started/initiated.

« Common events - events occurring separately or parallel to the workflow, for example concomitant medication, adverse events,
dose adjustments, daily compliance reporting. These have no manual date entry. Thus, even if they only contain one form and
this form contains something called a “start date”, it will not be used as event date. The event date of these types of events are
always the time of event initialization, that is, when the event instance is entered for the first time.

Notes!
=« The above applies even for the events that are using the "automatic event date" functionality, that is, if the event is configured to

use an event date based either on the date of first data entry or on a date item.
= Events that are added using the automatic event date functionaility will burn-in the current effective design.

For more details on the automatic event date settings, see the Study workflow lesson.
2.5 Multiple versions over time

During the course of a study, multiple versions of the study design can be assigned to a site, with different periods of effectiveness. For
example, Site 01 could have Version 1 as the effective study design version during January 1st — January 15th and Version 2 as effective study
design version after January 15th, whereas Site 02 has Version 2 as the only effective study design version starting January 5th, as
illustrated in the image:

Site 01 I P

Site 02 |

Jan 1l Jans Jan 10 Jan 15 Jan 20 Jan 25 Feb 1

There is no end date for the effectiveness periods of study design versions. If a design is applied on January 1%, this is the effective version
until a new version with a later start date is encountered, independently of when it was assigned.
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Important! The periods of effectiveness of a study design version are connected to the event timing_of the first data entry and not to the

current time at system usage.
For example, in the below image, if:

Version 1is effective between January 18t - January 15t for Site 01.
Version 2 is effective starting with January 16! for Site 01.
Event 1is initiated on January 2"9 for Subject 01-01 on Site 0O1.

..then:
= Form content of Event 1 for Subject 01-01 on Site 01 will always be according to Version 1 (because Event 1was initiated within the

validity period of Version 1), regardless of the time of data entry:

| | -
> I | | I |

Site 01

E ™
Initiate Visit 1 ( Time of Visit 1 data entry )

Janl Jan s Jan 10 Jan 15 Jan 20 Jan 25 Feb1l
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2.51 Event created before starting point of any version

If an event is initiated with a date when no design version is in effect, the version effective at current time of system usage will be used:

Subject 01-1

sie o1 | | | | | | .

J/ ! I | I
" Initiate Visit 1 | ' Time of Visit 1 data entry ;

Ne— \

Jan 1l Jan 5 Jan 10 Jan 15 Jan 20 Jan 25 Feb 1

2.5.2 New version with same timing as current version

A new version can be assigned with the same timing as the currently assigned version and will then replace the currently assigned version,
except for already entered data (due to the version “burn-in”, as described in Version burn-in).

For example, if we have Version 1 assigned to Site 01 starting at Jan 1, and we have the following events:

« Event1-initiated and containing 3 forms:
« Form1and Form 2 filled in
« Form 3 empty

« Event 2 - not initiated

...and we assign Version 2 to Site 01 starting at Jan 1, and then:

= fillin Form 3 for Event 1 - this will have also Version 1, as this was burnt-in at the time when Event 1 was initiated.
« initiate Event 2 and fill in Form 1, this will have Version 2 (as well as all the other forms within Event 2)
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= Event initiated
=Form 1 and Form
2 filled-in

= Form 3 empty

Event not initiated

Subject 01-01

1. Assign Version 2 Jan 1 Jan 5 Jan 10 Jan 15 Jan 20 Jan 25 Feb 1

to Site 01 starting
with Jan 1
2 Fill-in Form 3 for

Visit 1
3. Initiate Visit 2
and fill-in Form 1

.
- I
Site 01 -
I I I I I I I

Janl Jan 5 Jan 10 Jan 15 Jan 20 Jan 25 Feh1l

2.5.3 Eventdate changed after it was initiated

In case the event date is changed after it was initiated, to a date when another version is applicable, the version for that event does not
change, as it was burnt-in at the date when the event was initiated (see Version burn-in):
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= Event intiated
=Form 1 and Form
2 filled-in

= Form 3 empty

Subject 01-01

~ Site 01 >
I I I I I I I
_.* Janl Jan 5 Jan 10 Jan 15 Jan 20 Jan 25 Feb 1
1. Change event
: date for Visit 1
: 2. Fill-in Form 3 for
. Visit 1
., Subject 01-01
"
Site 01 l -

Jan 1 Jan 5 Jan 10 Jan 15 Jan 20 Jan 25 Feb 1

2.6 Settings read from the study design version burnt-into the event

The following settings are always read from the study design version that is burnt-into the event:

« Forms
« Study settings
= Source Data Verification (SDV) settings

= Randomizations

= Output and Validation
« Automatic data validation (“Edit checks”)
= Output formats
= Output ID:s and labels
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2.7 Settings read from current effective design

[=] SDV Settings

[=] Randomizations

We call "current effective design" the study design version that is effective at the current time of system usage.

Settings that are not directly related to data collection structure, as well as settings that are common on the site level, are read from the
study design version that is effective at the time of system usage (that is, “time right now”). These settings are:

= Study workflow

« Roles

Study start event
Scheduled events
Unscheduled events
Common events

= Study settings

Study workflow

B Scheduled a Unscheduled a Common

Roles

B Active roles

Study Settings

Layout of subject card and subject selection page

Subject Id format
Miscellaneous
Alerts

Subject status
elLearning
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This means that the study workflow for a subject can change as time passes and a new design version becomes effective for the site the
subject belongs to:

Study workflow for Subject 01-01 on Site
(1 is according to study design Version 1

Subject 01-01

Site 01 - -
I I I I I

current time

\L y
Jan 1 Jan s Jan 10 Jan 15 Jan 20 Jan 25 Feb 1

Study workflow for Subject 01-01 on Site
01 is according to study design Version 2

Subject 01-01

Site 01

| | >

current time

\ J
Jan 1l Jan 5 Jan 10 Jan 15 Jan 20 Jan 25 Feb 1l

2.8 Revisions of study design version

If there is a need to correct something in a study design version that is already assigned, and in particular if it has already been used to
enter data (as that version is then burnt in and cannot be replaced by assigning a new version with the same time frame of validity), the
study design version has to be revised.

The following settings can be revised as part of a revision of a study design version:

« Forms*

= Study workflow *

= Roles

= Output and Validation

The latest effective design for each site will be used to define the permissions that will apply to each role.

*Note! The study design IDs (Event IDs, Activity IDs, Form IDs, Iltem group IDs and Item IDs), item dictionary (“choice”) codes and any items
involved in randomization cannot be changed. An exception is that if an item needs to be moved to another item group, the ID can and must
be changed as this will be treated as deleting an item and adding it again.

Once a study design version is revised, the revision part of the version number (initially 0) is incremented. For example, if study design
version 1.0 is revised, it will receive the version number 1.1. When a revision of a study design version is published, it replaces its predecessor
in terms of site assignment. For example, if a Study Manager wants to assign version 1to a site, and this version now has a revision, version
1.1 will be available for assignment and not 1.0.

Additionally, only the latest revision of each study design version can be used as starting point for additional revision. For example, if we
want to revise study design version 1, that has already been revised to version 1.1, we can only select 1.1 as starting point of the revision and
not 1.0.

If forms that were previously part of an event in the workflow are now removed, already initiated forms are not touched. From a study

workflow point-of-view they are now orphan forms, but from a user point-of-view there is no real difference to the appearance, as they stay
as is on the event that they were previously part of.

2.9 Applying a revised study design version to a site

Application of a revised study design version is used to upgrade forms that are already burnt-in, with a predecessor of the study design
version in terms of revisions, to the latest revision of the study design. Applying a revision is different from assigning study design versions,
as assigning study design versions only affects forms belonging to events that have not been initiated yet.
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When a revised version of a study design version is applied to a site, that revision will (eventually, after necessary site confirmations, see
Changes in a revision that affect data integrity below) replace the version it is revising, including the base version and all previous revisions
made to the version (as illustrated in the example in the image below, where 1.2 replaces both 1.0 and 1.1). Thus, effective period is not
changed.

Forms belonging to Forms belonging to . . .
events initiated within this events initiated within this Study workflow for Site 01 is \fer_smn 2_.0
period are upgraded period are upgraded both before and after the revision is applied

 Version1.0->1.2 | Version 1.0 > 1.2 I
eI
Site 01 K |

-
I I I I I I
Janl Jans Jan 10 Jan 15 Jan 20 Jan 25 Feb 1
Apply revision (Version 1.2)
to both Site 01 and Site 02 Forms _belongi_ng_ to Study workflow for Site 02 was Version
events initiated within this 1.1 before the revision was applied and is
period are upgraded Version 1.2 after applying the revision

| Version1.1->1.2

Site 02 | -

current time
Ne—

Jan 1 Jan 5 Jan 10 Jan 15 Jan 20 Jan 25 Feb 1

There are two parallel tracks being followed when a revised study design is applied, depending on whether the data integrity is affected by
the changes in a revision or not, as described in the following subsections.

It is recommended that you use the design revision impact analysis before you apply any revision. For more information, see Design
revision impact analysis.

You can NOT apply an earlier revision if a later revision has already been applied to another site. This applies to both demo sites and
production sites. For example, if version 1.2 has already been applied to a site with user acceptance testing (UAT) underway, then version 1.1
cannot be applied to a production site. It is only possible to apply version 1.2.

2.91 Changes in arevision that do not affect data integrity

A revision with changes that do not affect data integrity is applied without confirmation by the site staff. For all form instances in which form
data is not affected by the revision, the revision is processed immediately.

Changes within a revision that do not affect data integrity:

« Forms — updated settings on:
« Required/optional
= Data checks
= Min and max length
= Number of decimal digits and/or number of decimals for numeric data type
= Output IDs and labels

« Study workflow - actual workflow changes
If these are the only changes made, this will be the same as assigning the study design to the site, as workflow is always
read from the version effective at time of system usage as pointed out in Settings read from current effective design.
= Addition/deletion of events
= Addition/deletion of activities/forms on existing event

= Roles
= Output and Validation

Any discrepancies no longer valid are closed and any new discrepancies will be flagged.

The forms that are locked (by Monitor, Data Manager, or any user who has data lock permission) will be upgraded, as no data will be
touched by these types of changes.

Form signature and review status will not be affected by these kind of updates.
2.9.2 Changes in a revision that affect data integrity

Applying a revision with changes that potentially do affect data integrity requires confirmation by the site staff. Before the Study Manager
can apply a revised study design, a mandatory information text has to be entered that will be used to notify the site staff about the changes
(see the complete workflow below in Workflow - Revision of an existing version).

Changes that potentially do affect data integrity:

« Forms - addition/deletion of items and changes to:
» Name of form
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= Item labels, including static text items
= Item and item group position and input field size
» Measurement units
= Dictionary (“choice”) labels
» Instruction texts
= Visibility conditions
Changes of the role visibility conditions do not require site approval.
= Function and default value expressions
= Study Workflow
= Visibility conditions affecting form contents
= Event date settings
Changes of the event date(s) as a result of changing the "automatic event date" settings do not require site
approval. For details on the automatic event date settings, see the Study workflow lesson.

A flag will be put on the form instance indicating that there is an upgrade pending. Until the upgrade is confirmed by site personnel (see Site
confirmation of version upgrade), the form will remain in its original version.

2.9.2.1 Site confirmation of version upgrade to revised version

When a revised study design is applied to a site, all forms pending an upgrade (where data integrity is potentially affected) are marked by a
red flag, and a notification for the site is displayed on the Messages pane on the study start page.

The notification is accompanied with a standard text informing the site about the upgrade action and confirmation prompt that has to be
electronically signed. This action can be performed by anyone at the site with data edit permission. See also the lesson in Viedoc Clinic User
Guide - Approving eCRF changes.

When signed, all forms pending upgrade (listed in Changes in a revision that affect data integrity) will be upgraded to the revised version of
the study design. This is a background activity that can take some time if there are considerable amounts of forms to be upgraded.

For the subjects that are being edited by clinic users during the upgrade process, the upgrade will stay pending until the respective subjects
are released.

Optionally, forms can be upgraded manually, one-by-one, by the site. This is performed by navigating to the forms affected, opening them
for editing and re-saving them. When the form is opened for editing, it will be shown using the new upgraded design with all data filled in.

A recommendation to the site could be to manually upgrade a few forms to fully understand the potential impact of the upgrade and then
upgrade the rest using the batch approval feature.

The upgrade is not performed for:

= locked forms (locked by Monitor, Data Manager, or any user who has data lock permission).
= forms for which the approving user does not have view/edit permission.

If performing batch approval and forms affected by the upgrade are skipped, as a result of one of the above mentioned scenarios, a
new message will be displayed on the Message page. The changes can then be approved after a user with permission unlocks the
locked forms.

Forms upgraded to a new design revision lose any existing signature and review flags (clinical review, data review). The SDV flag is lost on
item level.

If a particular item, that did not require SDV, is affected by the upgrade (that is, edited in the design, see Changes in a revision that affect
data integrity), the form-level SDV flag will be kept. That means an upgrade of a form can lead to losing existing signature and review flags
(clinical review, data review), but keeping the SDV flag.

If a particular item, that was previously source data verified, is affected by the upgrade (that is, edited in the design, see Changes in a
revision that affect data integrity), it is no longer flagged as having been source-data verified. The form-level SDV flag is lost if any item in the
form lost its SDV flag. The form-level SDV flag is also lost if an item is removed from a form as part of the upgrade.

3 Configuration workflow

3.1 New study - first study design version
The following steps have to be performed in Viedoc when creating and configuring the study for the first time:

1.In Viedoc Admin, the Organization Manager creates the new study and appoints a Study Manager.

2.In Viedoc Admin, the Study Manager sets the non version-controlled common settings and appoints a Designer.

3.In Viedoc Designer, the Designer creates the first version of the version-controlled settings and makes it available to the Study
Manager by publishing the design to Viedoc Admin.

4.1n Viedoc Admin, the Study Manager creates site(s) and assigns the first version to the site(s)

5. The site user can start entering data in Viedoc Clinic, using the assigned design.
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. . Viedoc Admi
Viedoc Designer : iedoc Admin Viedoc Clinic

Designer Organization Manager Study Manager Site user
H : with data edit permission

Enter data using the assigned
design

3.2 Subsequent versions

The workflow for creating a new design version starting from an existing version of the study design, to implement a protocol amendment
and assign it to one or several sites, is the following:

1.In Viedoc Designer, the Designer makes a full copy of the existing version of the study design.

2.In Viedoc Designer, the Designer makes the additional settings required by the protocol amendment and then publishes the
design, which then becomes available in Viedoc Admin.

3. In Viedoc Admin, the Study Manager assigns the new version to one or several sites that should have the amendment. For
instructions see Assigning_a study design.

Viedoc Designer Viedoc Admin Viedoc Clinic

Site user
with data edit permission

Study Manager

Designer

Enter data using the assigned
design
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3.3 Reuvision of existing version

The workflow for revising an existing study design version and applying it to one particular site is as following:

1. In Viedoc Designer, the Designer makes a revision of an existing version.

2.1n Viedoc Designer, the Designer makes the additional settings and then publishes the design that becomes available in Viedoc
Admin.

3. In Viedoc Admin, the Design Impact Analyst performs the revision impact analysis. For more information, see Design revision
impact analysis.

4.1n Viedoc Admin, the Study Manager applies the revised version to one or several sites that should have the revision. For

Viedoc Designer : Viedoc Admin Viedoc Admin : Viedoc Clinic
Designer Design Impact Study Manager Site user
Analyst : : with data edit permission

All forms not affected in a way
that can potentially tamper with
data integrity are automatically
upgraded

Approvelupgrade forms one by
one

or

Approve and upgrade all forms
at once

Important! If a new revision is applied before previous one(s) are approved by a site user, then the approval will upgrade affected forms to
the latest revision, regardless of which of the upgrades the site user approves. For information on site approval see Approving eCRFE
changes in Viedoc Clinic User Guide.

Note! An upgrade message is displayed for the site under the Messages pane on the study start page, even for the revisions with changes
that do not affect data integrity, that is, when the forms are automatically upgraded.

4 Configuration management

If an iterative approach is used during development of a configuration, there will be many versions created as part of the workflow: [ setup --
> test -- correct -- test - setup -- test - correct - test -- ... ]. It is still advisable to revise existing versions (instead of creating new
versions) whenever possible to keep the number of versions to a minimum, as this will make the study design repository less cluttered and
more easy to manage.

41 InViedoc Designer
In Viedoc Designer, the following actions related to the study design can be performed, as described in the respective lessons:

= |nitiating_a study design - describes how to initiate a design, either by adding a new empty version or by importing one.

» Validating a study design

= Publishing a study design - describes how to publish and unpublish a design.

» Duplicating_a design - describes how to either create a new version by copying an existing version, or revise an existing version.
= Exporting/Locking/Deleting_a study design

4.2 InViedoc Admin

In Viedoc Admin, you can see the current effective design for each site, assign a study design version to one or several sites, and apply a
revised version of a study design to one or several sites. All these are described in detail in Assigning_a study design.
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Managing the study design

Published by Viedoc System 2025-04-24

1. Introduction
2. Versions and revisions
3. Viewing the effective study designs

5. Assigning a new design version
6. Applying_a design revision

7. Viewing the audit trail of study designs

This section explains how to assign a design to sites in a study. It is necessary to assign a study design to the sites in the study to start work

on the site.

1 Introduction

Study designs are assigned to a study on a site level. The work on a site can only start when a study design version or revision has been

Viedoc Admin User Guide | Viedoc eLearning

assigned to that site. Without a design, there is no study configuration associated with the site.

When the Study Designer has finished setting up a study design in Viedoc Designer, and has published the study design, it becomes
available in Viedoc Admin. At least one site should have been added to the study before a study design can be assigned. The Study Manager
can then assign the study design to one or several sites in the study, and select an effective starting time for that design to be applied to the

site.

A design can be assigned to all sites at once, or to individual sites in the study. It is therefore possible to assign different study design
versions or revisions to different sites in the study. Since study design versions or revisions are assigned to sites with a certain starting date,
one site can have a certain study design version or revision assigned to it during a certain period of time, and another version or revision

during another period of time.

The Study design field in the Study details pages displays the active designs in the study, and whether there are any new design versions or

revisions available.

W Users

Viedoc's demostudy

g Randomization is on Check for available slots, append existing or add new lists

m\ Medical coding. Create and edit instances, upload files.

¥

API configuration Add and edit API clients, view data history.

Study crew

Technical Writer.

Study Sites Sites Countries
#  Site name 0 Code
1 HKarolinska Institute Stockholm Kl
2 Uppsala University Hospital uu
3 Helsinki University Hospital HU
4 University College Hospital London CL

Sahlgrenska University Hospital

Gothenburg G

> Add a site to this study
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To see the study design or designs that are in use, click Effective.

Study design 6

Multiple designs in use.
MNew versicn is available!

To see whether there is a new design version or revision available, click Latest.

Study design 6

DemoStudyDesign 6.0 (published 2018-04-16 14:28)

The study design needs to be published in Viedoc Designer, before it is available in Viedoc Admin.

2 \Versions and revisions

The settings in the study design are version-controlled and identified by the version number. Study design version numbers are unique
within a study. If there are five study design versions in the study, and a new one is created, the new version will have version number 6.
Study design version numbers are accompanied with a revision number. For example, version "1.6" means revision 6 of version 1.

The main reason to assign a new study design version to a site after study start is that protocol amendments require changes to be made to
the study design, for example changes to the study that apply from a specific point in time during the course of the study.

If there is a need to correct errors in a study design version that has already been assigned and used for entering data, the study design
version has to be revised and the revision has to be applied to the applicable sites.

For more detailed information, see Viedoc study configuration management.

3 Viewing the effective study designs

To view a list of effective designs for all sites, click the toolbox icon in the Study design field on the study details page. The Design settings
pop-up opens:

Design settings

Here you can view all designs that are effective in sites and/or assign designs to sites.
Effective Desig Assign Design Audit Trail
Effective design per site Latest design

Multiple designs in use DemoStudyDesign 7.0 (2018-04-24 09:30 UTC)(Publi:

Effective design per site

Site Design Effective on (UTC) Scheduling (UTC)
Karolinska Institute Stockholm DemoStudyDesign 4.0 2018-02-13 09:44 -

Karolinska Institute Stockholm DemoStudyDesign 70 - 2018-05-16 00:00
Uppsala University Hospital DemoStudyDesign 3.0 2018-02-13 09:43 -

Helsinki University Hospital DemoStudyDesign 4.0 2018-02-13 09:44 -

University College Hospital London DemoStudyDesign 6.0  2018-04-16 14:43 -

Sahlgrenska University Hospital
Gothenburg
Charite University Hospital Berlin DemoStudyDesign 3.0 2018-02-13 09:43 -

DemoStudyDesign 3.0 2018-02-13 09:43 -

In the Effective design per site list, the current effective designs (design effective on this date) and the designs scheduled to become
effective are listed per site. The list also includes information about when that design became effective on the site, and/or when the design is
scheduled to become effective on the site. Time is displayed in Coordinated Universal Time (UTC).
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4 Assigning a study design

To assign a design to sites in a study, follow the steps below.

1 Click the toolbox icon in the Study design field on the study details page.
The Design settings pop-up opens.

2 On the Assign Design tab:

1. Select the design version from the drop-down list.

2. Select the sites to include. It is possible to select 'All sites', or individual sites.

3. Select the time of assignment. This can be done in various ways:
= Click the arrow to the left of the date field and select 'Now' or 'Tomorrow', or
= Click the calendar icon and select a date.

3£ Viedoc's demostudy

Design settings

Here you can view all designs that are effective in sites and/or assign designs to sites.
Effective Design Audit Trail
Select design version

Select a design version = Latest design is on the top!

Select sites to include
Choose sites You can select all sites. groups of a

single site - or you can mix with all
these.

Time of assignment (UTC)

yyyy-MM-ddHH:mm & O

Assign design Q)

3 Click Assign design.

The design is applied to the site and a confirmation message is briefly shown.

5 Assigning a new design version

Assigning a new design version is done in exactly the same way as assigning a study design. See Assigning_a study design for instructions.

Itis a good idea to keep all production sites on the same design version. For more information about the consequences to exports
when the design versions do not match, please see Exporting data.

6 Applying a design revision

Application of a revised study design is used to upgrade forms that are already saved. When a revision of a study design is applied to a site,
that revision will (after confirmation by the site) replace the version it is revising.

It is recommended that you use the revision impact analysis before applying any revision. For more information, see Design revision
impact analysis.

= Arevision of a version only replaces the version it is revising. If you need to change something that is present in more than one
version effective in your study, you need to revise all those versions applicable to the change. See Duplicate a design - versions
and revisions.

You can NOT apply an earlier revision if a later revision has already been applied to another site. This applies to both demo sites and
production sites. For example, if version 1.2 has already been applied to a site with user acceptance testing (UAT) underway, then version 1.1
cannot be applied to a production site. It is only possible to apply version 1.2.

To apply a design revision to sites in a study, follow the steps below.

1 Click the toolbox icon in the Study design field on the study details page.
The Design settings pop-up opens.
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2 On the Apply Revision tab, select the design revision from the drop-down list and click Continue (Step 1/3).

¥ Viedoc's demostudy

Design settings

Here you can view all designs that are effective in sites and/or assign designs to sites.
Effective Design Assign Design Apply revision Audit Trail
Apply revision Step 1/3

Select a design revision

' | DemoStudyDesign 18.2 (2018-10-09 14:29 UTC) ¥ | 4 Latest revision is on the topl!

# Selected revision has L changed forms.

Continue °

The system provides information about the impact of the revision by showing how many forms have been changed in blue text.

3 Select the sites the revision should be applied to. It is possible to select 'All sites, or individual sites.
Click Continue (Step 2/3).

2 Viedoc's demostudy

Design settings

Here you can view all designs that are effective in sites and/or assign designs to sites.
Effective Design Assign Design Apply revision Audit Trail
Apply revisien Step 2/3

Select sites to include

W | Karolinska Institute Stockholm % 4 Select sites for which applicable designs
will be upgraded to latest revision
All sites Applicable designs are designs associated

with already entered data and with the
same version number as the selected
Uppsala University Hospital @ revision.

Helsinki University Hospital
o University College Hospital London Continue °
Sahlgrenska University Hospital Gothenburg
Charite University Hospital Berlin
University Medical Center Groningen
University Medical Center Utrecht Yrivacy Policy

. ; 09T14:29 UTC]
Uppsala University Hospital
Oppsala o, LRI L LA — s E—
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4 Type a message to the Clinic user in the Upgrade message field. This message could be a summary of the changes in the
revision. It is displayed in Viedoc Clinic on the Messages page.

Design settings

Here you can view all designs that are effective in sites and/or assign designs to sites
Effective Design Assign Design ApE evisic Audit Trail
Apply revision Step 3/3

Summary

Applied revision

DemoStudyDesign 18.2 (2018-10-09 14:29 UTC)

Included site Current design Changed forms Affected forms *
Karolinska Institute Stockholm 181 1 0
Uppsala University Hospital 180 1 o

* Only forms at production sites

Upgrade message

v | Added temperature to the Vital Signs form Summarize the changes in the revision
The message will be displayed for each
investigator. The form(s) will be upgraded
once approval of the upgrade is received
from the investigator.

Back

Apply regﬁsion o
Apply revision

Click Apply revision (Step 3/3).
The pop-up closes and the revision is applied.

After a revision has been applied, the clinic user (with permission to enter data) needs to approve the application in Viedoc Clinic. On the
Messages page in Viedoc Clinic, the following message is displayed.

7 minutes age

Achange to the structure of one or more forms on Uppsala University Hospital has been requested by the study team. The change(s) will impact forms that are already
entered and these changes are pending your review and approval.

A summary of the changes can be found below
Added temperature to the Vital Signs form

All subjects and forms that are affected by the change are marked as having an issue
There are two ways to approach this:

« Approve each affected form by opening them individually and follow the instructions
+ Approve all affected forms at once by signing off below.

If Uppsala University Hospital did not have any subjects at the time this message was received you can ignore this message

| hereby approve the application of these changes to my site.

Password Confirm

Application of the revision can be done in two ways:

1. Approve the changes to all affected forms at once by entering the password en clicking Confirm below the displayed message
(batch approval).

2. Approve each affected form by opening them individually and follow the instructions. Affected forms are indicated by the red
issue icon.

Forms upgraded to a new design revision by the site will lose any existing signature and review flags (clinical review, data review). The
Source Data Verification (SDV) flag is lost on item level. If a particular item, that was previously source data verified, is affected by the
upgrade, it will no longer be flagged as having been source-data verified. The form-level SDV flag will be lost if any item in the form lost its
SDV flag. The form-level SDV flag will also be lost if an item is removed from a form as part of the upgrade.

7 Viewing the audit trail of study designs

To view a list of effective designs for all sites, click the toolbox icon in the Study design field on the study details page. In the Design settings
pop-up, open the Audit Trail tab.
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‘f, Viedoc's demostudy | Close
Design settings
Here you can view all designs that are effective in sites and/or assign designs to sites.
Effective Design Assign Design Audit Trail

Study site audit trail

Site Design Effective on (UTC) Applied by Applied on (UTC)

) ~
Uppsala University Hospital ?g“’c’St“dyDes'gn 2018-04-24 09:35 Technical Writer 2018-04-24 09:38
Karolinska Institute Stockholm ?g“’C’St“dyDes'gn 2018-05-16 00:00 Technical Writer 2018-04-24 09:31
University College Hospital DemoStudyDesian ;15 016 1423 Technical Writer 2018-04-16 14:56
Londeon 6.0
Karolinska Institute Stockholm EE“’C’St“dyDes'gn 2018-02-13 09:44 Technical Writer 2018-02-13 09:44
Helsinki University Hospital E;“"’St“dyDes'g” 2018-02-13 09:44 Technical Writer 2018-02-13 09:44
University College Hospital DemoStudyDesign ,15 0213 09:44 Technical Writer 2018-02-13 09:44
Londen 40
Uppsala University Hospital ?E"“’St“dy[’es'g” 2018-02-13 09:43 Technical Writer 2018-02-13 09:43 -

The audit trail lists the sites to which designs are assigned, which design is assign, on what date that design is effective. It also lists who
assigned the design to that site and on what date.
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Handling eCRF updates after going live

Handling eCRF updates after going live

Published by Viedoc System 2025-05-08

1. When to do a new version versus a revision
2. Best practices for handling eCRF updates

21 General

2.2 ltems and IDs
2.3 New versions

2.4 Revisions

3. Using the design revision impact analysis tool before doing a revision

4. Doing_ a revision

Please read the following lesson to understand the difference between a revision and a new version:
Viedoc study configuration management

1 When to do a new version versus a revision

The way of handling protocol amendments and updates/corrections to the eCRF depends on the situation each time. The following table
gives a general guideline on when to do a new version versus a revision:

o

New version

s

Revision

B+

Both

In a new version, all changes to the study design are allowed. However, just because something can be changed does
not mean it is a good idea to do so. It is safest to stick to the original structure and design as far as possible. For
example, when making changes in the Study Workflow, be mindful of how these changes will affect the dependencies
of previous versions. In terms of scheduling and visibility conditions, all events will behave as per the current effective
design.

The final order of the events as seen in PDF records depends on the dates entered by the user and not on what
was programmed in the Study Workflow.

A new version is required when:

= Only future events are to be affected (to not break SDV or signature on previous forms).

= There are changes to randomization forms (using the built-in randomization feature). These forms are
locked and cannot be unlocked.

» Viedoc Me forms are locked upon receipt. These forms must be unlocked before a revision can be
applied. Therefore, it is best to change Viedoc Me forms in a new version. Remember to also update
translations if necessary.

In a revision, the types of changes that can be made to the design are limited:

a. It is not possible to add items with the same ID, and a deleted item cannot be brought back.

b. Item types cannot be changed—a number cannot be converted to a string, and a radio button cannot be converted
to a checkbox. In general, these changes must be done in a new version. Ask support for the best advice if the solution
isn't obvious.

Arevision is required when:

=« Forms have been saved with subject data and the forms require an update.

Sometimes an update to the eCRF will require both a new version and one or more revisions.

2 Best practices for handling eCRF updates
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21 General

= Click the Validate button often. The design should not be published with errors.

= Use the Study Workflow to control visibility. The point-and-click visibility settings are much easier than writing the equivalent
JavaScript code.
= Preview the form in Study Workflow to see how it will look for a specific event/activity.

Preview

Customize item visibility L0/l

2.2 ltemsandIDs

= Consider hiding items instead of deleting them. If an item is deleted it can never be brought back in that same version. Instead,
change the item’s visibility to Hide always. If the item needs to be brought back, then the visibility can easily be changed back to
Show always.

General Visibility Validation f Oulputm

Show L 4 to
®) All roles

") Selected roles

®) always
“)on simple condition evaluates true

) on advanced condition evaluates true

Enable edit for
®) All roles

= If an ID needs to be changed, consider changing the output ID instead:

* SILLY_ID Settings [ !

: °C SILLY_ID : General Visibility | Validation f Output
'

! | OutputField ID

1 1 It that ID is max 8 to be

: : CDISC ODM compliant.

R e S : VSTEMP

Output Field Label
Temperature degrees Celsius

) Duplicate field @ Delete field

For items with code lists—radio buttons, dropdown lists, and checkboxes—each code list option consists of two parts:

1.The label
2.The code

. For example:
ARMCD Settings (3]

| 1 ‘Field label

Treatment group.

Label positon. Fieidlayout
Top v | ven

Measurement Unit

Control Type.
© Rado
O Dropdown

Wit (n ot 0. 200
T ———
g.20 w0 | egz0

= Adding an entirely new option in a new/revised design version is okay. However, when it comes to changing the existing labels or
codes, keep the following in mind:

= Labels - Editing an existing label while keeping the same code value will cause a data split in the export. This will be indicated by
IltemID_n where "n" is the number of versions there are of the code list. If there are different labels for the same code value, this
may cause errors in your design.
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Code values - The codes of the existing options should not be changed. Codes should be unique. Thus, make sure not to add a
code list that existed previously or was later removed.

» Be mindful of items that will require updates. For example, a dropdown lists labelled Patient consented under protocol version:—
if such an item was placed on the starting form, then SDV and signatures would break every time this item was updated.

2.3 New versions

= Try to keep the number of new versions to a minimum. For example, if there are 10 versions of the eCRF, and all require a revision,
then you'll need to perform 10 revisions (one per version).

= In Admin, when assigning a new version, the suggested practice is to always assign the version on the same date as the last one.
Check the audit trail of when the previous versions were assigned. For example, if version 1.0 was assigned on 2020 JAN 01, then
version 2.0 should also be assigned on 2020 JAN 01. This ensures that version 2.0 is used regardless of the event date. Please
see the lesson Viedoc study configuration management for examples and consequences of version management and dates.

Effective on (UTC)

2020-02-20 00:00

2020-02-20 00:00

2020-02-20 00:00

2020-02-20 00:00

2.4 Revisions

= Be aware that if a revision affects data integrity in any way—even grammar corrections or adding an option in a dropdown menu
—SDV, signatures, and review flags will break.

a A change to the structure of this form is pending your review and approval. Click edit to load the new structure and review the data previously
entered. Make any changes necessary and then save the form.

CBC LAB Results (Hematology) ; | swowrstory @) (DD

= During a revision, if form updates are approved in a batch but fail to apply to all forms, then the approval message will appear
again. The updates could have failed either due to forms being locked, or the user not having view/edit permissions for the
revised items.

« If a form is locked, then the updates applied in a revision will not take effect. The form must be unlocked by a user with lock
permissions.

= Ifanitem is removed in a revision—either by deletion or by changes to its visibility conditions—and data have been stored for this
item, the removal will show in the audit trail.

= In Admin, make sure that revisions aren’t accidentally assigned as versions! You do not enter a date of assignment for a revision;
it uses the previously set date. It is important to understand the difference between “assigning a new version” and “applying a
revision”.

Design settings

Here you can view all designs that are effective in sites and/or assign designs to sites.
Effective Design Assign Design Audit Trail

Apply revision Step 1/3

Select a design revision

v Workshop 16.1 (2020-10-08 11:10 UTC) . Latest revision is on the top!

1 Selected revision has 1 changed forms

Continue °

3 Using the design revision impact analysis tool before doing a revision

To find out what impact a change to a design will have on SDV or signatures, use the Viedoc design revision impact analysis tool:

1 Make the change to your design.

2 Publish the design.

3 Open Viedoc Admin and run the design revision impact tool according to these instructions: Viedoc design revision impact
analysis.

Note! Be careful not to accidentally apply the changes.
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4 Unpublish the design.
5 Unlock the design.
6 Now, you can continue making any necessary changes to the design.

4 Doing a revision

Note! All steps below are performed on the production server. After going live, the training server should only be used to test a proof of

concept.
1 Do an Excel export of all forms that will be affected by the update. Select the Event dates and Review status options.
In addition to data, also include the following in the export (will not be included in Preview data)
Queries
+ Review status Medical coding
« Event dates Edit status
Uploaded files
= The Review status option is to check for impact to signatures and SDV, as well as check if forms are locked.
= The Event dates options is to check if events have been initialized under a design or not.
2 The effective design version can be found in the export for each form under the column Design version. Use this information
to see which versions will need to be revised.
Design version
DesignVersion
3 Go to Designer and download a complete configuration report for each version that needs revision.
ﬁ Configuration report
Abbreviated Comp@e
Forms
Forms Times in use
Study workflow
Scheduled Unscheduled Common
Roles T
4 In each configuration report, check for items that will be affected (do a Ctrl+F search of the item’s ID). Check for dependencies
on visibility conditions, functions, and edit checks. For more information, see Configuration report.
5 Make changes as appropriate in each version.
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Managing reference data sources

Managing reference data sources

Published by Viedoc System 2018-11-09

1. Introduction
11 About reference data
1.2 Terminology,
1.3 Workflow
2. Reference data sources in Viedoc Admin
2.4 About reference data sources
2.5 Who can configure reference data sources?
2.6 Description of the Reference Data Sources window
3. Step-by-step guides
3.7 Adding_a reference data source
3.8 Editing_a reference data source
3.9 Deleting a reference data source

This lesson describes how to manage reference data sources in

1 Introduction

11 About reference data

Viedoc offers support for adding reference data that will be automatically populated to specific forms. When reference data are configured
for your study, it is not necessary to fill in reference values for each subject in each form separately.

It is possible to configure different sets of reference data that will be populated to the form based on:

« factors that can affect the reference data, such as age or gender
« reference data source, such as a lab

= site

= date

1.2 Terminology

Term Definition

Reference An institute that provides reference data, for example a lab.
data source

Reference A mapping of the items that should be automatically populated with reference values, and the factors that they
data scope should depend on. One or more reference data scopes can be configured in Viedoc Designer > Global Settings, as
set(s) of variables and factors (see definitions below).

Factor A parameter that affects the reference data, for example a subject’s sex. Factors may affect the normal range for a
test result.

Variable A specific measurement to be carried out.

Date factor The date the sample was collected or the measurement carried out. This field determines on which date the

reference data to be populated are based, for example when the event date is not the same as the collection or
measurement date.

Target type An item of a certain type of information that a reference data source can provide for a specific variable (such as
range, unit, low/high values, etc.). Any number of target types can be defined by the user.

1.3 Workflow

Reference data are configured in Viedoc Designer, Viedoc Admin and Viedoc Clinic. The schematic below depicts what different steps need
to be taken, and which roles have permission to perform these steps.
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Viedoc Designer

g Designer

Viedoc Admin

g Study Manager/Site Manager

Reference Data Source
Manager

Viedoc Clinic

g Clinic role with permission to view,
edit and publish reference data

For more detailed instructions regarding these steps, see:

= Configuring_reference data scopes in Viedoc Designer
=« Managing reference data sources in Viedoc Admin (this lesson!)
= Working with reference data in Viedoc Clinic

For a detailed example of how to work with reference data, see:

» Ause case for working with reference data

For a video tutorial on how to work with reference data, see

= Reference data video tutorial

2 Reference data sources in Viedoc Admin

2.1 About reference data sources

The reference data sources are configured in Viedoc Admin. A reference data source is an institute that provides reference values, for
example a laboratory. It is possible to add multiple reference data sources. Each reference data source is linked to one or more reference
data scopes that define the following:

= which measurements the reference data source carries out,
= which factors might affect the results,
= what are the ranges/units that are used for these parameters.

The reference data source is also linked to one or more sites in the study.

2.2 Who can configure reference data sources?
The user roles that give permission to manage the reference data sources in Viedoc Admin are:

« Reference data source manager - can manage the reference data sources at study level. A user who has this role can delegate
the management of data sources at site level to the Site manager.

« Site manager - can manage the reference data sources at site level (for the managed site), if the Reference data source
manager has delegated this task.

Note! The site-specific reference data sources that were added by the site manager are not editable by the reference data source
manager, they can only be viewed as read-only by the reference data source manager.

See Managing users (STM and SIM) for more information about the different user roles and the management of these roles.
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2.3 Description of the Reference Data Sources window

% Viedoc's demostudy Close

Reference Data Sou rces @ Add new reference data source e

Manage contact information, design scopes, and applicable sites.

02 Reference data source(s) Sort by

| Allow site managers to create reference data sources

Uppsala. Sweden

Scopels): Lab references

Site(s): All sites

Last edited 2018-06-05 11:30 UTC by

#To
k% Local Lab ¥ Open
Stockholm. Sweden

Scopels): Lab references

Site(s): Karolinska Institute Stockholm

Last edited 2018-06-05 11:32 UTC by

On the Reference Data Sources window, you can:

1.view a list of all reference data sources. If the Allow site managers to create reference data sources option is checked, then the site

managers are allowed to manage the data sources assigned to the study site(s) they are managing.
2.view the details of a reference data source:

= Name and location of the reference data source.

= Scope(s): which reference data scopes are mapped to the data source.
= Site(s): which sites are mapped to the data source.

= Information about when and by whom the data source was last edited.

3. open and edit the details of a reference data source.
4. sort the list of the reference data sources by:

= Date modified in ascending or descending order.
= Name in ascending or descending alphabetical order.

The option that is currently used for sorting is highlighted in orange.

5. add a new reference data source.

3 Step-by-step guides

3.1 Adding a reference data source
Note! Adding a reference data source can only be done by the Reference Data Source Manager.

To add a new reference data source, follow the steps below.
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1 Click the toolbox icon in the Reference data source(s) field.

#& Studies @ Users © rocsnewsuay

Viedoc's demostudy

{3 Reference data sourcels). Manage contact information, design scopes, and applicable sites

Studly crew 9 Study design
=3

Multiple designs in use.

£ Study Sites [ sites [} Countries [E) Site users m

# 11 Site name o Code it Country 1 Effective Design Production Users

1 Karolinska Institute Stockholm KI SE DemoStudyDesign 100+ 174 @ -

2 Uppsala University Hospital uu sE DemoStudyDesign 100 1/4 @

3 Helsinki University Hospital HU Fl DemoStudyDesign 100 1/3 @

4 University College Hospital London cL GB DemoStudyDesign 100 1/2 @
éauhtl'?:?]zkr‘; University Hospital sG SE DemoStudyDesign 100 1/3 @

) Add a site to this study

The Reference Data Sources window opens.

2 Click Add new reference data source.

Viedoc's demostudy Close
Refe rence Data Sou rces (ﬂ Add new refe@ce data snurce)
Manage contact information, design scopes. and applicable sites.

3 Reference data source(s) Sore by

|| Allow site managers to create reference data sources

€% Central Lab

Uppsala, Sweden

Scopels): Lab references
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3 Enter the following details about the reference data source:

= Name (mandatory to enter)
= Country

« City

»« Contact person

»« E-mail address

= Phone number

» Description

In the Link to following reference data scopes field, select the reference data scopes to which the source should be linked.
In the Available for use in the following sites field, select the study sites to which the source should be linked. You can select

individual sites, or a complete study site group at once (for more information about study site groups, see About system site
groups in Managing study sites). You can add multiple sites or study site groups.

6 Central Lab

Name Country

Central Lab Sweden v
City Contact person

Uppsala Mr. Lab

E-mail address Phone number

Central@Viedoclabs com 0123456789

Description

A central lab for all sites in the study

Link to following reference data scopes

Lab references X

Available for use in following sites

Select site groupl(s) or site(s)
£ Allsites
¢ (O] All production sites @ Cancel
— 3 Finland
Helsinki University Hospital
(23 Germany
Charite University Hospital Berlin
3 Sweden

Harolinska Institute Stockholm

4 Click Save. The new reference data source is added to the list of reference data sources.

3.2 Editing a reference data source

To edit the details of a reference data source, follow the steps below.
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1 Click the toolbox icon in the Reference data source(s) field.

#& Studies @ Users © rocsnewsuay

Viedoc's demostudy

{3 Reference data sourcels). Manage contact information, design scopes, and applicable sites

Studly crew @ Study design @
Study Managers (3)  Efiecive

Multiple designs in use.

£ Study Sites [ sites [} Countries [E) Site users Show all sites

# 41 Site name 0 Code Country Effective Design Production Users

1 Karolinska Institute Stockholm Kl SE DemoStudyDesign 10.0 v 1/4 @ -
2 Uppsala University Hospital uu SE DemoStudyDesign 100/ 1/4 @

3 Helsinki University Hospital HU Fl DemoStudyDesign 100/ 1/3 @

4 University College Hospital London cL GB DemoStudyDesign 100 1/2 @

5 é:‘tf:;ikr‘; University Hospital sG SE DemoStudyDesign 100 1/3 @

) Add a site to this study

The Reference Data Sources window opens

2 Click Open to open the reference data source you would like to edit.

‘/‘. Viedoc's demostudy

Refe rence Data Sou rces © Add new reference data source

Manage contact information. design scopes. and applicable sites.

3 Reference data source(s) LSO Date modified 41 m

Allow site managers to create reference data sources

%5 Central Lab ¥ Open
Uppsala, Sweden

Scopels): Lab references

Site(s): All sites

Last edited 2018-06-05 11:30 UTC by

k% Local Lab ¥ Open

Stockholm. Sweden

Scopels): Lab references

Sitefs): Karolinska Institute Stockholm

Last edited 2018-06-05 11:32 UTC by

&% Another Local Lab %
Gothenburg. Sweden
Scopels): Lab references

Site(s): Sahlgrenska University Hospital Gothenburg

Last edited 2018-06-11 11:44 UTC by

3 Edit the details and click Save to save the changes you made.

3.3 Deleting a reference data source
To delete a reference data source, follow the steps below.

Note! A reference data source cannot be deleted if at least one site in production mode was assigned to that source and if reference data
has been published in Viedoc Clinic for that data source (in combination with a reference data scope).
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1 Click the toolbox icon in the Reference data source(s) field.

#& Studies @ Users © rocsnewsuay

Viedoc's demostudy

{3 Reference data sourcels). Manage contact information, design scopes, and applicable sites

Studly crew 9 Study design

Study Managers (3)  Efiecive

Multiple designs in use.

£ Study Sites [ sites [} Countries [E) Site users m
# 11 Site name o Code it Country 1 Effective Design Production Users
1 Karolinska Institute Stockholm Kl SE DemoStudyDesign 10.0 v 1/4

2 Uppsala University Hospital uu SE DemoStudyDesign 100/ 1/4
3 Helsinki University Hospital HU Fl DemoStudyDesign 100/ 1/3
4 University College Hospital London cL GB DemoStudyDesign 100 1/2

Sahlgrenska University Hospital

Gothenburg sG SE DemoStudyDesign 100 1/3

00000

) Add a site to this study

The Reference Data Sources window opens.

2 Click Open to open the reference data source you would like to delete.
Viedoc's demostudy Close
Refe rence Data SOu rces ) Add new reference data source

Manage contact information, design scopes, and applicable sites.

|| Allow site managers to create reference data sources

%% Central Lab ¥ Open
Uppsala, Sweden

Scopels): Lab references

Site(s): All sites

Last edited 2018-06-05 11:30 UTC by

=8 Local Lab ¥ Open
Stockholm. Sweden

Scopels): Lab references

Site(s): Karolinska Institute Steckholm

Last edited 2018-06-05 11:32 UTC by

.4 Another Local Lab %
Gothenburg. Sweden

Scopels): Lab references

o

Site(s): Sahlgrenska University Hospital Gothenburg

Last edited 2018-06-11 11:44 UTC by
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3 Click Delete this reference data source.

6 Another Local Lab

Name Country
Another Local Lab Sweden v
City Contact person

Gothenburg

E-mail address Phone number

Description

Link to following reference data scopes

Lab references X

Available for use in following sites

Sahlgrenska University Hospital Gothenburg X

Delete this reference data sc

Y

Cancel

The reference data source is deleted.
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A use case for working with reference data

Published by Viedoc System 2023-04-25

1. Introduction
11 About reference data
1.2 Terminology,
1.3 Workflow
1.4 Objective of this lesson
2. Working with reference data - an example
2.5 Configuring_a reference data scope in Viedoc Designer
2.6 Adding_a reference data source in Viedoc Admin
2.7 Entering_reference values in Viedoc Clinic
2.8 Auto-population of reference data to the subject forms

This lesson provides a use case for working with reference data in , ,and

1 Introduction

11 About reference data

Viedoc offers support for adding reference data that will be automatically populated to specific forms. When reference data are configured
for your study, it is not necessary to fill in reference values for each subject in each form separately.

It is possible to configure different sets of reference data that will be populated to the form based on:
« factors that can affect the reference data, such as age or gender
« reference data source, such as a lab
« site

« date

1.2 Terminology

Term Definition

Reference An institute that provides reference data, for example a lab.
data source

Reference A mapping of the items that should be automatically populated with reference values, and the factors that they
data scope should depend on. One or more reference data scopes can be configured in Viedoc Designer > Global Settings, as
set(s) of variables and factors (see definitions below).

Factor A parameter that affects the reference data, for example a subject’s sex. Factors may affect the normal range for a
test result.

Variable A specific measurement to be carried out.

Date factor The date the sample was collected or the measurement carried out. This field determines on which date the

reference data to be populated are based, for example when the event date is not the same as the collection or
measurement date.

Target type An item of a certain type of information that a reference data source can provide for a specific variable (such as
range, unit, low/high values, etc.). Any number of target types can be defined by the user.

1.3  Workflow

Reference data are configured in Viedoc Designer, Viedoc Admin and Viedoc Clinic. The schematic below depicts what different steps need
to be taken, and which roles have permission to perform these steps.
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Viedoc Designer

3 Designer

Viedoc Admin

g Study Manager/Site Manager
Reference Data Source
Manager

Viedoc Clinic

g Clinic role with permission to view,
edit and publish reference data

For more detailed instructions regarding these steps, see:

» Configuring_reference data scopes in Viedoc Designer
« Managing reference data sources in Viedoc Admin
= Working with reference data in Viedoc Clinic

For a video tutorial on how to work with reference data, see
» Reference data video tutorial
1.4 Objective of this lesson

This lesson illustrates an example of configuring reference data in Viedoc Designer, Viedoc Admin, and Viedoc Clinic. It also shows how
reference data are populated to the subject forms in Viedoc Clinic.

2 Working with reference data - an example

21 Configuring a reference data scope in Viedoc Designer

1.In Viedoc Designer, create the form that will be auto-populated with reference values. In the example in the image, this formis
the Lab form, and the items that will be populated with reference values are Low Normal, High Normal and Range.

2.Set up a Reference data scope. The reference data scope defines a set of measurements that a reference data source (e.g., a
lab) carries out, and the factors that might affect these data. In this example, the reference data scope Hematology CBC was set
up, with:

= Sexand Ageas Factors - because these are the factors that the respective reference values might depend on.

« Leukocytes, Lymphocytes and Neutrophils as Variables - because these are the parameters that are going to be
measured. For each variable, we set the date factor (the date on which the reference values to be populated are
based) to the LAB_DATE item in the Lab form. We also set up two target types that correspond to the Low Normal
and High Normalitems in the Lab form.
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Forms /

Preview of your form €@

Demographics m@ox

Date of Informed Consent
i

Date of birth [ oMbos

Forms /

Preview of your form @

Lab @

Collection Date and Time

Hematology - CBC

Result Low Normal
WEBC [ LAB_WBC_RES [ LAe_wec_tow
Leukocytes
NEUT [E] LAB_NEUT_RES [E] LAB_NEUT_LOW
Neutrophils
LYM (8 LB_LYM_RE ] LAB_LYM_Low
Lymphocytes
Hematology - CBC2

Result Range [ L4
Mono @ Lis_MoN _
Baso [ (]

3. Publish the Global design settings, so that the defined reference data scope will become available in Viedoc Admin and Viedoc

Clinic.

4. Create one or more clinic roles that have permission to perform one or more of the following actions:
= View reference data - allows the user to see the existing reference data in read only mode in Viedoc Clinic. When
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High Normal
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[ Show ID for

[ ShowiD for

Reference data scopes
T Hemarology CBC Factors. 2, Variables: 3

T Hematology CBC2 Factors: 2, Variables: 2 @ Inuse

Reference data scope | Hematology CBC

Hematology CBC

Factors
# Factor label Factor expression
Sex #  SFIRST DM DMSEX
Zatp Aoe #  SFIRST.DMDMAGE
Variables
" Form Name
Lab (LAB) #  Leukocytes PR
2+ LabuAB #  Neutrophils
30 LbAB #  Lymphocytes

enabling this option the following two options become available:
= Edit reference data - allows the user to edit and save reference data.
= Publish reference data - allows the user to publish the reference data values, so that the values will become

available for the forms in Viedoc Clinic.

Date factor

LAB_DATE

| LAB_DATE

»

Factor options

Male. Female

Target types

Low Normal 4

+ ILAB_NEUT_LOW)

+ IAB_LYM_LOW)

»

»

Viedoc

High Normal &

*

(LABNEUT_HIGH] &

(LAB_LYM_HIGH)

You need to have at least one clinic role with permission to edit reference data and one clinic role with
permission to publish reference data. This does not have to be the same role.

d

[
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Role ID: RG5515

Monitor

. €D # +/x
ﬂ Role ID: RG5518
. Data Manager
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Rele ID: RG5!
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Viedoc Designer

ﬁ Designer
Save Sign Review Quitput Read-only
© ©
Yes No No Yes No
© ©
No No Yes Yes Neo
© ©
No No Limited Yes No

Edit role

Name Status

o @)

Data Manager

Description

Avatar

o 0
o an
o O
ah an

Gxa
[
o

Edit role "Data Manager” [RG5519]

Manage rights in this role

Special
User can only view form data (this overrides all edit permissions)

V' Metrics +/ Create private notes

/ Export of data into different formats/view reports

Medical coding v View reference data /' Edit reference data +/ Publish reference data

CRF Rights

Add/update subject/event/form data and query answers Delete subjects

Sign subject/event form data and queries Add/change queries /' Add pre-queries

Promote pre-queries +/ Data review Clinical review SDv Lock data

elearning

&/ Site User Training (SUTV4) v/ Monitoring Training (MTPV4)

For more detailed instruction, see Configuring reference data scopes, and Configuring roles in Viedoc Designer.

2.2 Adding a reference data source in Viedoc Admin

In Viedoc Admin, open the Reference data source(s) window and add the reference data sources (the labs or institutes that will provide the
reference data). Link the reference data source to the reference data scopes and to the sites for which they should be used.

For more detailed instruction, see Managing reference data sources in Viedoc Admin.

In this example, we have defined two reference data sources: Akademiska Lab and Karolinska Lab. The Akademiska Labis linked to two
scopes: Hematology CBC and Hematology CBC2. It is also linked to the system site group Sweden (all production sites in Sweden). The
Karolinska Lab is only linked to the scope Hematology CBC, and to the site Karolinska Institute Stockholm.
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x A demo study

Uppsala, Sweden

Site(s)

Reference Data Sources

Manage contact information, design scopes. and applicable sites.

2 Reference data source(s)
Allow site managers to create reference data sources

% Akademiska Lab
Scopels): Hematology CBC, Hematology CBC2

Sweden
Last edited 2017-10-20 12:22 UTC by %

%4 Karolinska Lab
Stockholm, Sweden
Scopels): Hematology CBC ,*
" -
Site(s): Karolinska Institute Stockholm .

Last edited 2017-10-20 12. Z}UTC by
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=Sl Viedoc Admin
. Reference Data Source

A= Manager

[+] A@ new reference data source

-
.
-

T
.

6 Central Lab

Name Country
Central Lab Sweden v
City Contact person

Uppsala
Phone number

E-mail address

Description

Link to following reference data scopes

Hematology CBC
Hematology CBC2
Cancel

Select site groupl(s) or site(s)

Save
For each of the defined reference data source-scope combinations, reference data value sets will become available in Viedoc Clinic.

2.3 Entering reference values in Viedoc Clinic

1. In Viedoc Clinic, on the landing page, click the reference data icon. A list of all reference data source-scope combinations is
2. Click Open reference data editor to open the reference data editor. In this example, we enter the values for the Akademiska Lab,

displayed.
Hematology U source-scope combination.
= Select the time period the values are valid.
= Select the factors to include. In this example, both Age and Sex are included, yet not used for all three variables. We
set sex to N/A (not applicable) for the variable Leukocytes, and age to N/A for the variable Lymphocytes.
= Select the factor options to include, and/or define the range. In this example, we include Male and Female as factor

options for the factor Sex, and we specify <78 and =78 as ranges for the factor Age.

Enter the reference values.
3. Click Save to save the reference values.
4. Click Publish to publish the reference values. Publishing will make the reference values available for autopopulation to the

subject forms.
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Viedoc Clinic

Reference Data Sources

Manage contact information. design scopes. and applicable sites

2 Reference data source(s)

Allow site managers to create reference data sources

Uppesla. Sweden
Scopels): [Hematology CBC JHematology CBC2
Sitels): Sweden

Last edited 2017-10-20 1222 UTC by

3 [Karolinska Lab

Stockholm Sweden

Scope(s): [Hematology CBC

Sitels): Karolinska Institute Stockholm

Last edited 2017-10-20 1223 UTC by,

© Add new reference data source

0O =

Reference data

Allsites Sweden Finland Germany Netherlands Austria Belgium Italy United Kingdom Switzerland

» m|Akademiska Lab, Hematology CBC |

© Reference values @ Published 20 Oct 2017 12:36 UTC by M s

1 Linked to 2 site(s) Linked to 19 formis). Settings can be edited by 3 user(s). Last saved 20 Oct 2017 12:36 UTC by, -

Dpen reference data editor

ke 0 25¢e(s). Linked 0 5 formis). Settings can b edied by 3 user(s) Last saved 20 Oct 2017 1HUDUTG by -

€ 0

Viedoc Designer 1
Reference data scope | Hematology CBC
pel 9y %2 Akademiska Lab, Hematology CBC
Linked t0.2 stels). Settings can be edited by 3 user(s).
Scope name
Hematology CBC -
B # Veidfom 2071020 ) Validto Ongoing
v | s Factorerprotion Facoraptons Reference variable rame Factors 8
1 [se #  SFRSTDMDMSEX -+ Male, Female 8 sex
2 #  SFIRST.DM.DMAGE
e Ll Leukocytes N/A
Veriables Target types Neutrophits Male
¥ fom Name Date factor LowNormal # HighNormal
1w # Leukocytes . 148_DATE # o lowNomal  p HonNomal 4 & Female
(LAB_WBC_LOW) (LAB_WBC_HIGH) L
2+ Lbws # Neurophis # - UBDATE # o (ABNEUTLOW) # (LABNEUTHIGH) # @
34 LabuaB) #  Lymphocytes # o LABDATE # v LABLYMLOW) @ (ABLYMHIGH # @ Lymphocytes Hale
Add abie : Female
: A

® Addnew | Duplicate |l
Values to be populated
Age o tow High
Nommsl  Normal
< 1 4500 10000
> 1 4000 8000
< 1 1100 4100
S 1050 3900
< . 1100 4900
> 1 1050 4700
NA 3100 7100
N/A 1900 7800

For more detailed instruction, see Working with reference data in Viedoc Clinic.

2.4 Auto-population of reference data to the subject forms

1. Open the form to which the reference data will be populated, in this example Lab. Viedoc automatically identifies forms that have

items that belong to reference data scopes, and displays a section in which the source for the reference data can be selected:
Link the scope with the reference data source that provided the test results.
2. For each scope, select the reference data source that provided the reference data from the drop-down list. In this example we
select Akademiska Lab for the scope Hematology CBC.
3. Set the Collection date and time.

4 Formisin view mod. Click Edit to make it ecitable

Demographics = =

Date of Informed Consent

v 13Aug2018 @

Date of birth

v 10 Jul1979 ]

JECTITTRS

B o immin ——— g - |

Gender

(®) Male () Female

391

years

kademiska Lab, Hematology CBC

Linked to 2 site(s). Settings can be edited by 3 user(s).

Viedoc Clinic

e

B # Valdfrom 20171020 () Validto Ongoing 0 % Addnew | Duplicate |
Reference variable name ‘ Factors Values to be populated
Sex - Age Low High
Normal Normal
Leukocytes N/A - <l 18 4500 10000
.................................... R A R RET 4000 8000 ixeesmesen
Neutrophils Male - <l 18 1100 4100
.......................... » 2 18 1050 3900
Female O <l 18 1100 4900
2 18 1050 4700
Lymphocytes Male  ewessessessesss ENPYINS 3100 FI00  ceereeennss
Female 9| NA 1900 7800
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date factor is set to LAB_DATE,
which is this item in the form. J
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Result Low Normal High Normal
WBC
Leukocytes 4000 8000 PR - N
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LYM
Lymphocytes 3100 7100 @l
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in manually.
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The system verifies:

= which date factor has been defined in the reference data scope (so on which date the reference values should be based), and
whether this date lies within the time period that the reference values are valid. In this example, the date factor is set to the item
LAB_DATE, which has the value 13 Aug 2018 10:04. This date lies within the time period #7that the reference values of the source-
scope combination Hematology CBC-Akademiska Lab is valid.

= what the factors are, in this example the gender (male) and the age (39, thus >18) of the subject. This information is taken from the
Demographics form.

If the date matches the validity of the reference values, the system auto-populates the relevant reference values to the subject form, based
on the defined factors.

If you do not select a reference data source, no values will be automatically populated. The items are editable so that they can be filled in
manually. Similarly, if no scope is defined (as for the Mono and Baso items in the form), or if no reference values are entered for that specific
source-scope combination or for that specific date, the items remain empty and can be filled in manually.

For more detailed instruction, see Working with reference data in Viedoc Clinic.
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2.2 The Viedoc Data Import Application
2.3 The data mapping file
2.4 The configuration file
3. Importing data into Viedoc using the Viedoc Data Import Application
3.5 Introduction
3.6 Creating_a data mapping file
3.7 Downloading the data mapping file
3.8 Creating_a Viedoc API client ID
3.9 Creating_a configuration file and preparing the work folder
3.91 Creating_a folder structure on your computer
3.9.2 Creating_the configuration file
3.9.3 An example of a correct folder structure
3.10 Downloading_the Viedoc Data Import Application
3.11 Dropping_data into the project folder
3.12 Running_the Viedoc Data Import Application
3.13 Importing more data
3.14 About the password
4. Automating import through the Task Scheduler

1 Introduction

Viedoc offers the possibility to import data, for example laboratory data, into your study in Viedoc using the Viedoc Data Import Application.
When importing data, the Viedoc Data Import application does the following:

1.1t converts the provided data into Operational Data Model (ODM) format using a data mapping file, and
2. It pushes the data into Viedoc through the Viedoc Application Programming Interface (API).

This document describes how to import data into Viedoc using the Viedoc Data Import Application. It describes the data import procedure
in general, and provides instructions for the following steps:

1. Downloading the data mapping file in Clinical Data Interchange Standards Consortium Define Extensible Markup Language
(CDISC Define-XML) format from Viedoc Designer.

2. Creating a Viedoc API client ID in Viedoc Admin. For information, see AP| configuration.

3. Creating a configuration file.

4. Preparing the work folder.

5. Downloading the Viedoc Data Import Application.

6. Dropping data into the work folder.

7.Running the Viedoc Data Import Application.

11  More information

This document does not describe how to create the data mapping file in CDISC Define-XML format. Instructions on how to create a data
mapping file can be found in Creating.a data mapping_for import of data.

More information on importing data into Viedoc can be found in our video tutorial.

More information about server instances can be found in Guide to Viedoc server instances

It is only possible to import values (choice numbers), and not strings (choice labels), when importing data into data fields where
multiple checkboxes can be checked.

2 About importing data into Viedoc

21 The Viedoc Data Import Application
Viedoc offers the possibility to import data into forms, for example laboratory data, via the Viedoc Data Import Application.

To import data into Viedoc, the Viedoc Data Import Application first converts the supplied data into ODM clinical data format. To do this, the
application needs:
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= Adata mapping file, which will be used to translate the supplied data into ODM format,
= A configuration file,

= The data file containing the data to be imported into Viedoc. The data file should be a delimited file. Comma-Separated Values
(C8V) files are supported as default; any other file delimiter can be used by specifying the delimiter of choice in the configuration
file.

Then, the Viedoc Data Import Application pushes the ODM clinical data into Viedoc through the Viedoc API. To do this, the application needs:
= AViedoc user name and password with access to role appropriate permissions.
= Astudy-specific Viedoc API client key.

You can download the latest version of the Viedoc Data Import Application from the Data mappings window in Global design settings in
Viedoc Designer. For instructions, see section 3.6 Downloading the Viedoc Data Import Application.

2.2 The data mapping file

The data mapping file defines how the external data are mapped into form items in Viedoc. It describes each column of the data file to be
imported, and the destination of the data in Viedoc.

The data mapping file is created in Global design settings in Viedoc Designer. Internally, the data mapping is stored in CDISC Define-XML
format. For each type of data file to be imported, a separate data mapping file should be created.

For instructions on how to create a data mapping file, see Creating a data mapping_for import of data.

2.3 The configuration file

The configuration file defines the following:
= which Viedoc studies the data should be imported into,
= where to find the data mapping file,
= where to find the data file containing the data that should be imported,
= which APl instance the data should be imported into (v4, v4training, v4jp and so on),
= the login credentials that should be used when importing the data.

The above information is mandatory to define in the configuration file. Optionally, you can use the configuration file to define the following:

= whether you would like new subjects to be created automatically during the data import, when the imported data contain data
for a subject that has not been added to the study yet,

= whether you would like events to be initiated during the data import, when the imported data contain data for events that have
not been initiated yet,

= which character encoding should be used, when the imported file is read, and
= which file delimiter should be used, when the imported file is parsed.

The configuration file is an XML file that can be created in any text editor. One configuration file can contain the import configurations for
multiple import projects and studies.

For instructions on how to create a configuration file, see section 3.5 Creating_a configuration file and prepare the work folder.

3 Importing data into Viedoc using the Viedoc Data Import Application
3.1 Introduction

This section provides instructions for importing data into Viedoc using the Viedoc Data Import Application.
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3.2 Creating a data mapping file

Edit domain | SAS domain name

Data Mapping Name

DataMap example for Tall-Skinny3

Imported file structure Viedoc

#  Columnname Description Linkto ™ Destination (Viedoc expression) cu

1 PatientlD #  SubjectiD » [}
1 Subject D » (SubjectKey) » @
-2 Site Code Subject ID » (CountryCode)- (SiteCode)-(SiteSubjectSeaNo) » @
2 vsmp » P (StudyEventDefld) » i
3 viSTDAT #  VisitDate » [}
-1 Visit Date » (EventDate) » |
2 Study Event Repeat Key » (StudyEventRepeatkey) » (]
4 PARAMETER ’ £ N » i
cL: ALAT d cu: 2N |
CL2 ALKP » cLe s @
CL3: ASAT s cs: LN |
5 Result » # | PARAMETER L]
1 ALAT Alanine am it » (STHIS.CC RES_ALAT) »
2 AP Alkaline phosphatase - Res » (STHIS CC RES_ALKP) »
ASAT Aspartate amin Result » (STHIS.CC RES_ASAT) »
6 Unit » # | PARAMETER [}
1 T AT » (STHIS.CCUNT_ALAT) »
-2 AP ALKP » (STHIS.CC.UNT_ALKP) »
ASAT ASAT » (STHIS.CC.UNT_ASAT) »

Create a data mapping file in Viedoc Designer according to the instructions in Creating a data mapping for import of data. In the data

mapping file, every column of the data file should be mapped to the corresponding form item in Viedoc. You need one data mapping file for

each type of data file that you wish to import.
When all the columns in the data file are mapped, save the data mapping, and publish the changes in the Global design settings window.
3.3 Downloading the data mapping file

Download the data mapping file as follows (see also the instructions in Data mapping for import of data in the eLearning):

1 In the Data mappings field, click Edit to open the data mappings overview.
2 Click the Download icon behind the data mapping that you just created. An XML file will be downloaded that contains the data
mapping.

3.4 Creating a Viedoc API client ID

See API configuration.

3.5 Creating a configuration file and preparing the work folder

3.5.1 Creating a folder structure on your computer
To create a folder structure to store the configuration file, the data mapping file, and the data to be imported:

1. Create a work folder on your computer.

In the example used for this document, a work folder called "helipad” is directly created on the C-drive, see also section 3.5.3 An

example of a correct folder structure.

2. Within the work folder, create one subfolder (project folder) for each import project,
for example "ProjectFolder1".

3. Save the data mapping file in the respective project folder within the work folder.

3.5.2 Creating the configuration file

To create the configuration file:
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1 In your text editor of choice, create an XML file according to the following example (copy and paste the text if necessary):

<?xml version="1.0" encoding="utf-8"?>
<ViedocImportConfiguration xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">
<BasePath>C:\helipad</BasePath>

<ImportConfiguration>

<FolderName>ProjectFolderl</FolderName>
<DefineXmlFileName>DemoStudy-Datamapping.xml</DefineXmlFileName>
<ApiUrl>https://v4api.viedoc.net/HelipadService.svc</ApiUrl>
<ClientGuid>5091c8d8-dbe8-4119-9caa-0b5cbc747759</ClientGuid>
<UserName>majd@viedoc.net</UserName>
<Password>YourP@sswolrd</Password>
<AllowCreatingSubjects>true</AllowCreatingSubjects>
<AllowInitiatingStudyEvents>true</AllowInitiatingStudyEvents>
<FileDelimiter>,</FileDelimiter>
<FileEncoding>utf-8</FileEncoding>

</ImportConfiguration>

</ViedocImportConfiguration>

2 Edit the XML tags and specify the following information.
All XML tags are case sensitive!

The <BasePath> is the path to the work folder that contains the configuration file and the different project folders.
Inthe <ImportConfiguration> section, specify the following information:

a) <FolderName> : The name of the project folder where the data mapping file and the data file to be imported are
saved. This folder should be a subfolder within your work folder.

b) <DefineXmlFileName> :The name of the data mapping file.

c) <ApiUrl> :The URL to the Viedoc APl instance that the data should be imported into. The URL is named as follows:
Application + Instance + Country (no country name is used for instances in Stockholm).

For the EU, the URL is:

= https://v4api.viedoc.net/HelipadService.svc?wsdl

« https://v4apitraining.viedoc.net/HelipadService.svc?wsdl
For Japan, the URL is:

= https://v4apijp.viedoc.net/HelipadService.svc?wsdl

« https://v4apitrainingjp.viedoc.net/HelipadService.svc?wsdl
For China, the URL is:

= https://api.viedoc.cn/HelipadService.svc?wsdl

« https://apitraining.viedoc.cn/HelipadService.svc?wsdl
For the USA, the URL is:

« https://api.us.viedoc.com/HelipadService.svc?wsdl

« https://apitraining.us.viedoc.com/HelipadService.svc?wsdl

d) <ClientGuid> :The Viedoc API client ID.
e) <UserName> : The username of the Viedoc user that should be used to log in.

f) <Password> :The password of the user. After running the application for the first time, the password is replaced
with an encrypted password.

g) <AllowCreatingSubjects> : When set to true, new subjects are automatically created during the import, if the
data file contains data for subjects that have not been added to the study yet. Default is true

h) <AllowInitiatingStudyEvents> : When set to true, events are automatically initiated during the import, if the
data file contains data for events that have not been initiated yet. Default is true.

i) <FileDelimiter> :Sets the delimiter thatis used when parsing the imported file. Default is *
symbols and the tab are supported as file delimiters.

(comma). All possible

j) <FileEncoding> : Specifies the type of character encoding that is used when parsing the imported file, see table 2
for a list of all supported encoding. Defaultis utf-8 .

Note that the <ClientGuid> , <UserName> and <Password> must all belong to the Viedoc API instance specified by the
<ApiUrl> tag.

The <AllowCreatingSubjects> , <AllowInitiatingStudyEvents> , <FileDelimiter> ,and <FileEncoding> tags
are optional to specify. If nothing is specified, the application will take the default.
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3 If you would like to import multiple types of data files, add a new <ImportConfiguration> section for each type of data file,
and edit the XML tags as described in step 2.

4 Save the configuration file in the work folder.

Name Type of encoding

gb2312 Chinese SImplified (GB2312)
utf-16 Unicode

unicodeFFFE Unicode (Big endian)
Winodws-1252 Western European (Windows)
x-mac-korean Korean (Mac)
x-mac-chinesesimp Chinese Simplified (Mac)
utf-32 Unicode (UTF-32)

utf-32BE Unicode (UTF-32 Big endian)
us-ascii US-ASCII

x-cp20936 Chinese Simplified (GB2312-80)
x-cp20949 Korean Wansung

iso-8859-1 Western European (ISO)
iso-8859-8 Hebrew (ISO-Visual)
is0-8859-8-1 Hebrew (ISO-Logical)
is0-2022-jp Japanese (JIS)

cslS02022JP Japanese (JIS-Allow 1 byte Kana)
is0-2022-jp Japanese (JIS-Allow 1 byte Kana - SO/SI)
is0-2022-kr Korean (ISO)

x-cp50227 Chinese Simplified (ISO-2022)
euc-jp Japanese (EUC)

EUC-CN Chinese Simplified (EUC)
euc-kr Korean (EUC)

hz-gb-2312 Chinese Simplified (HZ)
GB18030 Chinese Simplified (GB18030)
x-iscii-de ISCII Devanagari

x-iscii-be ISCII Bengali

x-iscii-ta ISCII Tamil

x-iscii-te ISCII Telugu

x-iscii-as ISCIl Assamese

x-iscii-or ISCII Oriya

x-iscii-ka ISCIl Kannada

x-iscii-ma ISCIl Malayalam
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Type of encoding

ISCII Gujarati
ISCII Punjabi
Unicode (UTF-7)

Unicode (UTF-8)

3.5.3 Anexample of a correct folder structure

In the configuration file of the example above, the work folder is C:\helipad. The work folder contains the project folder ProjectFolderiand

the configuration file ViedocImportConfiguration.xml.

I 9 = | helipad . a X
Home Share View 0
&« v C:\helipad| | 0 Search helipad j =]

=
Mame Date modified Type Size
ProjectFolderl 2016-11-15 10:38 File folder
ij ViedoclmportConfiguration 2016-11-09 11:05 XML Document 2KB
< >
2 items E =
I 4 9 < | ProjectFolder = a x
Home Share View O
<« v 4 | C:\helipad'\ProjectFolderl w | Search ProjectFolderl o
Name Date modified Type Size
| | DemoStudy-DataMapping 2016-11-02 16:06 XML Document 42K8
€ >
1 item =

The data file(s) containing the data to be imported should also be saved in the project folder.

3.6 Downloading the Viedoc Data Import Application

The Data Import Application only works for Windows OS and not Linux or Mac.

To download and install the Viedoc Data Import Application:
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1 In the Global design settings in Viedoc Designer, click the Edit icon in the Data mappings field to open the Data mappings
window.

Viedoc. Technic:

D Helipad Test

Published
2018-02-27 10:41 by Technical Writer

Designer settings @
Settings.

Medical coding @
Defined scopes | Last edited 2018-02-27 10:03 by Technical Writer

Data mappings @
Data mappings | Last edited 2018-02-27 10:41 by Technical Writer

Edit
Reference data scopes @

Reference data scopes | Last edited 2018-02-27 10:06 by Technical Writer

2 Click Download Viedoc Import Application to download the installation file.
A zip file is downloaded.

Data mappings

:  Data Mapping Example # Edt 3§ Download
= Data Mapping Example 2 # Edit § Download
:  Data Mapping Example 3 # Edt X Delete

Download Viedoc Import Application
&
3 Save the zip file on any location on your computer and extract the contents.

3.7 Dropping data into the project folder

Save the data file containing the data to be imported in the project folder.

3.8 Running the Viedoc Data Import Application

To run the application and import the data:
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1 Double-click the Viedoc Data Import Application icon to start the application. o
|£| = | ViedocImport.4.3 — O X
Home Share View 0
- v P <« Helipad + Viedoc.mport.4.31 ] Search Viedoc.Import.4.31 »
s
Name Date modified Type Size
Viedoc.Import 2016-12-09 16:18 Application 53 KB
|:| Viedoc. Transformatiens.dll 2016-12-09 16:17 Application extens... 162 KB

| 2items =

When starting the application for the first time, the following window appears:

Windows protected your PC

Windows SmartScreen prevented an unrecognized app from starting. Running this app might put
your PC at risk.
More info

2 Click More info, and then click Run anyway.

Windows protected your PC

Windows SmartScreen prevented an unrecognized app from starting. Running this app might put
your PC at risk.

App: setup.
Publisher: Unknown Publisher

The following window appears:

3 Enter the path to the configuration file, for example: C:\helipad\ViedocImportConfiguration.xml, and press Enter.
The application imports the data in the data file into Viedoc, and moves the data file into an archive folder within the project
folder (the systems creates the archive folder automatically, if it has not created one yet).

When the application is run, it goes through all the project folders that are specified in the configuration file, and imports the data of all the
data files found in these project folders. If no data files are found in a specific project folder, that project is skipped.

After the import, the application closes automatically.

You can monitor the status of the import in Viedoc Admin. To do this, click the Edit icon in the API configuration field in Viedoc Admin to open
the API configuration window. The Submit data History list displays which client ID is used for the import, the date and time of the import, and
the status. The contents of the data import and a log file can be downloaded.
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3.9 Importing more data

Whenever you have new data to import, save the data file in the respective project folder and run the application again by double-clicking
the Viedoc Data Import Application icon.

You can edit the configuration file at any time to add, edit, or remove import projects.
3.10 About the password

If you have specified a password in the configuration file, the Viedoc Data Import Application replaces this password with an encrypted
password when running the application for the first time. The encrypted password is saved in the configuration file.

If you have not specified a password in the configuration file, the application asks you for a password upon start-up.

C:\Users\ela\AppData\Local\Apps\2.0\C65RO3EX.EP2\AQEPYE14.7)]\vied. tion_0000000000000000_0004.001

To enter a password, press Y (yes), type your password and press Enter. Type your password again and press Enter. The system will save
your password as an encrypted password in the configuration file.

If you press N (no), or do not press anything for 15 seconds, or enter the wrong password, the application cannot login and does not import
any data. The application displays Error logging in: Invalid userName or password.

If you have changed your Viedoc password, replace the old password in the configuration file with the new password and save the
configuration file. The next time the Viedoc Data Import Application is run, the new password will be used to login and import the data.

4 Automating import through the Task Scheduler

Please see this link for instructions on how to automate imports through the Task Scheduler.
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3.14 ViedocKeySet
3.15 ApiGetClinicalDataRequestModel
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6.6 Introduction
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6.21 Obtaining_the subject key,
6.22 Constructing the ODM XML ClinicalData file

1 Introduction

This document contains information on connecting your development environment or any other system to the Viedoc public web service
using the Windows Communication Foundation (WCF) standards.

The Viedoc public Application Programming Interface (API) is a Simple Object Access Protocol (SOAP) over a Hypertext Transfer Protocol
(HTTP) service. The API can be reached at: https:/[VIEDOC_HOST]/HelipadService.svc

A wsdl metadata file can be downloaded from: https:/[VIEDOC_HOST]/HelipadService.svc?wsd|

For the EU:

https://v4apiviedoc.net/HelipadService.svc?wsdl
https://v4apitraining.viedoc.net/HelipadService.svc?wsdl

For Japan:

https://v4apijp.viedoc.net/HelipadService.svc?wsdl
https://v4apitrainingjp.viedoc.net/HelipadService.svc?wsdl
https://v4apistagejp.viedoc.net/HelipadService.svc?wsdl

For China:

https://api.viedoc.cn/HelipadService.svc?wsdl
https://apitraining.viedoc.cn/HelipadService.svc?wsdl

For the USA:

https://api.us.viedoc.com/HelipadService.svc?wsdl
https://apitraining.us.viedoc.com/HelipadService.svc?wsdl

Contact Viedoc Technologies for information about which host to connect to.

See Guide to Viedoc server instances for more information.

2 Methods
21 Token

211 Description

The Token method is used for authenticating the client. This method must be called to receive a token for authenticating all subsequent
requests.

To authenticate the client, the following must be provided:

= An active Client ID, a client ID (GUID) linked to a specific study in Viedoc. The client ID is linked to either the demo or the
production study.

= AViedoc user name and password. To submit data into Viedoc, you need access to the study in Viedoc and to the study site with
arole that allows data entry.

You can only access the API configuration window and create an API client ID if you are assigned the role APl Manager. All
the pending role invitations for a user are automatically approved when the Token / GetToken method is used.

For information about how to obtain a client ID, see AP| configuration.

21.2 C# Syntax
ApiTokenModel tokenModel = Token(ApiAuthenticationModel loginModel);
21.3 Parameters

The Token method has the following parameters:
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Parameter Data type Description

loginModel ApiAuthenticationModel A collection of authentication information.
See section 3.1 ApiAuthenticationModel for a description.

214 Returns

The Token method returns an ApiTokenModel object that has the following properties:

Property Data type Description
Token string A new authentication token that can be used for authentication in subsequent requests
Result ApiResultType Defines the type and status of the result returned from method invocation. See section 3.2

ApiResultType for details

ErrorCode int In case of an error result: contains an integer specifying the type of error. See section 4
Error codes for details.

ErrorMessage string In case of an error result: human readable description of the error

ExpiryDateTime DateTime Token expiration date and time
21.5 Example HTTP call

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:vied="Viedoc.API"
xmlns:viedl="http://schemas.datacontract.org/2004/07/Viedoc.Services.Public">

<soapenv:Header/>
<soapenv:Body>
<vied:Token>
<vied:loginModel>
<viedl:ClientGuid>f4680c73-f936-48be-bf5e-560f05af640c</viedl:ClientGuid>
<viedl:UserName>[USERNAME]</vied1:UserName>
<viedl:Password>[PASSWORD]</viedl:Password>
<viedl:TimeSpanInSeconds>180</viedl:TimeSpanInSeconds>
</vied:loginModel>
</vied:Token>
</soapenv:Body>

</soapenv:Envelope>

21.6 Example HTTP response
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<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">

<s:Body>

<TokenResponse xmlns="Viedoc.API">

<TokenResult xmlns:a="http://schemas.datacontract.org/2004/07/Viedoc.Services.Public"

xmlns:

<a

i="http://www.w3.0rg/2001/XMLSchema-instance">
:Token>C8ADO3E3C4. . .4A23A01E59</a: Token>
:Result>Success</a:Result>
:ErrorCode>@</a:ErrorCode>

:ErrorMessage i:nil="true"/>

:ExpiryDateTime>2017-01-17T15:50:14.6564955+00:00</a:ExpiryDateTime>

</TokenResult>

</TokenResponse>

</s:Body>

</s:Envelope>

2.2 GetToken

2.21 Description

For a description of the GetToken method, see the description of the Token method in section 2.1 Token.

2.2.2 C# Syntax

ApiTokenModel GetToken(Guid ClientGuid, string UserName, string password,
int timeSpanInSeconds);

2.2.3 Parameters

The GetToken method has the following parameters:

Parameter Data type Description
ClientGuid ApiAuthenticationModel Client ID linked to a specific study in Viedoc.
Can be obtained from Viedoc Admin. Required.
UserName string Viedoc login username. Required.
Password string Matching Viedoc login password. Required.
TimeSpanInSeconds int Time (in seconds) that the authentication token will be valid for. Optional.

2.2.4 Returns

For a list of the returns of the GetToken method, see the returns of the Token method as described in section 2.1.4 Returns.

Default is 300 seconds (5 min). Maximum is 1800 seconds (30 min).

2.3 SubmitData

2.31 Description

Use the SubmitData method for submitting data into Viedoc.

2.3.2 C# Syntax

ApiSubmitResultModel SubmitData(string token, string odmXml,

ApiSubmitDataOptions options = null);

2.3.3 Parameters

The SubmitData method has the following parameters:
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Parameter Data type Description

token string Authentication token. Can be obtained by invoking the Token method with client ID,
username, and password.

odmXml string The data to be uploaded in ODM format

options ApiSubmitDataOptions Submit data options. Optional. See section 3.3 ApiSubmitDataOptions.

2.3.4 Returns

The SubmitData method returns an ApiSubmitResultModel object that has the following properties:

Property Data type Description
Token string A new authentication token that can be used for authentication in subsequent requests
Result ApiResultType Defines the type and status of the result returned from method invocation. See the

section 3.2 ApiResultType for details.

ErrorCode int In case of an error result: contains an integer specifying the type of error. See section 4
Error codes for details.

ErrorMessage string In case of an error result: human readable description of the error

TransactionGuid GUID A GUID assigned to the transaction that can be used to identify the transaction in future
requests, for example when invoking TransactionStatus or TransactionData .
Every single call to the SubmitData method is assigned one transaction GUID,
irrespective of how many subjects or data points are uploaded.

2.3.5 Example call

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.orq/soap/envelope/" xmlns:vied="Viedoc.API" xmlns:viedl="http://schemas.datacontract.orq/2004/07/Viedoc.Services.Public">
<soapenv:Header/>
<soapenv:Body>
<vied:SubmitData>
<vied:token>71DD8...B8119</vied: token>
<vied:odmxml> 1

A~ W N

</vied: odmxml>

<vied:options>
<viedl:AllowCreatingSubjects>true</viedl:AllowCreatingSubjects>
<viedl:AllowInitiatingStudyEvents>true</viedl:AllowInitiatingStudyEvents>

</vied:options>

</vied:SubmitData>
</soapenv:Body>
</soapenv:Envelope>

To access the example call as a text that you can copy into your tool, click here.

Number Iltem Description
1 MetaDataVersionOID [ Version ] . [ Revision ] of the metadata that will be used for the imported data
2 SubjectKey Subject key in Viedoc for the subject that the data will be imported to
3 LocationOID Study site ID, can be obtained from Viedoc Admin
StudyEventOID Event, form, or item Object Identifiers (OIDs), can be obtained from an exported metadata
version or from Viedoc Designer
FormOID
If the StudyEvent repeats, a StudyEventRepeatKey should be given. For example:
ItemOID <StudyEventData StudyEventOID="AE" StudyEventRepeatKey="1">
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Number  Item Description

ItemDatalInteger Allowed data value types are:
» ItemDataString
» ItemDatalnteger
« ItemDataDouble
« ItemDataPartialDateTime *
« ItemDataPartialDate
« ItemDataPartialTime

* CRF variables that collect time data have no container for time zone in Viedoc. Data in such variables is typically regarded to represent
time in the same time zone as where the study site is located. Thus, it is recommended to submit time data without the time zone
information, for example 2020-01-29T08:34:00. If time zone is of interest, for example if a blood sample was analyzed in a lab located in a
different time zone, an additional CRF variable can be used to collect that information. When time zone information is submitted to Viedoc
through the API (or the import application) as part of a data value, it will be factored into the data value. This is due to the fact that Viedoc
has no place to store it. For example, 2000-01-01T00:00:00+01:00 (1 hour offset) will be converted to 1999-12-31T23:00:00Z (no offset) and will
be visible in the CRF as 1999-12-31 23:00. For this reason, it is advisable to take care of any conversions required to get rid of time zone
information before you submit time data to Viedoc.

2.3.6 Example response

<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">
<s:Body>
<SubmitDataResponse xmlns="Viedoc.API">

<SubmitDataResult xmlns:a="http://schemas.datacontract.org/2004/07/Viedoc.Services.Public"
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<a:Token>77D5F18B4D. . .81066FCCB3</a: Token>
<a:Result>Pending</a:Result>
<a:ErrorCode>0</a:ErrorCode>
<a:ErrorMessage i:nil="true"/>
<a:TransactionGuid>b9d315bl-adb7-4eb2-93d7-f43c682aec9a</a:TransactionGuid>
</SubmitDataResult>
</SubmitDataResponse>
</s:Body>

</s:Envelope>

2.4 Uploading animage file

You can import a file, for example an image, to a File Upload item. This is similar to importing any other kind of data via the SubmitData
method. The file must be converted to a base64 string before it can be imported.

How the conversion is done depends on the programs that you are using, (for example, in Python you can use the b64encode function from
the base64 module).

The item data type for the file upload item should be specified as ItemDataBase64Binary inthe ODM XML. In addition to its value (the
base64 string), the v4:FileName property must be be specified. That is, the file name including the extension. The XML namespace v4 must
be defined in the ODM start tag.

See the image below:
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<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:vied="Viedoc.API"
xmlns:viedl="http://schemas.datacontract.org/2004/07/Viedoc.Services.Public">
<soapenv:Header/>
<soapenv:Body>
<vied:SubmitData>
<vied:token>XXX</vied:token>
<vied:odmXml><! [CDATA[
<ODM xmlns:v4="http://www.viedoc.net/ns/v4">
<ClinicalData MetaDataVersionOID="1.8">
<SubjectData SubjectKey="SE-101-001">
<SiteRef LocationOID="101"/>
<StudyEventData StudyEventOID="V1">
<FormData FormQOID="IMG" FormRepeatKey="1">
<ItemGroupData ItemGroupOID="IMGG1">
<ItemDataBase64Binary ItemOID="IMG1" v4:FileName="imagel.jpg">iVBORwOKGgoAA..... AAE1FTkSuQmCC</ItemDataBase64Binary>
</ItemGroupData>
</FormData>
</StudyEventData>
</SubjectData>
<AuditRecords />
</ClinicalData>
</0DM>
11> </vied:odmXml>
<vied:options>
<vied:AllowCreatingSubjects>True</vied:AllowCreatingSubjects>
<vied:AllowInitiatingStudyEvents>True</vied:AllowInitiatingStudyEvents>
</vied:options>
</vied:SubmitData>
</soapenv:Body>

</soapenv:Envelope>

2.5 TransactionStatus

2.51 Description
The TransactionStatus method can be used to check the import status of previously submitted data.
2.5.2 C# Syntax

ApiResultModel resultModel = TransactionStatus(string token, GUID transactionGUID);
25.3 Parameters

The TransactionStatus method has the following parameters:

Parameter Data type Description
token string Authentication token
transactionGUID GUID The transaction GUID obtained when invoking the SubmitData method

2.54 Returns

The TransactionStatus method returns an ApiResultModel object that has the following properties:

Property Data type Description
Token string A new authentication token that can be used for authentication in subsequent requests
Result ApiResultType Defines the type and status of the result returned from method invocation. See section 3.2

ApiResultType for details.

ErrorCode int In case of an error result: contains an integer specifying the type of error. See section 4 Error
codes for details.

ErrorMessage string In case of an error result: human readable description of the error

2.5.5 Example call
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<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:vied="Viedoc.API">
<soapenv:Header/>
<soapenv:Body>
<vied:TransactionStatus>
<vied:token>@D8D295A92...F@19C59CE1</vied:token>
<vied:transactionGuid>b9d315bl-adb7-4eb2-93d7-f43c682aec9a</vied:transactionGuid>
</vied:TransactionStatus>
</soapenv:Body>

</soapenv:Envelope>

2.5.6 Example response

<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">
<s:Body>
<TransactionStatusResponse xmlns="Viedoc.API">

<TransactionStatusResult xmlns:a="http://schemas.datacontract.org/2004/07/Viedoc.Services.Public"
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<a:Token>910F3E7984...8F25EQB4C1C</a: Token>
<a:Result>Success</a:Result>
<a:ErrorCode>0</a:ErrorCode>
<a:ErrorMessage i:nil="true"/>
</TransactionStatusResult>
</TransactionStatusResponse>
</s:Body>

</s:Envelope>

2.6 TransactionData

2.61 Description

The TransactionData method can be used to obtain previously submitted data.

2.6.2 C# Syntax

ApiTransactionDataModel dataModel = TransactionData(string token, GUID transactionGUID);
2.6.3 Parameters

The TransactionData method has the following parameters:

Parameter Data type Description
token string Authentication token
transactionGUID GUID GUID obtained when invoking the SubmitData method

2.6.4 Returns

The TransactionData method returns an ApiTransactionDataModel object that has the following properties
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Property Data type
Token string
Result ApiResultType
ErrorCode int
ErrorMessage string
0dmXm1 string

2.6.5 Example call
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Description
A new authentication token that can be used for authentication in subsequent requests

Defines the type and status of the result returned from method invocation. See section 3.2
ApiResultType for details.

In case of an error result: contains an integer specifying the type of error. See section 4 Error
codes for details.

In case of an error result: human readable description of the error

The uploaded data in ODM format

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:vied="Viedoc.API">

<soapenv:Header/>
<soapenv:Body>

<vied:TransactionData>

<vied:token>@D8D295A92. ..F@19C59CE1</vied: token>

<vied:transactionGuid>b9d315bl-adb7-4eb2-93d7-f43c682aec9a</vied:transactionGuid>

</vied:TransactionData>
</soapenv:Body>

</soapenv:Envelope>

2.6.6 Example response
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<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">
<s:Body>
<TransactionDataResponse xmlns="Viedoc.API">

<TransactionDataResult xmlns:a="http://schemas.datacontract.org/2004/07/Viedoc.Services.Public"
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<a:Token>78EE476F86...C8235F79326</a:Token>
<a:Result>Success</a:Result>
<a:ErrorCode>0</a:ErrorCode>
<a:ErrorMessage i:nil="true"/>
<a:0dmXml><![CDATA[ <ODM>
<ClinicalData MetaDataVersionOID="12.0">
<SubjectData SubjectKey="SE-AHU-006">
<SiteRef LocationOID="AHU" />
<StudyEventData StudyEventOID="V1">
<FormData FormOID="$EVENT">
<ItemGroupData ItemGroupOID="EventDateGroup">
<ItemDataPartialDate ItemOID="EventDate">2016-10-02</ItemDataPartialDate>
</ItemGroupData>
</FormData>
<FormData FormOID="VS" FormRepeatKey="V1">
<ItemGroupData ItemGroupOID="VSG1">
<ItemDataPartialDateTime ItemOID="VSDT">2017-01-03T00:00</ItemDataPartialDateTime>
<ItemDataInteger ItemOID="VSYN">1</ItemDataInteger>
</ItemGroupData>
<ItemGroupData ItemGroupOID="VSG6">
<ItemDataDouble ItemOID="VSDIA">75</ItemDataDouble>
<ItemDataDouble ItemOID="VSSYS">120</ItemDataDouble>
</ItemGroupData>
<ItemGroupData ItemGroupOID="VSG9">
<ItemDataDouble ItemOID="VSPULSE">80</ItemDataDouble>
</ItemGroupData>
</FormData>
</StudyEventData>
</SubjectData>
<AuditRecords />
</Clinicalbata> </ODM >]]></a:0dmXml>
</TransactionDataResult>
</TransactionDataResponse>
</s:Body>

</s:Envelope>
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2.7 GetMetaData

2.71 Description
The GetMetaData method can be used to get any study metadata version in ODM format.
2.7.2 C# Syntax

ApiGetMetaDataResultModel metaDataResultModel =
GetMetaData(string token, string metaDataOid, bool includeSdm, bool includeViedocExtensions);

2.7.3 Parameters

The GetMetaData method has the following parameters:

Parameter Data Description
type
token string Authentication token
metaDataOid string Metadata OID in the format:

[Version]. [Revision]. For example, 1.1 means version 1 and revision 1. The metadata OID
can be obtained from Viedoc Admin or Designer.

includeSdm bool Defines whether Study Design Model (SDM) properties should be included in the
exported metadata ODM file. Can be setto true or false ,defaultissetto false .

includeViedocExtensions bool Defines whether Viedoc-specific extension properties should be included in the
exported metadata ODM file. Can be setto true or false ,defaultissetto false .

2.74 Returns

The GetMetaData method returns an ApiGetMetaDataResultModel object that has the following properties:

Property Data type Description
Token string A new authentication token that can be used for authentication in subsequent requests
Result ApiResultType Defines the type and status of the result returned from method invocation. See section 3.2

ApiResultType for details.

ErrorCode int In case of an error result: contains an integer specifying the type of error. See section 4 Error
codes for details.

ErrorMessage string In case of an error result: human readable description of the error

OdmXml string ODM including the requested metadata version in the study

2.7.5 Example call

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:vied="Viedoc.API">
<soapenv:Header/>
<soapenv:Body>
<vied:GetMetaData>
<vied:token>3C5C012B4A. . .4AA6982B94</vied:token>
<vied:metaData0id>12.0</vied:metaData0Oid>
<vied:includeSdm>true</vied:includeSdm>
<vied:includeViedocExtensions>true</vied:includeViedocExtensions>
</vied:GetMetaData>
</soapenv:Body>

</soapenv:Envelope>
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2.7.6 Example response
<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">
<s:Body>
<GetMetaDataResponse xmlns="Viedoc.API">

<GetMetaDataResult xmlns:a="http://schemas.datacontract.org/2004/07/Viedoc.Services.Public"
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<a:Token>65E6DFOA@B. . .26FDB77A85</a: Token>
<a:Result>Success</a:Result>
<a:ErrorCode>0</a:ErrorCode>
<a:ErrorMessage i:nil="true"/>
<a:0dmXml><![CDATA[<?xml version="1.0"?>

<ODM xmlns:sdm="http://www.cdisc.org/ns/studydesign/v1.0" xmlns:v4="http://www.viedoc.net/ns/v4"
SourceSystemVersion="4.32.6226.25712" SourceSystem="VIEDOC" Originator="PCG Solutions AB" ODMVersion="1.3"
AsOfDateTime="2017-01-18T12:49:44.503Z" FileOID="" Granularity="Metadata" FileType="Snapshot"
Description="Demo study 2016" CreationDateTime="2016-10-05T08:48:41" v4:ModifiedSystemVersion="4.32"
xmlns="http://www.cdisc.org/ns/odm/v1.3">

<Study 0ID="369cbf@9-3322-43cc-boef-895be23beadd">
<Globalvariables>
<StudyName>Demo study 2016</StudyName>

<StudyDescription>An open-label, multi center, dose escalation study investigating the...
</StudyDescription>

</Globalvariables>

<BasicDefinitions>

</BasicDefinitions>

<MetaDataVersion 0ID="12.0" Name="1" Description="Demo study 2016">

</MetaDataVersion<>
</Study>
</0DM>]]>/a:0dmXml>
</GetMetaDataResult>
</GetMetaDataResponse>
</s:Body>

</s:Envelope>

2.8 GetMetaDataVersionForKeySets

2.81 Description
The GetMetaDataVersionForKeySets method can be used to get the study design version(s) (metadata version) for a set of data point(s).
2.8.2 C# Syntax
ApiGetMetaDataVersionsResultModel GetMetaDataVersionsForKeySets(string token, List<ViedocKeySet> keySets)
2.8.3 Parameters

The GetMetaDataVersionForKeySets method has the following parameters:
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Parameter Data type Description
token string Authentication token
keySets List<ViedocKeySet> Contains a list of keysets for which study design (metadata) version should be fetched.

All the individual keys in a keyset are optional and the returned study design version will be
based on all the keys specified. See section 3.4 ViedocKeySet.

2.8.4 Returns

The GetMetaDataVersionForKeySets method returns an ApiGetMetaDataVersionsResultModel object that has the following

properties:
Property Data type
Token string
Result ApiResultType
ErrorCode int
ErrorMessage string
KeySets List<ViedocKeySet>

2.8.5 Example HTTP call

https://help.viedoc.net/c/331b7a/?print=ready

Description

A new authentication token that can be used for authentication in subsequent
requests

Defines the type and status of the result returned from method invocation. See section
3.2 ApiResultType for details.

In case of an error result: contains an integer specifying the type of error. See section 4
Error codes for details.

In case of an error result: human readable description of the error

ODM including the requested metadata version in the study
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<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:vied="Viedoc.API"
xmlns:viedl="http://schemas.datacontract.org/2004/07/Viedoc.Services.Public">

<soapenv:Header/>
<soapenv:Body>
<vied:GetMetaDataVersionsForKeySets>
<vied:token>D188460837...6A04F67878</vied:token>
<vied:keySets>
<!--Zero or more repetitions:-->
<viedl:ViedocKeySet>
<viedl:uniqueId>1234</viedl:UniqueId>
<viedl:SubjectKey>SE-AHU-006</viedl:SubjectKey>
<viedl:CountryCode>SE</viedl:CountryCode>
<viedl:SiteCode>AHU</viedl:SiteCode>
<viedl:SiteNo>1</viedl:SiteNo>
<viedl:StudySubjectSqeNo>006</viedl:StudySubjectSeqgNo>
<viedl:SiteSubjectSeqNo>006</viedl:SiteSubjectSeqNo>
<viedl:StudyEventDefId>V1</viedl:StudyEventDefId>
<viedl:FormDefId>VS</viedl:FormDefId>
<viedl:ItemDefId></viedl:ItemDefId>
<viedl:MetaDataVersionOID></viedl:MetaDataVersionOID>
</viedl:ViedocKeySet>
</vied:keySets>
</vied:GetMetaDataVersionsForKeySets>
</soapenv:Body>

</soapenv:Envelope>

2.8.6 Example response
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<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">

<s:Body>

<GetMetaDataVersionsForKeySetsResponse xmlns="Viedoc.API">

<GetMetaDataVersionsForKeySetsResult
xmlns:a="http://schemas.datacontract.org/2004/07/Viedoc.Services.Public"
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<a:Token>4EQ6BC9189...756CF1EA42</a: Token>

<a:Result>Success</a:Result>

<a:ErrorCode>0</a:ErrorCode>

<a:ErrorMessage i:nil="true"/>

<a:KeySet>

<a:ViedocKeySet>

<a:

<a:

<a:

<a:

<a:

<a:

<a:

<a:

<a:

<a

<a

<a

<a

<a

<a

UniqueId>1234</a:Uniqueld>
SubjectKey>SE-AHU-006</a:SubjectKey>
StudySiteId>13845</a:StudySiteld>
CountryCode>SE</a:CountryCode>
SiteCode>AHU</a:SiteCode>
SiteNo>1</a:SiteNo>
StudySubjectSeqNo>6</a:StudySubjectSeqNo>
SiteSubjectSegNo>6</a:SiteSubjectSeqNo>

StudyEventDefId>V1</a:StudyEventDefId>

:StudyEventRepeatKey i:nil="true"/>
:EventDate>0001-01-01T00:00:00</a:EventDate>
:FormDefId>VS</a:FormDefId>

:FormRepeatKey i:nil="true"/>

:ItemDefId i:nil="true"/>

:MetaDataVersionOID>12.0</a:MetaDataVersionOID>

</a:ViedocKeySet>

</a:KeySet>

</GetMetaDataVersionsForKeySetsResult>

</GetMetaDataVersionsForKeySetsResponse>

</s:Body>

</s:Envelope>

2.9 GetClinicalStudySites

2.91 Description

The GetClinicalStudySites method returns information about the sites that a user has access to in Viedoc Clinic.

2.9.2 C# Syntax

ApiGetClinicalStudySitesResultModel GetClinicalStudySites(string token);

2.9.3 Parameters

The GetClinicalStudySites method has the following parameters:
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Parameter Data type

token string

2.9.4 Returns
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Description

Authentication token

The GetClinicalStudySites method returnsan ApiStudySiteModel object that has the following properties:

Property
Country
CountryCode
ExpectedNumberOfSubjectsEnrolled
ExpectedNumberOfSubjectsScreened
MaximumNumberOfSubjectsScreened
Guid
SiteCode
SiteName
SiteNumber
SiteType
TimeZone

TzOffset

2.9.5 Example HTTP call

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:vied="Viedoc.API">

<soapenv:Header/>
<soapenv:Body>

<vied:GetClinicalStudySites>

<vied:token>7C57A5F819...633211A5A2</vied: token>

</vied:GetClinicalStudySites>
</soapenv:Body>

</soapenv:Envelope>

2.9.6 Example HTTP response

https://help.viedoc.net/c/331b7a/?print=ready

Data type
string
string
int
int
int
string
string
string
int
string
string

int

Description

The country name

Two-letter country code

The expected number of enrolled subjects on site
The expected number of screened subjects on site
The maximum number of screened subjects on site
Unique ID of the site

Site code as set in Admin

Site name as set in Admin

Site number

Site type: Training or Production

The Windows time zone ID

The offset (in minutes) from UTC
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<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">

<s:Body>

<Get ClinicalStudySitesResponse xmlns="Viedoc.API">

<GetClinicalStudySitesResult
xmlns:a="http://schemas.datacontract.org/2004/07/Viedoc.Services.Public"
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<a:Token>BDE...930</a:Token>

<a:

<a:

<a:

<a:

Result>Success</a:Result>

ErrorCode>0</a:ErrorCode>

ErrorMessage i:nil="true"/>

StudySites>

<a:ApiStudySiteModel>

<a:

<a:

<a:

<a:

<a:

<a:

<a:

<a:

<a:

<a:

Country>United States</a:Country>

CountryCode>US</a:CountryCode>
ExpectedNumberOfSubjectsEnrolled>75</a:ExpectedNumberOfSubjectsEnrolled>
ExpectedNumberOfSubjectsScreened>100</a:ExpectedNumberOfSubjectsScreened>
Guid>c57ffd6c-c279-11e9-b974-78c880284afa</a:Guid>
MaximumNumberOfSubjectsScreened>120</a:MaximumNumberOfSubjectsScreened>
SiteCode>01</a:SiteCode>

SiteName>The Mayo Clinic</a:SiteName>

SiteNumber>1</a:SiteNumber>

SiteType>Training</a:SiteType>

<a:TimeZone>Eastern Standard Time</a:TimeZone>

<a:

TzOffset>300</a:TzOffset>

</a:ApiStudySiteModel>

<a:ApiStudySiteModel>

<a

<a

<a

<a

<a

<a

<a

<a

<a:

<a:

<a:

<a:

:Country>Singapore</a:Country>

:CountryCode>SG</a:CountryCode>
:ExpectedNumberOfSubjectsEnrolled>40</a:ExpectedNumberOfSubjectsEnrolled>
:ExpectedNumberOfSubjectsScreened>50</a:ExpectedNumberOfSubjectsScreened>
:Guid>c5800324-c279-11e9-b974-78c880284afa</a:Guid>
:MaximumNumberOfSubjectsScreened>60</a:MaximumNumberOfSubjectsScreened>
:SiteCode>02</a:SiteCode>

:SiteName>SingaporeGeneral Hospital</a:SiteName>

SiteNumber>2</a:SiteNumber>
SiteType>Training</a:SiteType>
TimeZone>Singapore Standard Time</a:TimeZone>

TzOffset>480</a:TzOffset>

</a:ApiStudySiteModel>

</a:StudySites>

</GetClinicalStudySitesResult>
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</GetClinicalStudySitesResponse>

</s:Body>

</s:Envelope>

210 GetClinicalData

2101 Description

The GetClinicalData method can be used for exporting clinical data in ODM format.

210.2 C# Syntax

ApiGetClinicalDataResultModel GetClinicalData(string token, ApiGetClinicalDataRequestModel options);
210.3 Parameters

The GetClinicalData method has the following parameters:

Parameter Data type Description
token string Authentication token
options ApiGetClinicalDataRequestModel Options and filters for clinical data export. See section 3.5

ApiGetClinicalDataRequestModel.

2104 Returns

The GetClinicalData method returns an ApiGetClinicalDataResultModel objectthat has the following properties:

Property Data type Description
Token string A new authentication token that can be used for authentication in subsequent requests
Result ApiResultType Defines the type and status of the result returned from method invocation. An

ApiResultType enum withthevalue Success or Error isused.

ErrorCode int In case of an error result: contains an integer specifying the type of error. See section 4 Error
codes for details.

ErrorMessage string In case of an error result: human readable description of the error

OdmXml string The exported data in ODM format

210.5 Example HTTP call

The order of the clauses is crucial. It is important to follow the order in the example code below:
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<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:vied="Viedoc.API"
xmlns:viedl="http://schemas.datacontract.org/2004/07/Viedoc.Services.Public">

<soapenv:Header/>
<soapenv:Body>
<vied:GetClinicalData>
<vied:token>2BB747D2E2. . .B46846DE34</vied:token>
<vied:options>
<viedl:SiteCode>AHU</viedl:SiteCode>
<viedl:SubjectFilter></viedl:SubjectFilter>
<viedl:SubjectKey>SE-AHU-006</viedl:SubjectKey>
<viedl:StudyEventOID>V1</viedl:StudyEventOID>
<viedl:FormOID>VS</viedl:FormOID>
<viedl:ItemOID>VSSYS</viedl:ItemOID>
<viedl:ExcludeExtensions>false</viedl:ExcludeExtensions>
<viedl:IncludeAdminData>true</viedl:IncludeAdminData>
<viedl:IncludeVisitDates>true</viedl:IncludeVisitDates>
<viedl:IncludeQueries>true</viedl:IncludeQueries>
<viedl:IncludeReviewStatus>true</viedl:IncludeReviewStatus>
<viedl:IncludeSignatures>true</viedl:IncludeSignatures>
<viedl:IncludeMedicalCoding>true</viedl:IncludeMedicalCoding>
<viedl:IncludeSubjectStatus>true</viedl:IncludeSubjectStatus>
</vied:options>
</vied:GetClinicalData>
</soapenv:Body>

</soapenv:Envelope>
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210.6 Example HTTP response

<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">

<s:Body>

<GetClinicalDataResponse xmlns="Viedoc.API">

<GetClinicalDataResult xmlns:a="http://schemas.datacontract.org/2004/07/Viedoc.Services.Public"
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<a:Token>A53447308F...B9F6DB81BE</a: Token>
<a:Result>Success</a:Result>
<a:ErrorCode>0</a:ErrorCode>
<a:ErrorMessage i:nil="true"/>

<a:0dmXml><![CDATA[<?xml version="1.0"?>

<ODM xmlns:sdm="http://www.cdisc.org/ns/studydesign/v1.0" xmlns:v4="http://www.viedoc.net/ns/v4"
FileType="Snapshot" v4:ModifiedSystemVersion="4.32" xmlns="http://www.cdisc.org/ns/odm/v1.3">

<Study 0ID="369cbf09-3322-43cc-bOef-895be23beadd" >

</Study>

<AdminData StudyOID="369cbf@9-3322-43cc-boef-895be23beado”>

</AdminData>

<ClinicalData StudyOID="369cbf09-3322-43cc-blef-895be23beadd"

MetaDataVersionOID="21.0">

<SubjectData SubjectKey="SE-AHU-006" v4:StudySubjectSegNo="10"

v4:SiteSubjectSegNo="6">

</SubjectData>

<AuditRecords>

</AuditRecords>
</ClinicalData>
</0DM>]]></a:0dmXml>
</GetClinicalDataResult>
</GetClinicalDataResponse>
</s:Body>

</s:Envelope>

GetClinicalData does not support StudyEventRepeatKey.

3 Complex Data Types

3.1 ApiAuthenticationModel

The ApiAuthenticationModel data type contains the following elements:
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Property Data type Description

ClientGUID GUID Client ID linked to a specific study in Viedoc.
Can be obtained from Viedoc Admin. Required.

UserName string Viedoc login username. Required.
Password string Matching Viedoc login password. Required.
TimeSpanInSeconds int Time (in seconds) that the authentication token will be valid for. Optional.

Default is 300 seconds (5 min). Maximum is 1800 seconds (30 min).

3.2 ApiResultType

ApiResultType isan enum data type with one of the following values™:

Pending The request is being processed and no result yet.

Success The request has completed successfully.

Error The request terminated with an error. See error code and message for a description of the error that occurred.

InProgress Data import has started and date is currently being processed.

PartialComplete Data import has started but is in an idle state waiting for remaining subjects to be unlocked so that data import
can resume.

Data import has started but a subject is not found due to invalid ID. The subject is not imported and the system
continues to identify the next subject.

*For GetClinicalData ,onlyan ApiResultType enum datatype with the value Success or Error isused.

3.3 ApiSubmitDataOptions

»« The APl method SubmitData allows the submitting of data into a form that exists in the effective design but that does not exist
within the respective event according to the study workflow. In such a case, a new form is created and is added to the event.

= When using the WCF API to push data into forms, if there are items that have functions set up to calculate data from other items,
or item groups, those calculations will not be automatically updated. However, if an item that relies on a function is added to the
same item group it relies on, it will perform the calculation.

Property Data Description
type
AllowCreatingSubjects bool Defines whether new subjects will be created during the data import when
unmatched subjects are found. Can be setto true or false ,defaultis setto
true .
AllowInitiatingStudyEvents bool Defines whether uninitiated events will be initiated during the data import. Can be set

to true or false ,defaultis true .

3.4 ViedocKeySet

The ViedocKeySet data type contains the following properties:

Property Data type Description
Uniqueld string For internal use only. The value of this property will be ignored if populated in a request.
SubjectKey string Subject key of a subject in Viedoc
StudySiteld int Database ID of the study site
CountryCode string Two letter country code
SiteCode string Site code as set in Admin. Required.
SiteNo int Site number
StudySujbectSegNo int Sequence number of a subject on a study level
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Property Data type Description
SiteSubjectSegNo int Sequence number of a subject on a site level
StudyEventDefId string Study event OID as set in the study design
StudyEventRepeatKey string Study event repeat key
EventDate DateTime Event date in ISO8601 format
FormDefId string Form OID as set in the study design
FormRepeatKey string Form repeat key
ItemDefId string Iltem OID as set in the study design
MetaDataVersionOID string Study design OID (version) in the form [ VERSION ] . [ REVISION ]. Will be populated in

the response based on the submitted values of all the previous keys.

3.5 ApiGetClinicalDataRequestModel

The ApiGetClinicalDataRequestModel data type contains the following properties:

Property Data type Description

SiteCode string Site code as set in Admin. Required.

SubjectFilter string Subject filter using any string. Optional.

SubjectKey string Subiject key of a subject in Viedoc. Optional.

StudyEventOID string Study event OID as set in the study design. Optional.

FormOID string Form OID as set in the study design. Optional.

ItemOID string Iltem OID as set in the study design. Optional.

TimePeriodDateType ApiTimePeriodDateType SystemDate|EventDate. Optional.

TimePeriodOption ApiTimePeriodOption Until|From|Between. Optional.

FromDate DateTime Used to match data by entered or event date.
Optional.

ToDate DateTime Used to match data by entered or event date.
Optional.

ExcludeExtensions bool Defines whether to exclude the Study Design Model (SDM), Viedoc and

audit trails. Can be setto true or false ,defaultissetto false .

IncludeAdminData bool Defines whether to include user and study site data in
the export. Can be setto true or false ,defaultis setto
false .
IncludeVisitDates bool Defines whether the event date form will be included

in the export. The event date form includes the event
date, planned date and the event window. Can be set to
true or false ,defaultissetto false .

IncludeQueries bool Defines whether queries will be included in the export.
Canbesetto true or false ,defaultissetto false .

IncludeReviewStatus bool Defines whether review status will be included in the
export. Can be setto true or false ,defaultis setto
false .

IncludeSignatures bool Defines whether signatures will be included in the
export. Can be setto true or false ,defaultis set to
false .

IncludeMedicalCoding bool Defines whether medical coding will be included in the
export. Can be setto true or false ,defaultis setto
false .
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Property Data type
IncludeSubjectStatus bool
ViedocVersion string

4 Error codes
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Description

Defines whether to include the subject status in the export. Can be set to
true or false ,defaultissetto false .

Defines which data structure version is used for the
export. As of Viedoc release 4.39, the data structure
version can be set to 4.38, 4.39 or Latest Viedoc
Version. If nothing is specified, the Viedoc version set
in the API configuration settings in Viedoc Admin is
used.

The following table displays a list of error codes and their description.

Code

100

101

102

103

104

105

106

107

108

109

110

m

12

14

121

122

Message

Invalid username or password
Invalid Client GUID

Invalid token

NOT USED

Xml data is required

NOT USED

Invalid Client GUID/User

NOT USED
NOT USED

Unauthorized access, only user who
submitted data can get transaction
information

Invalid transaction GUID
Permission denied

Metadata version not found

User is SSO user

Invalid study site

User does not have export permission to site

5 Aworkflow example

https://help.viedoc.net/c/331b7a/?print=ready

Description
The provided username or password is invalid.
The provided client ID is invalid.

The token is invalid.

No ODM XML data was included in the request.

The provided token represents an invalid client GUID
or an invalid user. This is very unlikely to occur when the token is
generated from the system.

TransactionData and TransactionStatus canonly be
invoked by the user who submitted the data.

The user does not have access to the specified resource.

The requested metadata version could not be found in
the study.

The domain is set up for single sign-on, and API login is not supported.
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Token

The Token method must always be called first to obtain an authentication token
that can be used for the authentication of subsequent calls. See section

Although every method invecation returns a new token that also can be used to
authenticate subsequent calls, the initial authentication token generated by the
Token method can be used for all calls, as long as the token is valid.

GetMetaDataForKeySets or GetMetaData

The GetMetaDataVersionForKeySets method
can be invoked to obtain the metadata
versions corresponding to the data items that
you would like to submit into Viedoc. For
example, by providing the site code, subject
key and StudyEventDefld, the metadata
version for that event can be obtained. See

section . The metadata version is identified
using its version and revision numbers.

The returned metadata version can be used
directly or submitted to GetMetaData to TransactionStatus

obtain the design ODM XML file. See section
The TransactionStatus method can be

invoked to see the status of the data

being imported into Viedoc via a
. previously invoked SubmitData
a method. See section
Y
SubmitData The transaction GUID obtained from

the SubmitData call is needed.
The SubmitData method can be
invoked to import data into Viedoc. The TransactionStatus method can

only be invoked by the person who
Data must be provided in QDM XML submitted the data.

format. See section

TransactionData

The TransactionData method can be
invoked to export previously
submitted data. See section

6 Anexample of how to submit data into Viedoc

6.1 Introduction

This chapter serves as an example of how to submit data into Viedoc. It provides instructions on where in Viedoc you can obtain the
following information:

Aclient ID

Study site ID and design version
Element OIDs

Item data types

Subject ID

This chapter also provides instructions to construct the clinical data file using the obtained information.
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6.2 Obtaining the client ID

See API configuration.

6.3 Obtaining the study site code and design version

Note down the study site code and effective design version for the site or sites that data will be imported into. The
study site code and effective design are displayed in the study sites list in Viedoc Admin. The effective design version
is displayed in the form of [ VERSION ] . [ REVISION ] for each site separately.

Helipad Test J Study settings

Study crew 8 Study design 6

Technical Write Multiple designs in use

Study Sites Sites Countries Site users
# Site name L Code Country Effective Design Production Users
1 Test site 1 Sitel SE Helipad 2.0 1/1

3 Test site 3 Site3 JP Helipad 4.0 1/1

2 Testsite2 Site2 NL Helipad 2.4 1/1 Q

Add a site to this study

6.4 Obtaining the element OIDs
Obtain the following OIDs:

1. StudyEventOID

2. FormOID

3. ItemGroupOID

4. ItemOID

These OIDs can either be obtained from the study design in Viedoc Designer or by downloading the metadata
version by invoking the GetMetaData API method.

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:vied="Viedoc.API"
<soapenv:Header>
<soapenv:Body>
<vied:GetMetaData>
<vied:token>FE4...171</tem:token>
<vied:metaData0id>8.0</tem:metaDatalOid>
<vied:includeSdm>true</tem:includeSdm>
<vied:includeViedocExtensions>true</tem:includeViedocExtensions>
</vied:GetMetaData>
</soapenv:Body>

</soapenv:Envelope>

If you choose to download the metadata version by invoking the GetMetaData API method, search the returned ODM file for the following
elements, and note down the OIDs:

= StudyEventDef (to obtainthe StudyEventOID )

<StudyEventDef OID="VISIT1" Name="Visit 1" Repeating="No" Type="Scheduled">
<Description>
<TranslatedText xml:lang="en">The visit 1</TranslatedText>
</Description>
<FormRef FormOID="DM" Mandatory="No" />
<FormRef FormOID="ALL" Mandatory="No" />
<sdm:ActivityRef ActivityOID="ACT_VISIT1_START" />
<sdm:ActivityRef ActivityOID="ACT_1" />
</StudyEventDef>

« FormDef (to obtainthe FormOID )
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<FormDef OID="DM" Name="Demographics" Repeating="No" Hidden="No" AutoUpdate="No"
Created="2014-11-14T09:10:57.5897684Z" LastModified="2014-12-15T14:53:52.05582497"
vA11:Sdv="Required">
<Description>
<TranslatedText xml:lang="en" />
</Description>
<ItemGroupRef ItemGroupOID="DMG1" Mandatory="No" Role="" RoleHideShow="show">
<v4@:Layout Width="full" Spacing="wide" />
</ItemGroupRef>
<ItemGroupRef ItemGroupOID="DMG2" Mandatory="No" Role="" RoleHideShow="show">
<v4@:Layout Width="full" Spacing="wide" />
</ItemGroupRef>
<ItemGroupRef ItemGroupOID="DMG3" Mandatory="No" />
</FormDef>

= ItemGroupDef (to obtainthe ItemGroupOID )and ItemRef (to obtainthe ItemOID )

<ItemGroupDef OID="DMG1" Repeating="No" Role="">
<Description>
<TranslatedText xml:lang="en" />
</Description>
<ItemRef ItemOID="SBP" Role="" Mandatory="Yes" RoleHideShow="show">
<v4@:Layout Orientation="horizontal" LabelPosition="top" />
</ItemRef>
<ItemRef ItemOID="DBP" Role="" Mandatory="Yes" RoleHideShow="show">
<v40:Layout Orientation="horizontal” LabelPosition="top" />
</ItemRef>
<v4@:Layout Width="full" Spacing="wide" />
</ItemGroupDef>
<ItemGroupDef OID="DMG2" Repeating="No" Role="">
<Description>
<TranslatedText xml:lang="en" />
</Description>
<ItemRef ItemOID="WEIGHTYN" Role="" Mandatory="Yes" RoleHideShow="show">
<v4@:Layout Orientation="horizontal" LabelPosition="top" />
</ItemRef>
<ItemRef ItemOID="WEIGHT" Role="" Mandatory="Yes"
CollectionExceptionConditionOID="COND_WEIGHT_DM" RoleHideShow="show">
<v40:Layout Width="408" InputWidth="115" Orientation="horizontal”
LabelPosition="top" />
</ITtemRef>
<v40@:Layout Width="full" Spacing="wide" />
</ItemGroupDef>
<ItemGroupDef OID="DMG3" Repeating="No">
<Description>
<TranslatedText xml:lang="en" />
</Description>
<ItemRef ItemOID="EXPLAIN" Role="" Mandatory="Yes"
CollectionExceptionConditionOID="COND_EXPLAIN_DM" RoleHideShow="show">
<v4@:Layout Orientation="horizontal" LabelPosition="top" />
</ItemRef>
</ItemGroupDef>

6.5 Obtaining the item data types

Obtain the item data types. The item data types can be obtained from Viedoc Designer or found in the DataType attribute of the
ItemDef elementin ODM.

<ItemDef MinLength="1" DataType="text" Length="100" Name="" OID="EXPLAIN"
v411:Sdv="Undefined" >
<Description>
<TranslatedText xml:lang="en" />
</Description>
<Question>
<TranslatedText xml:lang="en">Diff is tooo big, explain</TranslatedText>
</Question>
</ItemDef>

When constructing the ClinicalData elements, use the data element corresponding to the item data type.

ltemDef Data type ItemData Data type

String ItemDataString

Text ItemDataString

Integer ItemDataInteger

Double ItemDataDouble

DateTime ItemDataPartialDateTime
Date ItemDataPartialDate
Time ItemDataPartialTime
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6.6 Obtaining the subject key

The subject key is obtained from Viedoc Clinic.

SE-Sitel-04

reESToITEL

L) DoB Age
.:‘ 08 Nov 1978 39

Itis also possible to match subjects using the StudySubjectSeqNo orthe StudySiteSubjectSegNo .These are the sequence number of
the subject in a study and study site respectively.

When trying to match data for an imported subject with a subject in Viedoc, the StudySubjectSeqgNo and StudySiteSubjectSeqNo are
used first. They can both be specified as extension attributes on the SubjectData elementinthe ODM clinical data. If no matching subject
is found using the StudySubjectSegqNo or StudySiteSubjectSeqgNo ,the subjectkey is used to find a matching subject.

If no matching subject could be found using either method, the following applies:

« If AllowCreateSubjects issetto true ,anew subjectis created.
« If AllowCreateSubjects issetto false ,the subjectis skipped.
The DataImportLog isindicated as PartialComplete and shows which subject that does not exist.

When creating a new subject in Viedoc, the subject will receive the next available StudySubjectSeqgNo and StudySiteSubjectSeqgNo .
These sequence numbers can be overridden in two different ways:

= By explicitly providing the subject sequence numbers as attributes.

» By including the subject sequence numbers in the subject key format, so that the subject sequence numbers can be extracted
from the subject key. This requires the site code and site subject sequence number to be as specified in the Subject ID
Generation Settings in the study design in Viedoc Designer.

6.7 Constructing the ODM XML ClinicalData file

<ODM FileOID="123" FileType="Snapshot">
<ClinicalData MetaDataVersionOID="8.0">
<SubjectData SubjectKey="SE-01-043">
<SiteRef Location0ID="1"></SiteRef>
<StudyEventData StudyEventOID="VISIT1">
<FormData FormOID="DM" FormRepeatKey="">
<ItemGroupData ItemGroupOID="DMG1">
<ItemDataInteger ItemOID="SBP">16@</ItemDatalnteger>
<ItemDataInteger ItemOID="DBP">1@@</ItemDataInteger>
</ItemGroupData>
<ItemGroupData ItemGroupOID="DMG2">
<ItemDataInteger ItemOID="WEIGHTYN">2</ItemDataInteger>
<ItemDataInteger ItemOID="WEIGHT">39</ItemDatalnteger>
</ItemGroupData>
<ItemGroupData ItemGroupOID="DMG3">
<ItemDataInteger ItemOID="EXPLAIN">This is just a
test</ItemDatalnteger>
</ItemGroupData>
</FormData>
</StudyEventData>
</SubjectData>
</ClinicalData>
</0DM>

To access the example ODM XML ClinicalData file as a text that you can copy into your tool, click here.

All text highlighted in yellow should be replaced with the MetaData version OID, Studysite OID, and ltem OIDs obtained as previously
described.

All text highlighted in green should be replaced with the values for the respective items.

The ClinicalData ODM can then be submitted using the SubmitData method as described earlier, see section 2.3 SubmitData.

Back to top of page
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Importing data from ODM file

Importing data from ODM file
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1. Introduction
11 About ODM import to Viedoc
1.2 Good to know before starting an import
1.3 Limitations of the ODM import
1.4 How are data mapped during the import of an ODM file?
141 Import of study sites
1.4.2 Import of users
1.4.3 Import of subjects
1.4.3.1 Mapping_to existing subjects by SubjectKey
1.4.3.2 Mapping_to existing subjects by v4:StudySubjectSegNo and/or v4:SiteSubjectSeqNo
1.5 Workflow
2. Importing an ODM file
2.6 Step 1/5 - uploading the ODM file
2.7 Step 2/5 - mapping the study sites
2.8 Step 3/5 - mapping_the study event dates
2.9 Step 4/5 - selecting events and forms to be excluded
210 Step 5/5 - confirming the import
211 After the import

1 Introduction

11 About ODM import to Viedoc

Viedoc supports the import of data using the Clinical Data Interchange Standards Consortium (CDISC) Operational Data Model (ODM)
Extensible Markup Language (XML) standard format, making it possible to migrate data from other Electronic Data Capture (EDC) systems
to Viedoc.

ODM is a vendor-neutral, platform-independent format for exchanging and archiving clinical study data. ODM includes all information
(clinical data, along with its associated metadata, administrative data, reference data, and audit information) necessary to share data
among different software systems during study setup, operation, analysis, and submission. ODM also includes all information for long-term
retention as part of an archive to facilitate the regulatory-compliant acquisition, archival and exchange of metadata and data. For more
information see https:/www.cdisc.org/standards/data-exchange/odm.

In Viedoc Admin, you can import data from another EDC system (including Viedoc 3) using the ODM standard format to Viedoc by uploading
an ODM XML file. Viedoc supports data import:

= As per standard CDISC ODM format, or
= Using an ODM file that contains Viedoc extensions (for example, previously exported from Viedoc, see Exporting data). The
Viedoc extensions are always prefixed with" v4: "

1.2 Good to know before starting an import

= Please note that functions are re-executed after the import, which can cause issues when functions use current date/time,
that is, existing event date(s) might change as a result of re-executing the functions based on current date/time.

= Viedoc does not recommend importing data to forms that have randomization configured. That is, the data that is to be
imported may have used randomization, but the study design that it is being imported into should not have randomization
configured.

1.3 Limitations of the ODM import

The following data is not included in the ODM import:
= Medical coding
= Queries
= Review status
= Clinical data history (only snapshot is supported)

1.4 How are data mapped during the import of an ODM file?
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141 Import of study sites

The system performs an automatic mapping based on site Name (not case-sensitive). If the Code extension is present (for example if the
ODM file originates from Viedoc), this is mapped as well. If this is empty, only the Name is used.

<Location QOID="LOC.163" Name="Karclinska University Hospital" LocationType="Site" v one="W. Europe Standard Time"
<MetaDataVersionRef 5 4ddifids-86ad-11e4-aBf0-005056a353c3" EffectiveDate="2014-03-01"
<MetaDataVersionRef 5 4ddifids-86ad-11e4-aBf0-005056a353c3" EffectiveDate="2016-01-01"

<MetaDataVersionRef
<MetaDataVersionRef
<MetaDataVersionRef
<MetaDataVersionRef
<MetaDataVersionRef

4ddiflds-86ad-11e4-aBf0-005056a353c3
4ddifid5-86ad-11e4-aBf0-005056a353c3" Date="2014-03-02"
4ddifid5-86ad-11e4-aBf0-005056a353c3" Date="2014-03-02"
4ddifid5-56ad-11e4-aBf0-005056a35303" D Vi . E. eDate="2014-12-01"
4ddifid5-86ad-11e4-aBf0-005056a353c3" M D Vi i . EffectiveDate="2014-03-02" v4:

Date="2014-03-02"

iveTime="T00:00Z" />

If v4:TimeZone is presentin the ODM file, this will be used during the import. If this is not present, the UTC time zone will be used.

If v4:StudySiteSeqNo is presentinthe ODM file, this will be used during the import. If this is not present, it will be assigned the following
value: the maximum v4:StudySiteSeqNo +1.

If <v4:Address> and <Country> are presentinthe ODM file, these will be used during the import, otherwise the default will be “SE”
(Sweden).

1.4.2 Import of users

The users are imported by full name and email address.

The users are not active immediately after the import is performed, the user information is only imported in the audit trail. You have to
send invitations to these users using the imported email addresses in order for them to get login access to Viedoc.

<User OID="USR.294">

<LoginName>john. johansson@gmail . com</LoginName>

<DisplayName>John Johansson</DisplayNames>

<FullName>John Johansson</FullName>

<Email>john.johansson@gmail.com</Email>

<LocationRef LocationOID="LOC.6956">
<v4:RolesRef RoleOID="RGE515" IsDeletse
<v4:RolesRef RoleOID="RG5516" IsDelete
<v4:RolesRef RoleQID="RGE518" IsDeleted="false" Assigned
<v4:RolesRef RoleOID="RG5519" IsDeleted="false" Assign
<v4:RolesRef RoleOID="RB" IsDelet "true" AssignedDateT
<v4:RolesRef RoleOID="R8" IsDelet
<v4:RolesRef RoleOID="RGE515" IsD
<v4:RolesRef RoleQID="RG5518" IsD
<v4:RolesRef RoleCID="RB" IsDelet

</LocationRef>

<LocationRef LocationOID="LOC.6957">

ateTime="2016-10-04T09:11:562" />

ateTime="2016-10-04T09:11:56Z" />

ateTime="2016-10-04T09:11:56Z" />

ateTime="2016-10-04T09:11:57Z" />

me="2016-11-17T12:57:51Z" DeletedDateTime="2016-11-23T13:11:24Z" />
d 1me="2016-11-17T12:57:512Z" DeletedDateTime="2016-11-23T13:11:24Z" />
d="false" AssignedDateTime="2016-11-23T13:41:202" />

="false" Assign ateTime="2016-11-24T10:00:232" />

i="false" AssignedDateTime="2016-12-02T10:02:162Z2" />

="false" Assign
="false" Assign

The element LocationRef allows specifying which sites a user is invited to.

The element v4:RolesRef is aViedoc extension that allows specifying which roles the respective user has for a specific site, as well as the
date when the role was assigned/deleted.

1.4.3 Import of subjects

When importing an ODM file to an existing study with existing data, the first step is to assign the subject to a site. This is done by using the
subject's SiteRef information in the ODM file:

<SubjectData SubjectKey="DE-CUB-001" v4:StudySubjectSegNo="6" v4:SiteSubjectSegNo="1">
<huditRecord>
£8iteRef LocationOID="LOC.6959" [f>
<StudyEventData StudyEventOID="SCR" v4:EventDate="2016-10-04T15:05:52">
</BubjectData>

All the sites in the ODM file to be imported ( Location0ID s)are mapped to existing site(s) or new one(s), as described at Step 2/5, prior to
the subjects mapping.

A subject is identified in the ODM file by the SubjectKey attribute, which is a standard ODM parameter (string) and it corresponds in
Viedoc to the Subject ID that is generated in Viedoc according to the Subject Id Generation Settings.

<SubjectData SubjectRey="SE-AHU-001">

1.4.31 Mapping to existing subjects by SubjectKey

The subject mapping is performed using the SubjectKey .
1. The system checks if any of the existing subjects in Viedoc, within the specified site, has the Subject ID identical with the provided
SubjectKey ,and:

= If a match is found, then the data is imported to the existing subject.
= If no match is found then a new subject is created within the specified site and the data is imported to it.

2. After the data is imported, the Subject IDis generated according to the Subject Id Generation Settings and using the newly
imported data.
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When a new subject is created in Viedoc, there are two behind-the-scenes system items created for it:

<SubjectData SubjectEey="SE-01-001" wv4:StudySubijectSegNo="2" v4:5iteSubjectSeqlo="1">

= v4:StudySubjectSegNo is a sequence number of subjects on study level. If a subject is the second subject in the study, this
itemis 2.

= v4:SiteSubjectSeqNo is asequence number of subjects on site level. So if the same subject is the first subject on the site, this
itemis 1.

These two system items (Viedoc extensions) are used for various purposes, of which the Subject ID is the most important, see Subject |d
Generation Settings. For a newly created subject, these sequence numbers can be:

= either parsed from the provided SubjectKey , if they are being used in the Subject Id Generation Settings for the study the data
is imported to, or otherwise

allocated the next available sequence numbers within the study ( v4:StudySubjectSeqgNo ) and site ( v4:SiteSubjectSegNo )
respectively.

If the ODM file to be imported originates from Viedoc and it was exported including the Viedoc extensions, these sequence
numbers are included in the ODM file.

If any of the v4:StudySubjectSegNo or v4:SiteSubjectSeqNo is either provided in the ODM file to be imported or mapped
during the import process (at Step 3/5 described later on), these are used to perform the subject mapping, see Mapping_to
existing subjects by StudySubjectSeqNo and/or SiteSubjectSeqNo below.

1.4.3.2 Mapping to existing subjects by v4:StudySubjectSegNo and/or v4:SiteSubjectSegNo

These two system items (Viedoc extensions) are used for various purposes, of which the Subject ID is the most important, see Subject Id
Generation Settings.

If any of these sequence numbers is provided in the ODM file as Viedoc extension, or if they are mapped during the import process (see
Step 3/5 below), the subject mapping is performed as follows:

= If any of the sequence numbers is provided, these are used to perform the matching, first by the v4:SiteSubjectSeqNo and
then by v4:StudySubjectSeqNo .

= If the sequence numbers are provided, but no match is found, then the SubjectKey is used for mapping, as described above in
Mapping_to existing subjects by SubjectKey.

If the sequence numbers for these items are present in the ODM file, but they are also mapped during the import process (see Step
3/5 below), then the mapping takes precedence.

1.5 Workflow

Before you start importing the ODM file, you have to make sure that you already have a study in Viedoc that has a study design that matches
the data structure in the ODM file to be imported. The metadata version(s) in the ODM file to be imported must contain all the events, forms,
item groups, items and code list values that are referenced by ClinicalData. The import process performs the matching only by using OIDs.

In case you do not have such a study yet, you can create a study and perform the ODM import as described below:

Create a study in Viedoc Admin (for instructions see Adding_new study) and invite a user as Study Designer. This user will get
access to Viedoc Designer.

In Viedoc Designer, import the design from the ODM file to the study you have just created in Viedoc Admin (for instructions see
Initiating a design).

In Viedoc Designer, open the study with the newly imported study design, go to Study Settings and configure the Subject ID
Generation Settings (for instructions see Subject Id Generation Settings). This will impact the selection you have to make later on
during the import in Step 3/5.

Step C does not have to be performed if the ODM file has been exported from Viedoc 4 including extensions.
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Create study | (A)

Import design from the ODM File |(B)

Subject ID Generation Settings ) (C)

Import data from the ODM File
(2->7)

Study data available

2 Importing an ODM file

This section provides a step by step guide for importing an ODM file.

2.1 Step1/5 - uploading the ODM file

In Viedoc Admin, go to the study into which the data should be imported. Click Study Settings.
The Study settings pop-up opens.

Study settings

Here you can set settings for study.
Settings Date & time format Medical Coding API configuration

Import ODM File Step 1/5

Upload a file

= DEMO_123_20170503_090338 xml 0.3MB

Import to demo

Upload and continue

History

File Name Date and Time User Name Status Log

On the Import ODM File tab, click Upload a file, and browse to the ODM file you would like to import. The file name and size will appear right
under the Upload a file button.

If you would like to import the ODM file to a demo version of the study, select the Import to demo checkbox.

In case you receive an error message saying that the file cannot be uploaded due to missing content (according to the CDISC ODM
standard), you have to go back to your ODM file, fix the error and upload the file again.

Click Upload and continue. This takes you to step 2/5.

2.2 Step 2/5 - mapping the study sites

In the Metadata version to study design version mappings field, two columns are displayed. Metadata version OID (from xml) lists all the
versions found in the ODM file you have uploaded. In the Study design version select the study design version in Viedoc that the data should
be imported into. The design has to match exactly your ODM data to be imported.

In the Study site mappings field, three columns are displayed. Column 1 and 2 (see image) represent all the sites found in the ODM file you
have uploaded. Column 3 represents the sites available in the study you have selected to import into. The system performs an automatic
mapping based on site name (not case sensitive). If the code extension is present (if the ODM file originates from Viedoc), this is mapped as
well. If the code extension is empty, only the name is mapped. If no match is found, the system will map to “Create new site” as a default.

https://help.viedoc.net/c/331b7a/?print=ready 259/396


https://help.viedoc.net/l/a559c4/en/#ODM
https://help.viedoc.net/l/a559c4/en/#ODM
https://help.viedoc.net/l/a559c4/en/#CDISC
https://help.viedoc.net/l/a559c4/en/#ODM

12/2/25, 9:45 PM Viedoc Admin User Guide | Viedoc eLearning

Study settings

Here you can set settings for study.

Settings Date & time format Medical Coding API configuration

Import ODM File Step 2/5

DEMO_123_20170503_090338 xml - Source system: VIEDOC 4.34.6310.23264 - Subjects: 4

Metadata version to study design version mappings
Metadata version OID (from xml) Study design version

10 Demo swudy 2014 2.0

Study site mappings

™ LoC 2815 ‘dppsala ‘Jppsala (01)

E-mail address to be used for invented audit records

*

Continue °

Check whether the automatic mapping performed by the system is correct. If necessary, manually perform the mapping by selecting a site
from the drop-down list.

If a match is found but you anyway select Create new site from the drop-down list, a duplicate site will be created. This is not
recommended!

Make sure that every Locationin the ODM file to be imported has at least one MetaDataVersionRef defined, otherwise no design
version will be assigned to the respective site.

In the Email address to be used for invented audit records field, enter an email address that can be used when the import needs to create
audit records.

Click Continue. This takes you to step 3/5.

2.3 Step 3/5 - mapping the study event dates

Under Study event dates, select what date items you want to be matched to your events. If no selection is made and a form and item
combination within the event called $EVENT.EventDate is found (the way Viedoc stores event dates), this will be used. If the ODM file
originates from Viedoc 4, and has been exported including extensions, you will find this form/item combination in the drop-down list.

Study settings

Here you can set settings for swudy.

Settings Date & time format Medical Coding API configuration

Import ODM File Step 3/5

DEMO_123_20170503_090338 xml - Source system: VIEDOC 4.34.6310.23264 - Subjects: 4

Study event dates

Add subject SEVENT/EventDate

Visit 1 SEVENT/EventDate

Visit 2 &
\ Q

Home adm.
VS/VSDT

Visit 3 EC/ECDT
STAT/STATDT

Unscheduled
STAT/STATDOD

Medical / Surgical History STAT/STATWDDT
SEVENT/EventProposedDate

Prior and Concomitant Medications SEVENT/EventPlannedDate
SEVENT/EventWindowStartDate

Adverse Events
SEVENT/EvemWindowEndDate

Populate Populate SEVENT/EventDate @
First
Back Continue o
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The settings to be performed under Populate depend on whether the ODM file to be imported originates from Viedoc and thus has the
SiteSubjectSeqNo and/or StudySubjectSeqgNo extensions, or not. See also Import of subjects.

= Ifthe ODM file has the SiteSubjectSeqNo and/or StudySubjectSeqNo extensions, then no settings are required at this step.
These items will be imported automatically. You can continue to Step 4/5.

= Ifthe ODM file does not have the SiteSubjectSeqNo and/or StudySubjectSeqgNo extensions, the settings to be made depend on
how the Subject ID Generation Settings are configured in Designer (see Workflow).

» If you have used one of the SiteSubjectSeqNo or StudySubjectSegNo items, select this item from the first Populate
drop-down list (1 in the image), and then select the form this item will be picked from in the (Form/Item) drop-down
list (2 in the image). If the item you selected occurs multiple times for a single subject, you can select whether the first
or last occurrence should be used in the second Populate drop-down list (2 in the image, default is First).

« Ifyou have used a different variable than the SiteSubjectSeqgNo and StudySubjectSeqNo, then you don't need to
make any selection in the Populate fields.

Once you have selected an option from the drop-down list, it is not possible to clear the selection and return to the default (--- or no
selection). It is only possible to select another option from the drop-down list.

Click Continue. This takes you to step 4/5.

2.4 Step 4/5 - selecting events and forms to be excluded

In the Select events to be excluded field, click and select from the drop-down list the events that you do not want to be included in the
imported study. If you want to exclude multiple events, click and select again.

In the Select forms to be excluded field, click and select from the drop-down list the forms that you do not want to be included in the
imported study. If you want to exclude multiple forms, click and select again.

When importing an ODM file that was exported from Viedoc 4, you must exclude the $EVENT form.

Study settings

Here you can set settings for study.
Settings Date & time format Medical Coding API configuration

Import ODM File Step 4/5

DEMO_123_20170503_090338.xml - Source system: VIEDOC 4.34.6310.23264 - Subjects: 4

Select events to be excluded

Select forms to be excluded

Physical Examination(PE)

Vital Signs{vs) anue °
Study status(Ss)

Visit status(STAT)
Demographics(DM)
Home administration(HA)

Check Questions(CQ) @

Eligibility(IE)
Safety Laboratory Parameters(LB)

Click Continue. This takes you to step 5/5.

2.5 Step 5/5 - confirming the import

In the Users field, a list of the imported users identified by email address and full name is displayed. In the Confirm import with your
password field, enter your password to confirm the list of users to be added to your study, and click Import.

The users are not active immediately after the import is performed. They are only imported to the system. You have to send invitations
to these users using the imported email addresses in order for them to get login access to Viedoc. For instructions see Managing_users.
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Study settings

Here you can set settings for study.
Settings Date & time format Medical Coding API configuration

Import ODM File Step 5/5

DEMO_123_20170503_090338.xml - Source system: VIEDOC 4.34 6310.23264 - Subjects: 4

Users

E-mail address Full name

Confirm import with your password

sessnsnenes - Import

Back

2.6 After the import
Once you have imported the file and invited the users, your study is available in Viedoc and accessible for the users you have invited.

The PDFs with form history are not immediately available after the import. They will be generated and become available in Viedoc after you
have performed an export to PDF in Viedoc Clinic. For instructions, see Exporting data.

All the functions are re-executed after the import.
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4

API configuration

API configuration

Published by Viedoc System 2025-06-10

1. Accessing the API configuration feature

2.The APl client ID

3.Adding a Viedoc WCF API client and obtaining the API client ID
4. Adding_ a Viedoc Web API client and obtaining the API client ID
5. About the data structure version of the API client ID

6. Defining the export scope for the Web API client

1 Accessing the API configuration feature

To access the API configuration feature and to manage API clients for a study in Viedoc Admin, you need to have the user role APl Manager
for the study.

2 TheAPIclientID

An API client ID is needed when using the API to connect to and interact with any APl endpoint related to your Viedoc study.
The client ID is used as follows:

= For the Viedoc WCF API, the client ID is used together with the Viedoc user name and the password for authorizing the user.
= For the Viedoc Web API, the client ID and the client secret are used for authorization. No user context is needed.

To ensure backward compatibility with previous Viedoc versions, you can select which data structure version should be used when creating
an APl client ID.

3 Adding a Viedoc WCF API client and obtaining the API client ID

To add an API client and to obtain a client ID:

1 On the Viedoc landing page, select the Admin icon to open Viedoc Admin.
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2 Open the study that you would like to work with and select the Edit button in the API configuration field to open the API
configuration pop-up.

< Users

@ ongoing, FPA2020-08-19 (@) Valid license: 3897983 & Used data storage: 5055 kB

D)

E] Medical coding. Create and edit instances, upload files.
.il‘ eTMF. Manage your eTMF application here

API configuration. Add and edit API clients, view data history.

0 0 O

Study crew 0 Study design

Multiple designs in use.

Study Sites Sites Countries Site users
# Site hame L0 Code Country Effective Design Production Users
1 newsitel sl NO Anonymous 4.0 v 1/2 6
2 newsie2 s2 NO Anonymous 4.0 v 172 0

) Add a site to this study

You must have the APl Manager user role to see the API configuration field.

3 On the tab WCF API client, select Add a new API client.
% Htpad Test

API configuration

Web API client
0 APl clients © Addanew API client
Client name Client ID Data structure version Status

Submit data History

Client Date and Time User Name Content Status Leg
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4 Enter a name for the API client. Select whether the client should be linked to a production or demo study in the Status
dropdown menu. Select Add.

@ Add a new API client

Client name

Lab

Status

Production =
Specify whether the client should be active or not

Add Close

5 A client ID is generated and appears in the list of WCF API clients (1).

x Close

API configuration
Web API cliemt VCF API cliemt

1 APl clients © Add anew API cliem

Client name Client ID o Data structure versione Status

d3cad52e-ab73-4873-%ecd- § N v . v &
Lab fccdB8odEa020 Latest Viedoc version Production m

Submit data History

Client Date and Time User Name Content Status Log

6 Select which data structure version you want the data structure to be compatible with from the Data structure version
dropdown menu (2). You can edit the status of a client at any time by selecting a new status (Production, Inactive, or Demo)
from the Status dropdown menu.

For more information about the versions, see About the data structure version of API client |D.

7 Note down the client ID to be used later.

4 Adding a Viedoc Web API client and obtaining the API client ID

To add a Viedoc Web API client and to obtain the API client ID:

1 On the Viedoc landing page, select the Admin icon to open Viedoc Admin.
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2 Open the study that you would like to work with and select the Edit button in the API configuration field to open the API

configuration pop-up box.

P Users

@ ongoing, FPA2020-08-19 () Valid license: 3897983 & Used data storage: 5055 kB

@ Medical coding. Create and edit instances, upload files.
.il‘ eTMF. Manage your eTMF application here

API configuration. Add and edit API clients, view data history.

Study crew 6 Study design

Multiple designs in use.

Study Sites Sites Countries Site users
# Site hame L0 Code Country Effective Design Production
1 newsitel sl NO Anonymous 4.0 v
2 newsite2 s2 NO Anonymous 4.0 v

) Add a site to this study

You must have the APl Manager user role to see the API configuration field.

3 On the tab Web API client, select Add a new Web API client.

%

API configuration

WCF API client

0 Web API client(s) € Add a new Web API client

Client name Client ID Data structure version Status
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4 Enter a name for the API client.

@ Add Web API client

Client name
abc
Data structure version
Latest Viedoc version
Status
Production v () Active
Scopes
(] Export X (] Createfupdate site X
[C] Getsite information ¥ [C] Invite Clinic user X
1 Invite Admin user ¥ [T Get User information X
[C] Manage contract % [_] Manage clinical data %
Associated role
Investigator o
Associated site

77 All production sites X

IP address(es)

[ 123456789 123456799 ]

Client secret expiry date (UTC)

18 Dec 2025 =]
Add API client Close
5 Select which data structure version you want the data structure to be compatible with.
6 Select whether the client should be linked to a production or a demo study in the Status dropdown menu. You can edit the

status of a client at any time by selecting a new status (Production, or Demo) from the Status dropdown menu.
You can also select the Active/Inactive button to switch the study status. This is a fast way to inactivate the Web API Client.
Using an inactive client in an API call will be rejected.

If you are configuring your API for a PMS study, you can select the Data controller dropdown to choose Sponsor side or
Clinic side to narrow the scope.

7 Select the applicable scopes for a user. The available scopes are:

= Export

= Create/update site

= Get site information

= Invite Clinic user - requires the client Status to be Production
= Invite Admin user - requires the client Status to be Production
» Manage contract

= Get User information

= Manage clinical data - for use with future Web APl endpoints

See below for more information about how to define the Export scope.

8 Optionally, enter the IP addresses from which requests to the Web API endpoints are permitted.

= You can add a semi-colon separated list of multiple IP addresses.
= If calls from any IP address are allowed, the IP address(es) field can be left blank.

9 The client secret expiry date is set to one year ahead by default. If needed, you can set another date, but it cannot be more
than one year after the current date.

10 Select Add API client.
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" When the API client has been added, the following fields are displayed:

= Client secret - Make sure you copy it, because it is shown only once. If needed, you can regenerate it.
= ClientID

= Token URL

= Grant type

= APIURL

O
€D Edit Web API client

Client name
abc
Data structure version
Latest Viedoc version ¥
Status
Production - (} Active
Scopes

] Export x 7 Createfupdate site i

£ Get site information x =3 Inwvite Clinic user x
7 Invite Admin user X [T Get User information x
] Manage contract % [] Manage clinical data x

Associated role

Investigator v
Associated site

7 All production sites X
IP addressies)

123456789; 123456799

Client secret
o

Make sure you copy the client secret. It is shown only once. f needed
you can regenerate it

Client secret expiry date (UTC)

18 Dec 2025 7]

Client ID
75blel59-160a-44b3-a491-d6oabc9ed72h

Token URL

https:/fexternaltestdsts viedoc.dev/connect/token
grant_type

client_credertials
AP URL

https: /fexternaltestdapiviedoc.dev

Delete client
ave change Close
12 Note down the client ID to be used later.
13 If needed, you can change the settings for the scopes, the status, and the data structure version.

14 Select Save changes.

5 About the data structure version of the API client ID

When creating an AP client ID, you need to select which data structure version you would like to use. The Viedoc versions you can select are
only those versions in which changes to the data structure were introduced.
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As of Viedoc release 4.79, the following output versions are available:

Output version Changes in data structure

Latest Viedoc version When choosing Latest Viedoc version, the exported data will automatically

follow the structure of the latest Viedoc release in which changes to the data
structure were introduced.

Viedoc 4.79 Introduction of a number of changes to the ODM data export. See the table

below for details.

Viedoc 4.77 For studies where item-level SDV is enabled, when exporting review status, the

SDV sheet in the CSV and Excel data exports will include only the items that
require SDV and are visible to the user. On the Review status sheet, items that do
not require SDV are indicated with N/A.

Viedoc 4.68 Introduction of pdf archive export system check which splits the archive into one

pdf file per subject and stores resultant PDF in a zip file.

Viedoc 4.67 Introduction of two new columns for approving medical coding: "approved by"

and "approved on date".

Viedoc 4.51 Introduction of three new form repeat keys and the table of contents in the PDF

export, see the table below for details

Viedoc 4.39 Introduction of repeating forms and recurring events, see the table below for
details.
Viedoc 4.38 Original output format (Viedoc versions 4.38 or older).
In , the following changes to the export output were introduced:

File
type

ODM

ODM

ODM

ODM

Changes in the export output format

Introduction of support for partial datetime, date, and time. This is now the default type when exporting designs and data in
ODM format. Partial dates as per the ISO 6801 standard are written up to the most detailed value available.

This makes the export compliant with CDISC ODM.

When exporting a design to ODM, multi-selection code lists are handled as follows:
Checkbox item definitions are split by code list items.

» During metadata export, checkbox ItemDef is replaced with one for each code list item.
« For clinical data export, the comma-separated values are replaced for the checkbox with ItemData for each
respective value.

For example, when splitting a checkbox ItemDef with OID="CHK" and code list IDs "Yes" and "No", the split checkbox ltemDefs
will have the OIDs "__CHK__Yes" and "__CHK__No", respectively. That is, the original OIDs and the code list IDs are prefixed with
two underscore characters and separated by two underscore characters.

In Viedoc Designer, checkbox items are exported as multiple ltemDefs - one for each selection value. In Viedoc Clinic and the
Viedoc API: In the latest export version, checkboxes are exported as separate items for metadata and clinical data. In
previous export versions, checkboxes are exported as one item.

This has been introduced to be compliant with CDISC ODM.

Bug fix: In the ODM data export, the content of the Question element for study event items and booklet forms was not
complete. According to the CDISC standard, the element should include one of the TranslatedText attributes. This is now
solved, and the Question element is populated with a string related to the corresponding OID.

This is applied to all export versions.
Bug fix: In the ODM data export, the MeasuremetUnit.Name contained HTML code, making it non-compliant with the CDISC
standard. This is now solved, and the HTML code is removed from the name.

This is applied to all export versions.
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File
type

ODM

ODM

ODM

ODM

ODM

ODM

ODM

ODM

ODM

ODM

ODM
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Changes in the export output format
Bug fix: In the ODM data export, the translated text was missing for meta.Protocol.Description.TranslatedText. This is now
solved, and the body is populated with the protocol name, as visible on the design overview page.

This is applied to all export versions.

Bug fix: In the ODM data export, the Length attribute was incorrect, making it non-compliant with the CDISC standard. This is
now solved, and Length is populated as per the ItemDef data type.

This is applied to all export versions.

Bug fix: In the ODM data export, there was a mismatch between the item data type and the code list data type for
checkboxes. This is now solved, and the checkbox data is split into different items, in the same way as for CSV and Excel
exports.

This is implemented in a new export version, version 4.79.

Bug fix: In the ODM data export, the study OID and ClinicalData didn't respect the Production/Demo mode for sites. This is
now solved, and the study OID and ClinicalData are populated based on the Production/Demo mode of the exported study.

This is applied without a new export version.

Bug fix: In the ODM data export, non-repeating forms included a repeat key, making the ODM data export non-compliant with
the CDISC standard. This is now solved.

This is implemented in a new export version, version 4.79.

Bug fix: In the ODM data export, the KeySet elements had an unregistered value for the ItemOID attribute, making the ODM
data export non-compliant with the CDISC standard. This is now solved, and the KeySet elements reference items within the
same MetaDataVersion.

This is implemented in a new export version, version 4.79.

Bug fix: In the ODM data export, the attribute OrderNumber of the element StudyEventRef was not valid with respect to its
type, integer. This is now solved, and StudyEventRef elements have unique and non-empty consecutive order numbers.

This is applied to all export versions.
Bug fix: In the ODM data export, there was a data type mismatch between CodeList and ItemDef, making the ODM data

export non-compliant with the CDISC standard. This is now solved by always having a matching data type between ltemDef
and Codelist.

This is applied to all export versions.
Bug fix: In the ODM data export, the element MeasurementUnitRef had an unregistered value for the MeasurementUnitOID

attribute, making the ODM data export non-compliant with the CDISC standard. This is now solved, and measurement units
not referenced in any MetaDataVersion are not included in the ODM data export.

This is applied to all export versions.

Bug fix: In the ODM data export, the Alias names were not correctly populated. This is now solved, and any code list item
aliases with empty names are removed at import and export - and the Alias names are populated with the context values.
This is applied to all export versions.

Bug fix: In the ODM data export, the SAS field name and the SAS dataset name were not populated. This is now solved, and

the SAS field name is populated based on the ltemDef OID, and the SAS dataset name is populated based on the
FormDefOID, which means that the OIDs are SAS-compliant. There is an option for this in the data export.

This is applied to all export versions.
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type

ODM

ODM

ODM

File type

Excel

ODM

PDF

File
type

Excel

ODM

PDF
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Changes in the export output format
Bug fix: In the ODM data export, revisions linked to study events and revisions linked to forms requiring approval of the new
design revision were not included. This is now solved.

This is applied to all export versions.

Bug fix: In the ODM data export, alerts had repeating order numbers. This is now solved, and the order numbers for all study
settings alerts in Viedoc Designer are removed.

This is applied to all export versions.

Bug fix: In the ODM data export, the item group containing the reference data items was not added to the MetaDataVersion.
This is now solved.

This is applied to all export versions.

, the following changes to the export output were introduced:

Changes in the export output format

Addition of three columns for the new form sequence numbers introduced:

= SubjectFormSegqNo - Counter that uniquely identifies the instance of a specific form on a subject
level, that is, it starts with 1 and is incremented each time a new instance of the form is created for
that subject.

« OriginSubjectFormSeqNo - For a copied form instance, it identifies the form instance from which
data was copied for the first time. For the first instance of the form (that is, not copied) it gets the
value of the SubjectFormSeqgNo .

= SourceSubjectFormSegqNo - For a copied form instance, a counter that identifies the source of a
copied form instance (the form instance the data was copied from). It gets the value of the

SubjectFormSegNo from which the form instance was copied. For the first instance of the form
(that is, not copied) it is empty.

Three new form sequence numbers were introduced, as Viedoc extensions: v4:SubjectFormSeqNo ,
v4:0riginSubjectFormSegNo and v4:SourceSubjectFormSeqNo ,withinthe FormData ,right afterthe
FormRepeatKey .

Atable of contents was added to the PDF archive, starting on page 2 of the file.

, the following changes to the export output were introduced:

Changes in the export output format

Addition of a column for Form sequence number ( FormSeq ) that contains the FormRepeatKey .

The FormRepeatKey now contains the activity ID as well, in the following format: FormRepeatKey$ActivityId .The
ExportVersion attribute has been added to the ODM.

The summary formats are used to display the event and form names.

6 Defining the export scope for the Web API client

As an APl Manager, in order to restrict what data is available to export through the Web API, when configuring a Web API Client you need to

define the export scope. This is done by associating a role and site(s) to the Web API Client.
Only data that is available for the associated role under one of the associated sites will be included in the exported data.

The API export endpoint will then be accessible to a specific associated user role and site(s) only.

You can select only one Associated role per Web API client.

To define the Export scope:
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1 In the Add Web API client, in the Scopes field, select Export:

@ Add Web API client

Client name

Data structure version

Latest Viedoc version

Status

Demo M () Active

Scopes

! (] Expert

[ Create/update site
(] Getsite information
3 Invite Clinic user

3 Invite Admin user
(] Get User information

(] Manage contract

-

The Associated role and Associated site dropdown menus are displayed:

@ Add Web AP client

Client name

Data structure version

Latest Viedoc version

Status

Demo v () Active

Scopes

(5] Export X

Associated role (]
Select associated role
Associated site

Select site group(s) or site(s)

IP address(es)

Client secret expiry date (UTC)
29 May 2025 @

Add API client
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2 Select the Associated role and Associated site:

Add Web API client

Client name

Data structure version

Latest Viedoc version

Status

Demo v () Active

Scopes

(7 Expert X

Associated role
Sponsor
Associated site

Uppsala University Hospital »

The associated roles available for selection are the Clinic user roles which have data export permission.
The available sites are the sites with an assigned study design together with their corresponding site groups.

Web API requests will return an error code if a role and/or site is specified that does not comply with the configuration of
the Web API client.

For example, if the configuration of the Web API Client is as follows:

= If the Web API Client Role is configured for the associated role "Role 1", and the associated site(s) as All production
sites, if the request specifies "Role 1" and the site is not specified, the data that is accessible (and thus returned) for
the role and site is the data for "Role 1" and for all production sites.

= If the Web API Client associated site is configured for a country and for the associated role "Role 1", a request for a
specific site, but no associated role, will return data for "Role 1" and that site only - as long_as the site is in the same
country group.

= Ifthe Web API Client Role is configured for the associated role "Role 1", and the associated site as a specific site, If
the request instead is for "Role 2" and the same site, this will result in an error code.

» Requesting a different site to the configured associated site in the Web API Client results in an error code even if
the associated role is requested is the same.

= Ifthe Web API Client site(s) is configured for a country and the Web API Client Role is configured for the associated
role "Role 1", a request for a site in a different country with no associated role specified will result in an error code.

= If the Web API Client site is configured for a country and the associated role "Role 1", if the request specifies "Role 1",
and the request is for one site in the specified country and also another site not in the same country, this will result
in an error code.

« If a study has an existing Web API client with the export scope, when the APl Manager selects Edit, the Associated Role and
Associated site dropdown menus are highlighted with a red border. The Web API client edits cannot be saved until a valid
Associated role and Associated site are selected.

= The role information (Name/ RolelD) and all changes to the Associated role of a Web API Client is included in the Admin Audit
Trail Report.
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4

Viedoc Web API

Viedoc \Web API

Published by Viedoc System 2025-06-10

1. Introduction
2. Authorization in Viedoc REST API
3. Receiving tokens from Viedoc STS
3.1 Grant types
3.2 Credentials
3.3 Approach 1: Plain HTTP client
3.4 Approach 2: Identity Model library
4. Validating tokens
4.5 Offline validation with IdentityModel in .NET
4.6 Offline validation with JavaScript
4.7 Web validation
4.8 Online validation (introspection) with the STS
5.Viedoc Web APl documentation
5.9 Viedoc Web API version
6. Further reading

1 Introduction
The Viedoc Security Token Service (STS) is a centralized service for issuing and validating access tokens for use with APIs in the Viedoc
eClinical suite. In other words, the Viedoc STS is an Identity Provider (IdP) that provides authentication services for so-called principals (or
security principals). Principals can be computers, services, computational entities such as processes and threads, or any group of such
things.
The Viedoc STS is separate from the Viedoc REST API.
Viedoc STS is not used for the Viedoc WCF API.

The Viedoc STS consists of a web service with endpoints for getting and validating tokens. The Viedoc STS also exposes metadata (as JSON
documents). This metadata is used by clients and APIs for self-configuration when communicating with the service.

The Viedoc STS follows the OAuth 2.0 standard, which is the industry standard for authentication and authorization for web applications
and mobile applications. For more information, see The OAuth 2.0 Authorization Framework.

The Viedoc STS is publicly accessible.

2 Authorization in Viedoc REST API

The Viedoc REST API requires authentication and authorization on every request. To achieve this, an access token must be included in the
request as an HTTP authorization header. The token should be supplied with the

The Viedoc REST API only accepts tokens issued by the Viedoc STS.
3 Receiving tokens from Viedoc STS

3.1 Granttypes

Viedoc STS uses a non-interactive grant type called . This grant type is easy to use and is specifically made for scenarios
where there is no user ID. In other words, this grant type lets you retrieve tokens for machine-to-machine communication only.

3.2 Credentials

In a token issue request to the Viedoc STS, you need to supply a set of credentials, that is, keys and values, as form data in an HTTP POST
request. These are examples of such credentials:

Key Value Description
client_id viedoc-web The client ID to issue a token for.
client_secret viedoc-secret The client secret (=password) for the given client ID.
grant_type client_credentials The type of authentication.
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For information about the Web API client (how to obtain the client id and client secret), see API Configuration.

3.3 Approach 1: Plain HTTP client

To retrieve an access token, make a POST request to the "token endpoint” of the Viedoc STS, located at http://<base-
url>/connect/token ,with the keys and values (described in the section Credentials) above the POST request body.

3.4 Approach 2: Identity Model library

When using the Identity Model in .NET Framework or .NET Core, you can use extension methods on HttpClient .The following example
shows a suitable method for working with the Client Credentials grant type:

var client = new HttpClient();

var response = await client.RequestClientCredentialsTokenAsync(new ClientCredentialsTokenRequest

{
Address = "http://<base-url>/connect/token",
ClientId = "viedoc-web",
ClientSecret = "viedoc-secret”,

s

Running the code above will generate a strongly typed response containing either an error or, if successful, an access token to use in
requests to the Viedoc API.

For more information, see the documentation of the .NET integration library IdentityModel .

4 Validating tokens

Tokens must be validated on several parameters for your application to trust that the tokens have not been tampered with. The main
validation criteria are:

= the audience claim

= the scope claims

= theissuer claim

» the cryptographic signature

You can validate tokens with one of these two methods:
« Offline - by the receiving application/API. This method is strongly preferred for performance reasons.

. - by sending the token back to the STS for verification, so called . This method should only be used when no
other options are available.

The validation can be done automatically with the use of convenience libraries. See examples for .NET and JavaScript below.

41 Offline validation with IdentityModel in .NET

When building a Web API based on ASP.NET Core, token validation can be done via extensions to the request pipeline. The request pipeline
automatically works with the built-in authorization system, that is "principals", in ASP.NET Core. When you set up the pipeline in your
Startup.cs file,you can add JWT Bearer authorization as in the following example.

The first step in the example adds the NuGet package Microsoft.AspNetCore.Authentication.JwtBearer .
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public void ConfigureServices(IServiceCollection services)
{
services.AddAuthentication("Bearer")
.AddJwtBearer("Bearer", options =>
{
options.Authority = "http://<base-url>";
options.TokenValidationParameters = new TokenValidationParameters

ValidateAudience = true
//More validation options here
1
s

services.AddAuthorization(options =>

//Adding a policy to validate the scope claim of the incoming token

options.AddPolicy("ApiScope"”, policy =>

{

policy.RequireAuthenticatedUser();

policy.RequireClaim("scope", "<your required scope name here>");

1)
1

}

public void Configure(IApplicationBuilder app)

{
app.UseAuthentication();
app.UseAuthorization();

For more information, see Overview of ASP.NET Core Authentication | Microsoft Docs.

4.2 Offline validation with JavaScript
You can use the oidc-client JavaScript library to:
« download metadata from the STS

= validate tokens
= extract claims

The library is available as an NPM package, and it is primarily intended for use in JavaScript clients. For more information, see the oidc-
client documentation.

4.3 Web validation

The web site https:/jwt.io offers the possibility to validate tokens. Simply paste your token into the field Encoded and then the field Decoded
will display information about your token.

4.4 Online validation (introspection) with the STS

Sending the token back to the STS for validation should be seen as a last resort, in cases where, for some reason, it is impossible or
infeasible to validate the token with an offline method.

For more information, see Introspection Endpoint.

5 Viedoc Web APl documentation

The Viedoc Web API is documented on the Viedoc APl swagger page. The Viedoc.API swagger page is accessible at:
<API URL>/swagger, where the APl URL depends on the environment. For example, see the following link:

https://v4apitraining.viedoc.net/swagger/

For more information, see the instructions below on how to access the APl URL for your environment.
To view the Viedoc Web API swagger page, you need the API URL in Viedoc Admin.
You must have the API Manager user role to see the API configuration field.

To view the API URL in Viedoc Admin:

1 On the Viedoc landing page, select the Admin icon to open Viedoc Admin.
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2 Open the study that you would like to work with and select the Edit button in the API configuration field to open the API
configuration pop-up.

*x Users

@ Ongoing, FPA2020-08-19 @ Valid license: 3897983 &8 Used data storage: 505.5 kB

[ Medical coding. Create and edit instances, upload files

@Y eTMF. Manage your eTMF application here

00 O

[i%] API configuration. Add and edit API clients, view data history.

3 On the Web API client tab, select Edit for the API Client you want to access.

API configuration

WCF AP client
1 Web API client(s) ) Add anew Web API client
Client name Client ID Data structure version Status
dflc769c-1b7a-4d88-b8f8- ) . .
abc 3716ec5cbeTb Latest Viedoc version Production 6
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4 The Edit Web API client pop-up opens:
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€ Edit Web API client

Client name
abc

Data structure version

Latest Viedoc version v

Status

Demo v () Active

Scopes

7 Export ¥ (] Create/update site X
[ Getsite information ¥ [T Invite Clinic user x
7 Invite Admin user ¥ (C] Get User information X

1 Manage contract X

Associated role o

Investigator v

Associated site ()
Site3-Training X

IP address(es)
123 456 789; 123 456 789

Client secret

9JKA1OMrpJ82RI03i Tpwkboyd6Fz5Uk216i94 g
ckqvZo

Make sure you copy the client secret. It is shown only once. If needed,
YOU Can regenerate it.

Client secret expiry date (UTC) o
03 Jun 2025 =]

Client ID
debabc9a-54fb-46a4-a622-61f974aa78c8

Token URL

https://vdststraining.viedoc.dev/connect/token
grant_type

client_credentials

Iﬂnlllﬁl I
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Usirtg 'tHe 'ekGrhmple above, add /swagger to the API URL: https:/v4apitraining.viedoc.net/swaggefto open the swagger page:

3 swagger https://v4apitraining.viedoc.net/swagger/docs/v1 v Explore

Viedoc API 2022-01-01

This section details the public interface that your application can use to connect to and interact with Viedoc, including methods, parameters and
response messages. See also our eLearning lessons:

« API Configuration: [htips://help.viedoc.net/c/331b7a/70102f/en/]
« Viedoc STS: [htips://help.viedoc.net/c/331b7a/6fd31alen/]

If the API version is not specified either in the api-version query orin the Accept-Version header, the latest available version for the
endpoint will be used.

Data Export Show/Hide | List Operations

Manage Sites Show/Hide

Manage Users Show/Hide

51 Viedoc Web API version

The Viedoc Web API swagger page contains information about how to connect to and interact with Viedoc using the Viedoc Web API,
including methods, parameters and response messages.

Updates to the Viedoc Web API considered as breaking changes will always be introduced in a new API version. To ensure backward
compaitibility is maintained, you need to specify the API version to be used.

Important! If the API version is not specified either in the api-version queryorinthe Accept-Version header,the latest available
version for the endpoint will be used. Different versions will also be available for different endpoints.

Inthe api-version query field orinthe Accept-Version header field you can specify which APl version should be used to connect to
and interact with Viedoc.

To specify the APl version, enter the date of the version required into the api-version query field orinto the Accept-Version header
field as shown in the example below for the dataexport/start endpoint.

58 /clinic/dataexport/start Starts an export process in the background. Use /clinic/dataexport/status to check the progress.

Implementation Notes

Required scopes in access token
« viedoc.api.clinic.export (Export)
Response Class (Status 200)
OK
Model Example Value

{

"exportId": "b2dfd70f-2e@c-4614-a63f-c17b157e9cdd"
}

Response Content Type | application/json v

Parameters
. Parameter
Parameter Value Description Type Data Type
requestModel (required) Request body Mode! Example Value
model R
{
“roleld": "R1",
"siteIds": [
4 "a9aa5e91-4cb7-4c00-8602-0e73FF4366¢6"
1,
Parameter content type: "eventDefIds": [
| application/json v w1
1
"formDefIds": [
wpgn
1 .
Accept- 2022-01-01 The header string
Version requested
API version
api-version  2022-01-01 The query string
requested API
version
Available versions
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Viedoc Web API version 2022-01-01
Changes from previous version: N/A- first version.

6 Further reading

» The IdentityServer documentation
« The IdentityModel documentation
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Exporting data via Viedoc's Web API

Exporting data via VViedoc's web API

Published by Viedoc System 2025-01-14

1. Configuring the API client

2. Examples
21 Windows command prompt
2.2 Python
23R

This lesson explains how to export data via Viedoc's web API. You will be shown three examples: Windows command prompt, Python, and R.

You must have the APl Manager role in order to see the API configuration field.

1 Configuring the API client

To export data, enable the Export scope and to select the correct Status while configuring the API client. We have two modes:
demo and production.

Demo - Used to access sites that operate in Demo/Training mode
Production — Used to access sites that operate in Production mode

After creating the API client, take note of the following information, as it is needed in subsequent steps:

Client secret — Needed to obtain the token. Make sure you copy it, because it is shown only once. If needed, you can regenerate it.
Client ID — Needed to obtain the token.

Token URL - Used for obtaining the token, which is needed to authorize all subsequent API calls.

API URL - All other API calls are made to this base URL with varying endpoints.

= An Associated role and an Associated site must be selected for the Export scope.
= The rolelD can be optionally selected when exporting via the APL. If a rolelD is selected, it must match the role selected when
configuring the export scope for the Web API client.
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Edit Web API client

Client name
abc
Data structure version
Latest Viedoc version
Status
Production = O Active
Scopes
£1 Expor ¥ (O] Createfupdate site %
] Getsite information % =] Invite Clinic user %
£ Invite Admin user % ] Get User information
{1 Manage comract x
Associated role
Investigator
Associated site
(] All production sites %
IP address(es)

123456.789; 123456987

Client secret

Q

Client secret expiry date (UTC) {1

28 Oct 2023 =]

Client ID
dflc769c-1b7a-4d88-bBf8-3716ec5cbe7b
Token URL

https://externaltestdsts viedoc dev/connect/token

grant_type

client_credentials

APl URL

https://externaltestdapiviedoc.dev
For more information on how to configure the API client, select this link: AP configuration.
2 Examples

21 Windows command prompt

This section describes the steps to export the data using the Windows command prompt.

1 Obtain the token
To obtain the token, use the following code:
curl -X POST -d "grant_type=client_credentials"” -d "client_id= " o-d
Replace " "with your Client ID and " " with your Client Secret. The
This is an example of template including the output:

C:\Users\ >curl -X POST —d grant type= =client credentlals
—-d "client_secre 20 8- Qe yDz030"

"client_secret=

is obtained from Viedoc Admin.

{"access_token":' thchlO:LJSUleNlIsImthCIﬁI]k”QUIZRRMszcB‘NDngJUxQBUzNUMSNTZBQOUXHZU&OEMM]tbl‘IzJSUzllNllslngld(lblm
xxdHZ5RGQWZzdVYzQxeVZhczRUVOLOaUdUSSISINRScCI6ImFOK2p3dCJI9. eyJpc3MiOiJodHRwczovL 3YOc3RzdHIhaWSpbmcudml1ZG9jLm5ldCIsIm5i
ZiI6MTcxMjkzNDE@MywiaWFOI joxNzEyOTMOMTQzLCILeHALOJE3MTISMZCc3NDMSImF1ZCI6InZpZWRvYy5hcGkil CIzY29wZSI6WyJ2aWVkb2MuYXBpLmN
saW5pYy51eHBvenQiXSwiY2xpZW50X21KIjoiZWwQUY2ZiYTMEMWYONSOROTg2LWIFYJYEMTIUMTAKNZCwNZ FRIiwiY2xpZWS0X3NOdWR5X2d1awQi0iI3M2

NjMDAxMy@3YzFhLTRjMzMtOWRiNyO2MzZmZGV10GIKOTgil CIjbGLLbnRfc3R1ZHLFdHLWZSI6IKRIbWBiLCIFbGLLbNRFAXNLc19ndWLKIjoiZWQUY2ZiY
TMtMWYONSOO0Tg2LWIjYj YEMTIUMTdkNzcwNzFKIiwiY2xpZW50X2RhdGFfY29udHIvbGx1ciI6IkludmVzdGLlnYXRvciIsImpOaSI6I jc20DczNOIONUIS
MTJIBMOVCHMZYLNURDQTQ3MENBOTZDING . BKowV-6Gdrt8agUy8dalG-smEJPMBw6UOBgnaDOE2VKkuGAZztOzNO3GhYKAKgYwVDNj-ThOfLHUpejal3gbaRFsR
ClsSCq_0Ja7J91i——zkFyNlgKFfq09AgEsn95pkGmE-ynyAdH518XPXpzUJeqFHTCFscBHARz3LRAUUXTZgkEsX jsxz5eONu2PLEyVpH5z5bARtShCqbYYy
y7E6Ve6zb9E1jNNIABXL1dpGvtG1lnO1XsQgcYFAhb3u23gA07-BmC_WV2_IbgbgqUk8iq5TgevqVpa98MR6vcO1URFa2a@IHY1IqURNKSBHSGUMfeZAfOXRs
ubVjHrZnCDW7i036AF , " e viedoc.api.clinic.export"}
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2 Start the export process
To start the export process, you can use the following code as a template:
curl -X POST -H "Authorization: Bearer --json " "

/clinic/dataexport/start

Replace with the token generated in the above step. The should specify the desired JSON export format. The
should contain the URL obtained from Viedoc Admin.

This is an example of the template including the output:

C:\Users\ >curl -X POST -H "Authorization: Bearer eyJhbGciOiJSUzI1NiIsImtpZCI6Ijk2QUI2RKMUMzc3NDgzQ]jUxQeUzNUMSNT
ZBQBUxMzULOEI2M]E5MzISUZI1NiIsIngldCI6ImxxdHZ5RGQWZzdVYzQxeVZhczRUVOLBaUdUSSIsINR5cCIGIMFOK2p3dCI9. eydpe3Mi0iJodHRwezovl
3YOc3RzdHIhaWSpbmeudml1ZG9jLm51dCIsIm5iZiI6MTexMjEzNjAnMiniaWFeI joxNzEyMTM2MDAYLCILleHALIOFE3MTIxMzk2MDIsImF1ZCI6InZpZWRvY
y5hcGkil CIzY29wZSI6WyJ2aWVkb2MuYXBpLmNsaW5pYy51eHBvenQiXSwiY2xpZW50X21kI joiMDhmZTILZDUtMzN Zi06YZzM1LWEYNZUtMjg2MmILUNTViM
ZN1IiwiY2xpZW50X3NBdWREX2d1aWQi0iIuMj LkNTBjNiOyNzEWLTRKZTQtODUYMilhNjAZOWFkNmQzMGELLCIjbGL1bnRfc3R1ZHLFdHlwZSI6IKRLbWSiL
CJjbGLlbnRfdXN1c19ndWLKIjoiMDhmZTIUZDUtMzN Zi00YZzM1LWEYNZUtMjg2MmIUNTViMzNLI iwiY2xpZW50X2RhdGFFY29udHIvbGxleiI6Tkludmvzd

GLnYXRvcilsImp@aSI6IjguNjFBNTMXMTMWQjVCH]E1QzY3QUIXNOZFNKEWREFBIN® . MEStsyuNRgKLKEUec9@xvkgDxL-BDRrkqlswtaylsmSYKOXG1fFO-
W5YAQYJKcq2q6D_Q7IK8LvgFOamBDESFul/8gBhYUgmX—1RwA186WjoeYVpBbHpf2ZPyCRODt T36g35NI0Db-BX9fp5pTynye_Kx8kwIgmZooC7FmGvpzw2C
04jNdm2p23VY2zG7dEZ2GBsq9_8XAW3uQCa-HT7oKxs1YsQs3MpBBadaKremolYOAFpNPdGUcrNajogNEDj fD3KLKWKUSUYBMp—BWROXHNXBjVqrSHBH Ls_zW
XEnMzTefVbDjYnABPPEYXxgCbyUZFs@Dxazl_yFHgxLRRe2Dg" —json "{'roleld':'R1','formDefIds':['DM'], "includeSubjectStatus':tru
e, 'outputFormat': 'Excel'}" https://vilapitraining.viedoc.net/clinic/dataexport/start

{"exportId": "Ufc72017-e872-L6aT-9dab-abb598ad76de" }

You must specify the export with a JSON format. Below is a template which shows all the available export properties. The applied
properties are optional. See our Swagger page for more information on export settings.

{'roleId':"', " 'sitelds':[], 'eventDefIds':[], 'formDefIds':[], 'itemDefIds':[], 'includeVisitDates"':true,
"includeNotSigned':true, 'includeSignedOnly':false, 'includeSDVPerformedOrNA':true,

'includeSDVPending':true, 'includeEditStatus' :true, 'grouping’:'GroupByForm', 'rowLayout': 'RowPerActivity’,
'outputFormat':'CSV', 'timePeriodDateType': 'EventDate’, 'timePeriodOption': 'Between’, 'includeHistory':true,
'includeMedicalCoding':true, 'includeSignatures':true, 'includeReviewStatus':true, 'includeSdv':false,
"includeQueries' :true, 'includeQueryHistory':false, 'includeViedocExtensions':true, 'fromDate':"'", 'toDate':"",
'exportVersion':"'', 'includeSubjectStatus':true, 'includeBookletStatus':false, 'includeBookletStatusHistory':false,
'includeSasScript':false, 'includePendingForms' :true}

3 Check the export process
To check the export process, you can use the following code as a template:

curl -X GET -H "Authorization: Bearer "
/clinic/dataexport/status?exportld=

Replace with the token and the with the APl URL obtained from Viedoc Admin. Replace with the export ID
obtained in the previous step.

This is an example of the output:

C:\Users\ >curl -X GET -H "Authorization: Bearer eyJhbGci0iJSUzIINiIsImtpZCI6Ijk2QUI2RKMUMzc3NDgzQ]jUxQOUzNUMSNTZ
BQOUxMzULOEI2MjE5MzJISUzI1NiIsIng1dCI6ImxxdHZ5RGQWZzdVYzQxeVZhczRUVE1BaldUSSISINR5cCI6IMFOK2p3dCI9 . eyJpc3MiOiJodHRwezovl 3
Y8c3RzdHJIhaW5pbmcudml1ZG9jLm51dCIsIm5iZiI6MTexMjEzNjAwMiwiaWFOI joxNzEyMTM2MDAYLCIleHAI0FE3MTIxMzK2MDISImF1ZCI6InZpZWRYYY
5hcGhil CIzY29wZSI6WyJ2aWVkb2MuYXBpLmNsaWspYy51eHBvenQiXSwiY2xpZW50X2 1K1 joiMDhmZTIAZDUtMzN} Zi00YzM1LWEYNZUtMjg2MmIUNTViMz
NLIiwiY2xpZW50X3NOdWR5X2d1aWwQi0iIuMjLKNTBNiOyNzEWLTRKZTQtODUyMilhNjAZOWFKNmQzMGELILCIjbGL1bnRfe3R1ZHLfdHIWZSIGIKR1bWELLC
JjbGLLbnRfdXNLc19ndWlkI joiMDhmZTIUZDUtMzN}Zi08YZzMILWEYNZUtMjg2MmIUNTViMzNLI iwiY2xpZW50X2RhdGFfY29udHIvbGx1ciI6IkludmVzdG

1nYXRveilsImp@aSI6IjglNjFBNTMxMTMwWQjVCHIE1QzY3QUIXNOZFNKEWREFBING . MEStsyuNRgklKEUec90xvkgDxL-BDRrkqlswtaytsmSYKOXG1FFO-W
5YAQYJKcq2q6D_Q7IK8lvgFO0amBDESFwW8gBhYUgmX—-1RwA186WjoeYVpBbHpf2ZPyCRADtT36g35NIBDb—BX 9 p5pTynye_Kx8kwIgmZooCTFmGvpzw2CO
LjNdm2p23VYzGTdEZ2GBsq9_8XAW3uQCa-H7oKxs1YsQs3MpB8adaKremolYOAfpNPdGUcrNajogNEQjFD3KLKWKA5UYBMp—OWRIXHNXBjVqrSHBHF Ls_zWX
EnMzTefVbDjYnABPPEYXxgCbylZFs@Dxazl_yFHgxLRRe2Dg" https://vlapitraining.viedoc.net/clinic/dataexport/status?exportId=tfc
72017-e872-U6a7-9daB-abb598ad76de

{"exportStatus": "Ready" , "progressPercent":106}

When the export status shows as Ready , you can continue to the next step.
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4 Download the export

To download the export, you can use the following code as a template:

curl -X GET -H "Authorization: Bearer "
/clinic/dataexport/download?exportId= --output
path\where\to\save\file.zip

Replace with the token and the with the APl URL obtained in Viedoc Admin. Replace with the export ID. Finally, the
path where the file will be saved needs to be specified along with the name and file extension (.zip for CSV exports, .xIsx for Excel, and .xml for
XML).

This is an example of the template including the output:

C:\Users\ >curl -X GET -H "Authorization: Bearer eyJhbGci0iJSUzI1NiIsImtpZCI6Ijk2QUI2RkMUMzc3NDgzQjUxQBUzNUMSNTZ
BQOUxMzUUOEI2MFESMzISUZIINiIsIngldCI6ImxxdHZ5RGQWZzdVYZzQxeVZhczRUVOLOaUdUSSISInRScCIEImFOK2p3dCI9. eyJpc3MiOiJodHRwezovl3
Y@c3RzdHIhaWSpbmcudml1ZG9jLm51dCISIm5iZiI6MTcxMjEzNjAwMiwiaWFeI joxNzEyMTM2MDAYLCILeHAI0jE3MTIxMZzK2MDISImF1ZCI6InZpZWRVYY
5hcGkil CJzY29wZSI6WyJ2aWvkb2MuYXBpLmNsaW5pYy5leHBvenQiXSwiY2xpZW56X21kIjoiMDhmZTIUZDUtMzNjZi00YzM1LWEYNzUtMjg2MmIUNTViMz
NLIiwiY2xpZW50X3NOdWR5X2d1aWQiOiIUMjLKNTBjNiOyNzEWLTRKZTQtODUYMilhNjAZOWFkNmQzMGEiLCIjbGLbnRFc3R1ZHLFdHIWZSI6IKR1bWEiLC
JjbGLLbnRfdXNLcl9ndWLKI joiMDhmZTIUZDUtMZNjZi00YzM1LWEYNZUtMjg2MmIUNTViMzNLIiwiY2xpZW50X2RhdGFFY29udHIvbGxlciI6IkludmVzdG
1nYXRvciIsImp@aSI6I jgNjFBNTMXMTMWQjVCMiELQzY3QUIXNOZFNKEWREFBING . MESt syuNRgKLKEUec90xvkgDxL-BDRrkqlswtayUsmSYKOXGLFFO-W

5YAQYJKcq2q6D_Q7JK81lvgFOamBDE 9fwi8gBhYUgmWX-iRwA186WjoeYVpBbHpf2ZPyCRODtT36g35NIODb-BX 9 pSpT7ynye_Kx8kwIgmZooC7FmGvpzw2CO
UjNdm2p23VY2G7dEZ2GBsq9_8XAW3uQCa-H70Kxs1YsQs3MpB8adaKremolYOAfpNPdGUcrNa jogNEOj fFD3KLKWKUSUYBMp—BWROXHNXB jVqrSHBHF Ls_zWX
EnMzTefVbDjYnABPPEYXxgCbyUZFs0ODxazl_yFHgxLRRe2Dg" https://vilapitraining.viedoc.net/clinic/dataexport/download?exportId=t
c72017-e872-U6a7-9dab-abb598ad76de —output C:\Users\ \Downloads\DataExport.xlsx
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
1ee 37789 100 37789 (<] 6 106k =R =i =i

2.2 Python

This section will take you through the steps to export data using Python.

This example uses the requests package for Python. Ensure that you have it installed before running the code below. To install the
requests package open command prompt or terminal and type pip install requests.

1 Obtain the token

To obtain the token, you can use the following code as a template:

import requests

clientId = " "

clientSecret = " "

tokenURL = " "

apiURL = " "

params = {"grant_type": "client_credentials", "client_id": clientId, "client_secret": clientSecret}
response = requests.post(tokenURL, data = params)

token = response.json() .get("access_token")

Replace with the information you obtained from setting up the APl in Viedoc Admin.

This is an example of how to structure the request for a token in Python:

impert requasta
clientid = feldd of
clientSecret = “pom baTvaVQLl zREaVTkgiiLe
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2 Start the export

To start the export process, you can use the following code as a template:

header = {"Accept": "application/json", "Authorization": "Bearer " + token}
params = {

"roleId":"",
"siteIds":[],
"eventDefIds":[],
"formDefIds":[],
"itemDefIds":[],
"includeVisitDates":"True",
"includeNotSigned":"True",
"includeSignedOnly":"False",
"includeSDVPerformedOrNA":"True",
"includeSDVPending":"True",
"includeEditStatus":"True",
"grouping":"GroupByForm",
"rowLayout":"RowPerActivity",
"outputFormat":"CSV",

"timePeriodDateType":"EventDate",
"timePeriodOption":"Between",
"includeHistory":"True",
"includeMedicalCoding":"True",
"includeSignatures":"True",
"includeReviewStatus":"True",
"includeSdv":"False",

"includeQueries":"True",
"includeQueryHistory":"False",

"includeViedocExtensions":"True",

"fromDate":"",
"toDate":"",
"exportVersion":"",

"includeSubjectStatus":"True",

"includeBookletStatus":"False",

"includeBookletStatusHistory":"False",

"includeSasScript"”:"False",

"includePendingForms":"True"}

response = requests.post("apiURL/clinic/dataexport/start", json=params,headers=header)
exportId = response.json().get("exportId")

The params dictionary specifies the export settings. Key value pairs are optional. See our Swagger page for more
information about the export settings.

This is an example of the start of the export process:

tent-Type":"applicati son", "Authorization":"Bearer " + token)

response

requests.post (apiURL + " i taexport/start",json=params,headers=header)
response.json () .get (" Id")

exportId

3 Check the export status

To check the export status, you can use the following code as a template:

from time import sleep

while(response.json().get("progressPercent”) != 100 and response.json().get("exportStatus") !=
"Error"):

sleep(3)

response = requests.get(apiURL + "/clinic/dataexport/status?exportId="

+ exportId,headers=header)

The above code checks for the completion of the export process every 3 seconds.

This is an example of the export process check:

£ haiting Tor <Xpart Ta fainian

from Time imporTt Jlecp

while({reaponas.lgon() . g2t 7z "} = 100 amd reaponse.
aleep (3}

reEsponss = segqussts.get (apiTBRL + climjic/datasxpore/scaresYexportTd=" $ exportTd, headesrs=head=r)
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4 Download the export

To download the export, you can use the following code as a template:

if response.json().get("exportStatus") == "Error":
print("Export failed!")
elif response.json().get("exportStatus") == "Ready":

print("Downloading and saving the export.\\n")

response = requests.get(apiURL + "/clinic/dataexport/download?exportId=

headers=header)

if params["outputFormat"] == "CSV":
extension = ".zip"

elif params["outputFormat"] == "Excel":
extension = ".x1sx"

with open("path/where/to/save/file" + extension, "wb") as output:

output.write(response.content)

print("Output saved: " + "path/where/to/save/file" + extension)

You need to specify the file path where you will save the file, as well as the file name.

This is an example of the export download:

elif reaponae.json().get("exportitatus™) =—
print("Downloadin che eXporc ]

response = requests.get(apiURL + clinic/dataexpos loadlexportld=" + exportld, bheadsrs=hsader])

## Saving the
ir parama[
=xtension =

slif pazams["sutputFormat”] —
extensicn = ".xlax

with open{"C: caExporn™ 4 extension ") as oucpuc:

print{"outpns red: CrfUssrs/Tomdaimkes/ Downloads/ DazaExpo & mxssmsion)

23 R

This section will take you through how to export data using R.

This example uses the httr and jsonlite packages for R. You need to install them before running the code in this example. To do so, type
(install.packages(c("httr", "jsonlite")) intoyour R console.You only need to do this once.
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1 Obtain the token

To obtain the token, you can use the following code as a template:

library(httr)
library(jsonlite)
clientId <- " "
clientSecret <- ™xxxx"
tokenURL <- "xxxx"
apiURL <- "xxxx"

params <- list("grant_type" = "client_credentials"”, "client_id" = clientId, "client_secret" =
clientSecret)
response <- POST(url = tokenURL, body = params, encode = "form")

response <- fromJSON(content(response, "text"))
token <- response$access_token

Replace the fields with the information you obtained from Viedoc Admin.

This is an example of how to structure a token request:

3 ¥ mentir
token response»ace 35_token
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To start the export process, you can use the following code as a template:

params <- list(
"roleId"="",
"siteIds"=1ist(),
"eventDefIds"=1ist(),
"formDefIds"=1ist(),
"itemDefIds"=1ist(),

"includeVisitDates"="True",
"includeNotSigned"="True",

"includeSignedOnly"="False",
"includeSDVPerformedOrNA"="True",

"includeSDVPending"="True",
"includeEditStatus"="True",

"grouping"="GroupByForm",
"rowLayout"="RowPerActivity",

"outputFormat"="Excel",
"timePeriodDateType"="EventDate",

"timePeriodOption"="Between",

"includeHistory"="True",
"includeMedicalCoding"="True",

"includeSignatures"="True",

"includeReviewStatus"="True",
"includeSdv"="False",
"includeQueries"="True",
"includeQueryHistory"="False",
"includeViedocExtensions"="True",
"fromDate"=""

"toDate"="",

"exportVersion"="",
"includeSubjectStatus"="True",

"includeBookletStatus"="False",

"includeBookletStatusHistory"="False",

"includeSasScript"="False",

"includePendingForms"="True")
response <- POST(

url = paste(apiURL, "/clinic/dataexport/start”, sep = ""),

accept_json(),

add_headers(Authorization = paste("Bearer", token, sep = " ")),

body= params,
encode = "json")

response <- fromJSON(content(response, "text"))

exportID <- response$exportId

The params list specifies the export settings. You do not need to provide all of the options. See our Swagger page for

more information on the export settings.

This is an example of the start of the data export process:

le 17 Cz
Format’
response POST (

url paste(apiuUrL
accept_json(),
add_headers (Authorization
body params ,
encode "json")
response fromiSoN(content
exportIp responseiexportid
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Check the export status

To check the export status, you can use the following code as a template:

exportStatus <- @

while(exportStatus != "Ready" && exportStatus != "Error"){
Sys.sleep(3)

response <- GET(

url = paste(apiURL, "/clinic/dataexport/status?exportId=", exportID, sep = ""),
accept_json(),
add_headers(Authorization = paste("Bearer", token, sep = " "))

response <- fromJSON(content(response, "text"))
exportStatus <- response$exportStatus

Below is a screenshot of the export status:

The above code checks for the completion of the export process every 4 seconds.

Download the export

To download the data export, you can use the following code as a template:

if(exportStatus == "Ready"){

response <- GET(

url= paste(apiURL, "/clinic/dataexport/download?exportId=", exportID,
sep = "),

accept_json(),

add_headers(Authorization = paste("Bearer", token, sep = " "))

writeBin(response$content, " ")

}

You need to specify the file path where you will save the file, as well as the file name.

Below is a screenshot of the export download:
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5 Analysis

If you want to analyze the data in R, you can use the following code as a template:

library(readxl)

if(exportStatus == "Ready"){

response <- GET(

url = paste(apiURL, "/clinic/dataexport/download?exportId=", exportID, sep = ""),
accept_json(),

add_headers(Authorization = paste("Bearer", token, sep = " ")))

tf <- tempfile()

writeBin(response$content, tf)

sheets <- readxl::excel_sheets(tf)

for(i in 2:length(sheets)){

assign(sheets[i],read_xlsx(tf,sheet=sheets[i], .name_repair = ~make.unique(.x, sep = "_")))

}
unlink(tf)
}

To analyze the data in Excel, you need to set the outputFormat fromstep2to Excel .

This is a screenshot of the exported data for analysis:

( leng
assigni{sheets[1i

) unTink(cf)
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1. Introduction
11 About medical coding
1.2 Workflow
2. About the dictionary instances in Viedoc Admin
2.3 Workflow for creating dictionary instances in Viedoc Admin
2.4 Where to find dictionary instances in Viedoc Admin
3. Step-by-step guides
3.5 Creating_a dictionary instance
3.51 WHODrug files
3.6 Managing_ the WHODrug Koda user key,
3.7 Linking_coding_scopes to a dictionary instance and enabling_auto coding
3.8 Updating_a dictionary version.

This lesson describes how to manage medical coding dictionaries in Viedoc Admin.

1 Introduction

11 About medical coding

Viedoc offers support for medical coding. The medical coding feature allows you to code data, such as Adverse Events, Medical History and
Concomitant Medications, in a standardized way.

Viedoc supports the following types of dictionaries:
= Medical Dictionary for Regulatory Activities (MedDRA) (including Chinese version)
= MedDRA/J (Japan)
= Anatomic Therapeutic Chemical Classification System (ATC) without Defined Daily Dose (DDD)

= lyakuhinmei Data File (IDF)
= World Health Organization Drug Dictionary (WHODrug) - C3 format (including Chinese version)

1.2  Workflow

Medical coding is configured in Viedoc Designer and Viedoc Admin, and executed in Viedoc Clinic. The schematic below depicts what
different steps need to be taken, and which roles have permission to perform these steps.
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Viedoc Designer

g Designer

Viedoc Admin

g Study Manager/Site Manager

g Dictionary Manager

g Study Manager
g Study Manager

Viedoc Clinic

g Clinic role with permission to
perform medical coding

For more detailed instructions regarding these steps, see:

» Configuring medical coding scopes in Viedoc Designer
=« Managing medical coding dictionaries in Viedoc Admin (this lesson!)
= Medical coding in Viedoc Clinic

2 About the dictionary instances in Viedoc Admin

21 Workflow for creating dictionary instances in Viedoc Admin
In Viedoc Admin, creating a dictionary instance is done according to the following procedure:

1. The Study Manager invites a user to the system role Dictionary Manager.

2. The Dictionary Manager uploads the medical coding dictionary to create a dictionary instance. This makes the dictionary
available for the study.

3. The Study Manager links the medical coding scopes that have been defined in the study design to the uploaded medical coding
dictionaries.

Note! Licenses for medical coding dictionaries are not supplied by Viedoc. It is the user's own responsibility to purchase a license for the
dictionary to be used, and to update the uploaded dictionaries.

2.2 Where to find dictionary instances in Viedoc Admin

To enter the Medical coding page in Viedoc Admin, and to view uploaded dictionary instances or create a new instance, select the toolbox
icon in the Medical coding field on the study start page. The Medical coding page opens.

Note! The Medical coding page is only visible for users with the system role Dictionary Manager.
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A demo study

ﬁ] Medical coding. Create and edit instances, upload files. @
Study crew 0 Study design 6

Multiple desigr_lﬁ.in‘f‘;e

e Study Sites a Sites 0 Countries n Site users "_.-"“‘-‘-' m

# 1t Site name el Code CD-l.lHJlFf"‘ Effective Design Production Users

1 Academic Hospital Uppsala AH.L‘J".-,.-" ‘:’-,E Demao study 2016 61.0 v 2/4 6 :

2 Karolinska Institute SlOCkhOll‘l:l_‘."“"“‘ KIS SE Deme study 2016 61.0 v 2/4 e

3 Helsinki Un u._e_.;A-»-ﬂ%. —. HUH I Demo study 2016 61.0 2/4 [ )
¥ A demo study \ Encs |

Medical coding

Create and edit instances, upload files.

4 dictionary instances.

o Name e\fermon e Description cheated an use

MedDRA Version 161107 e v 6 Q
by
WHO DDE C3 September 2018-08-29 09:41
WHODrug 12017 Version 180829 o v @
IDF Version 180913 3318'09'13 1051 _ (%)
ATC without DDD Version 180913 3318'09'13 1052 _ 6

00 Create a new instance

On this page, the following information is displayed:

1. Name - the type of dictionary

2. Version - the version of the dictionary, if applicable

3. Description - a custom description of the dictionary, added by the Dictionary Manager when uploading the dictionary

4. Created - the date when the dictionary has been uploaded, and by whom

5.In use - shows whether the dictionary is linked to a coding scope, as follows:

Icon Description

v

The dictionary instance is linked to a coding scope.

The dictionary instance is not linked to a coding scope.

On this page, you can perform the following actions:

6. Select the toolbox icon to edit the dictionary instance. You can only edit the description of the dictionary instance.

7. Select Create a new instance to upload a new dictionary, see Creating a new dictionary instance.

3 Step-by-step guides
3.1 Creating a dictionary instance

Note! Creating a dictionary instance (uploading a dictionary) can only be done by the Dictionary Manager.
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To create a dictionary instance, on the study page, follow the steps below.

1 Select the toolbox icon in the Medical coding field to open the Medical coding window.

A Users © adanewsuay

Viedoc's demostudy

B Randomization is on Check for available slots, append existing or add new lists.

B Medical coding. Create and edit instances, upload files.

Y

T3 Reference data source(s). Manage contact information, design scopes, and applicable sites

API configuration Add and edit API clients, view data history 6

Study crew 8 Study design 6

Multiple designs in use.

Study Sites Sites Countries Site users m

# 11 Site name pel Code Country Effective Design Production Users
1 Karolinska Institute Stockholm K SE DemoStudyDesign 120+ 1/4 @
2 Uppsala University Hospital uu SE DemoStudyDesign 120/ 174 Q
3 Helsinki University Hospital HU FI DemoStudyDesign 120/ 173 Q
4 University College Hospital London cL GB DemoStudyDesign 120/ 1/2 Q

Sahlgrenska University Hospital L)

rdriyes sG SE DemoStudyDesign 120/ 173 }
€ Add a site to this study

doc.net/! ic 5228 -

2 Select Create a new instance.

x Viedoc's demostudy

Medical coding

Create and edit instances, upload files.

0 dictionary instances.

Name Version Description Created In use

@ Create a new instance

A pop-up opens.
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3 In the Create a new instance pop-up:

1. Select the type of dictionary.
2. Type a version description, for example 'Version 4.0' or '‘October 2016 HD'
3. Select Upload...file and select the dictionary file that should be uploaded.
4.1f the uploaded dictionary file is protected by a password, enter the password.
5. Read the legal text and select Check to confirm.
6. Select Create.
a Create a new Iinstance
Type
MedDRA X

Description

Version 4.0

Upload MedDRA zip file

Password for MedDRA zip file

By uploading a file you confirm you have a valid license
and understand all regulations of use for each applicable
dictionary. By confirming here it is also understood that
file usage information may be supplied to dictionary
vendors upon request.

Check to confirm

Cancel

It may take up to several minutes to upload the file and create the dictionary instance. When the dictionary
instance has been created, the Create a new instance pop-up closes automatically.

For World Health Organization Drug Dictionary (WHODrug) files, see WHODrug files.

5 Select Close to close the Medical coding window.

311 WHODrug files

When you have downloaded the WHODrug Global files, you should locate them in your system. Below is a view of how it will possibly appear
once you've located them:
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1 | = | templates - o X
Home Share View o
* U & cut x 7 New item ~ ‘/] open - HH selectanl
W Copy path N ol ﬁ Easy access = Edit ) Select none
Pinto Quick Copy Paste _ Mave Copy Delete Rename New Properties
access ‘1] Paste shorteut to to - folder - £ History E,D Invert selection
Clipboard Organize New Open Select
€« S v 4 Desktop » templates v £ Search templates

Date modified Type Size

“
~ Mame 9

templatestudies File folder

File folder

templates ¥ WHODrug Global Chinese csv_sep_1_201...

templatestudies | g ‘WHODrug Global Chinese txt_sep_1_2019...

WHODrug Global Chinese txt_sep_1.2019 £ WHODrug Global cev_sep_1_20192ip
I ¢ WHODrug Global txt_sep_1_2019.zip

‘WHODrug Global Chinese txt_sep_1_2019

Compressed (zipp..

Compressed (zipp...

Compressed (zipp...

@@@@Clﬂlé o
£

Compressed (zipp...

WHODrug Global Chinese csv_sep_1_2019.zip

WHODrug Global Chinese txt_sep_1_2019.zip

‘WHODrug Global csv_sep_1_2019%.zip

‘WHODrug Global txt_sep_1_2019.zip

This is an example of a file tree that displays a file path for the documents.
These are the the relevant folders that you need to select to extract or unzip.

You want to select the files that are labeled as txt, not CSV.

2 Once you've selected the relevant file folder, you must extract (unzip) its contents. Then you will select the next folder which is
the one labeled ¢3, as shown below:

Date modified

Name Type Compressed size Password ... Size Ratio

4643 KB No

whodrug_global_b3_sep_1_2019.zip

additional_features_whodrug_glob...
additional_features_whodrug_glob...
¢ WHODrug Standardised Drug Grou...

Compressed (zipped) Fol...
Compressed (zipped) Fol...
Compressed (zipped) Fol...

Compressed (zipped) Fol..

4031KE  No
24208KB Ne
12,833KB  No

Compressed (zipped) Fol... 149,424 KB Ne

¢ whodrug_glebal_c3_sep_1_2019.zip

3 Upload this zipped folder to Viedoc and Viedoc will complete the final extraction for you, placing the WHODrug files in your
study.

3.2 Managing the WHODrug Koda user key

For WHODrug you can also connect directly to WHODrug Koda to get suggestions for both the drug name and the ATC assignment for the
specific drug, to enhance the medical coding.

When you upload a WHODrug dictionary, or there is an existing WHODrug Dictionary, the Dictionary License section is displayed:
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¥ Coding [ close

WHODrug WHODRUG GLOBAL C3... WHODrug 223 535'10'12 10:38 - Q

IDF IDF variabel length 5}?5'12'07 09:59 — 6

WHODrug WHODRUG GLOBAL C3... WHODrug 24q1 532“'02'15 08:04 . e

WHODrug WHODRUG GLOBAL C3... WHODrug 24q1 chinese 5324’02’15 08:06 v e

MedDRA 26,0 Chinese MedDRA 26.0 chinese  2024°09-1012:10 - Q
by

WHODrug WHODRUG GLOBAL C3... WHODrug 25q1 5325‘“'13 09:24 - 6

© Create anew instance

Dictionary license

The license key is only needed when using WHODrug Koda for auto coding.

Name Value Created

WHODrug 1243 5325'05'22 1214 e

Enter your user key to connect to WHODrug Koda.

The Manage WHODrug Koda user key pop-up displays the user key details and allows for adding, editing or removing the user key.

9 Manage WHODrug Koda user key

User key £

123 To find your user key, visit the
Koda web app https://koda who-
umc.org/

If you have forgotten your user key, hover over the tooltip for the website address to the Koda web application.

Your user key will only work if it is a valid user key and you have a valid license.

3.3 Linking coding scopes to a dictionary instance and enabling auto coding
Note! Linking the coding scopes to the uploaded medical coding dictionaries can only be done by the Study Manager.

To link the coding scopes to a dictionary instance and to enable auto coding:

1 On the study details page in Viedoc Admin, select Study settings to open the study settings pop-up.

2 Select the Medical Coding tab.
The coding scopes that have been defined in the study design are displayed. The coding scopes that have not been linked to a
dictionary are highlighted with a red frame:

Study settings
Here you can set settings for study.

Settings Date & time format Medical Coding Import ODM File Documentation Logs

11 coding scopes defined. 2 scope needs to be anached.

Name Coding scope Antached dictionary instance Auto coding
Adverse events AEAE2 (Item) MedDRA [ Choose one. - ] €O
ConMed WHODrug: ~ CM,CMI (Item) WHODrug [ e - ] 6

If no scopes are listed, contact the Designer of the study.

3 Type a name for each coding scope in the Name field. This name is displayed in the medical coding console in Viedoc Clinic.
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Select which dictionary and which version should be applied to each coding scope.
You can only select an instance applicable for the coding scope. For example, you can only link a Medical Dictionary for
Regulatory Activities (MedDRA) dictionary instance to a MedDRA scope.

remains greyed out and can not be selected.

Study settings

Here you can set settings for study.

Settings Date & time format Medical Coding ! Import ODM File Documentation Logs

11 coding scopes defined. 2 scope needs to be attached

Name Coding scope Attached dictionary instance Auto coding

@
WHODrug 22q1 ¥ 6

Adverse events AE,AE2 (Iltem) MedDRA MedDRA 23.0 \

ConMed WHODrug @ CM,CM1 (Iltem) WHODrug

An error message is displayed:

Auto coding cannot be activated

To enable auto coding, please attach a dictionary and
save your changes.

Iil
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To activate the Auto coding button after you have selected a dictionary:

1. Select save changes:
% Coding

Here you can set settings for study.

Settings Date & time format Medical Codir ]

12 coding scopes defined. 2 scope needs to be attached

Name Coding scope

CM,CM1 (Item) ATC without

A
ConMed ATC DDD

Import ODM File

Adverse event

ConMed Form level

Name of the scope

AE.AEZ2 (Item) MedDRA

CM,CM1 (Form) WHODrug

CM.CM1 (Item) WHODrug

Viedoc Admin User Guide | Viedoc eLearning

Arntached dictionary instance

MedDRA 23.0

WHODrug 221

WHODrug 22g1

Documentation

=y
)

Logs

Auo coding

«©
@

%)
(%)

The message Study settings saved successfully is displayed.

2. Select Study settings:

x Users

| Study settings saved successfully

Coding

° Not commenced ° Valid license: 5612980 g Used data storage: 184.0 kB

ﬁ] Medical coding. Create and edit instances, upload files. 6
Study crew 6 Study design 6
Dr Demo. Multiple designs in use.
Study Sites Sites Countries Site users Show all si

# 41 Site name P Code Country Effective Design Production Users

1 Uppsala UA SE New Study Design 13.0 (7] 217 6
2 Laholm LA SE New Study Design 13.0 (7)) 2/8 6
3 Ullared uL SE New Study Design13.0 &) 2/6 6
4 Italy T IT New Study Design 13.0 @ 2/6 6
5 Bangladesh BG BD New Study Design 13.0 @ 2/6 6

@ Add a site to this study

3. Select the Medical coding tab:
V& Coding

Close

Study settings

Here you can set settings for study.

Settings Date & time format Import ODM File Documentation Logs

Not commenced! o Valid license
Free of charge, limited version.

Included features

Medical coding &) Connect

Study name ) Study Logo
Coding
Speonsor Code CRO Code
12
PNG, GIF or JPG files of maximum 180 px width and 90 px
Reference ID height.
5612980

Upload a file

When you have attached a WHODrug dictionary, and are connected to WHODrug Koda, there are three additional coding

settings rules to configure.
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Note! For WHODrug, We recommend checking and configuring_the rules before activating auto coding. When auto coding is
activated, all uncoded items are coded using the current rule settings.

The settings are: Preferred base rule, Generic rule and Country rule. The settings are enabled by default and are available
for all scopes with a WHODrug dictionary. The Rules are specifically for WHODrug Koda.
Please see WHODrug Koda for more information.

To configure and edit the coding settings:

1. Select the toolbox icon. The coding settings pop-up opens:

€ Edit ConMed WHODrug 22q1

To read more about these coding settings visit
the WHODrug Koda documentation

Rules

Preferred base rule
Generic rule

Country rule

Mapping route
ROUTE
Mapping indication

IND

Save changes

The following example illustrates when you might choose to enable or disable the Country rule:

» Ifyou deselect the Country rule AND the same trade name exists with different ingredients in different countries,
(for example, Avastin), then Koda cannot make a selection. If the Country rule is selected, and your site is in
Sweden, Koda will choose the Swedish version.

=« If the trade name only exists with one ingredient (for example, Alvedon) then the country rule does not affect the
result.

To get the best results for ATC coding, map items (route and indication), from your study design.

6 In Study settings, you can now enable Auto coding.

Enable auto coding | Close |

Enabling auto coding will auto code all uncoded items
on this scope. Would you like to proceed with the auto
coding on this scope?

The current auto ceding settings for this scope are:

Preferred base rule Enabled
Generic rule Disabled
Country rule Enabled
Route N/A
Indication N/A

Cancel Enable

Select the button to enable or disable auto coding for the respective scope.

Study settings

Here you can set settings for study.

Settings Date & time format Medical Coding ! Import ODM File Documentation Logs

11 coding scopes defined. 2 scope needs to be attached.

MName Coding scope Attached dictionary instance Auto coding
Adverse events AE,AE2 (Item) MedDRA MedDRA 23.0 v [ @)
ConMed WHODrug : CM,CM1 (Iitem) WHODrug WHODrug 22q1 ¥ e
7 Select Save changes to save the changes.

The study settings pop-up closes.
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3.4 Updating a dictionary version.

You can replace an old version of the medical coding dictionary with a new version, and continue coding on the same scopes. Replacing an
old medical coding dictionary version with a new version involves the following steps:

1. The Dictionary Manager creates a new dictionary instance by uploading the latest dictionary version, see Creating_a dictionary
instance for instructions.

2. The Study Manager links the medical coding scopes to the new dictionary instance, see Linking the dictionary instance to coding
scopes for instructions.

Itis not necessary to create new coding scopes in the study design.
From the moment the new medical coding dictionary version has been uploaded and linked to the medical coding scope, the medical
coding console in Viedoc Clinic will use the new version for coding the terms in that scope. Terms that have been coded before updating the
dictionary version will keep their codes from the previous dictionary version. The dictionary version that is used for coding each termis
displayed when the medical coding is exported.

It is not possible to delete a dictionary instance.
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VI
Converting an ATC dictionary from Excel format to ASCII format

Converting an ATC dictionary from Excel format to ASCII format

Published by Viedoc System 2025-04-24

To convert an Anatomic Therapeutic Chemical classification system (ATC) dictionary:

1 Openthe x1sx file in Microsoft Excel.

2 Sort the contents of the file by column A, on cell contents, and in the order A to Z.

3 If Defined Daily Dose (DDD) is included in the file (columns C, D, E, and F), delete these columns, as well as the note column if
there is one.

A Cut
@ Copy

[l Paste Options:

CA

Paste Special...

Insert

Format Cells...
Column Width...
Hide

Unhide

4 Insert a new column B.
ZI : ‘ X v kK ” ATC level name
| B | c | C
-|ATC 1evel name B | -
cii i A % 9
= ~muE

Clear Contents

[=] Format Cells...

Column Width...
Hide

Unhide
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5 In cell B2, write a formula. To add a formula, start by typing an equal sign ( = ). Then Excel interprets the text in that cell as a
formula (unless otherwise specified).
The formula will look different depending on the language of your Excel installation. These are some examples:
= English: =CONCAT(LEFT(CONCAT(A2;REPT("";5));4);" "; MID(CONCAT(A2;REPT(" ";20));5;6);,C2)
= French: =CONCAT(GAUCHE(CONCAT(A2;REPT("";5));4;" ";STXT(CONCAT(A2;REPT(" ";20));5;6);C2)
= Spanish: =CONCAT(IZQUIERDA(CONCAT(A2;REPETIR(" ";5));4);" ";EXTRAE(CONCAT(A2;REPETIR("
";20));5;6);,C2)
= German: =TEXTKETTE(LINKS(TEXTKETTE(A2;WIEDERHOLEN("";5));4);"
"TEIL(TEXTKETTE(A2,WIEDERHOLEN(" ";20));5;6);C2)
= Swedish: =SAMMAN(VANSTER(SAMMAN(A2;REP(" ";5));4);" ;EXTEXT(SAMMAN(A2;REP("
";20));5;6);,C2)
Depending on the regional settings in your operating system, you might need to replace the semicolons with commas.
B2 - fe | =CONCAT(LEFT[CONCAT{AZ;REPT(" ";5));4);" ";MID(CONCAT[AZ;REPT(" ";20));5;6);C2)
A B c
1 |ATC code ~ |Columnl - ATC level name
2 A £ ALMENTARY TRACT ANDIIALIMENTARY TRACT AND METABOLISM
3 A0 A0l STOMATOLOGICA STOMATOLOGICAL PREPARATIONS
4 |ADLA AOLA  STOMATOLOGIC, STOMATOLOGICAL PREPARATIONS
5 AO01AA AO01A A Caries prophyla Caries prophylactic agents
The formula does the following:
1. It takes the first four characters from column A (padded right with spaces unless the text is four characters long).
2.t adds one space character.
3. It adds characters 5, 6, and 7 from column A (padded right with spaces unless the text is seven characters long).
4.1t adds three space characters.
5.1t adds all of column C.
6 Fill all cells in the B column with the same formula, for example by dragging the small plus sign ( + ) downwards to cover the
entire column.
B2 - Je || =CONCAT(LEFT(CONCAT{AZ;REPT(" ";5));4);" ";MID[CONCAT(AZREPT(" ";20));5;6):C2)
A B
1 |ATC code v | Columnl T ATC
2 |A & ALIMENTARY TRACT ANDMETABOLISM _IlALII\
3 |A01 A0l STOMATOLOGICAL PREPARATIONS o
4 A0IA AOIA  STOMATOLOGICAL PREPARATIONS STOI
5 AD1AA AD1A A Caries prophylactic agents Carir
6 |A01AAD1  AO1A A0l sodium fluoride sodi
7 Remove row 1 (the header row). Do to this, you might first need to turn off the header row on the Table Design page.
File Home Insert Page Layout Formulas Data Review View Help Acrobat Table Design
Table Name: Summarize with PivotTable E‘? 1 DW E Properties [ Header Rov& First Column ~| Filt
Tabell ATC_Inde - [ TotalRow " || Last Column
== Insert Refresh
‘) Resize Table o = = ~| Banded Rows Banded Columns
Properties Tools External Table Data Table Style Options
Al - f || ATCcode Header Row
Turn on or off the header row of the
A B table.
1 LATC code - | Columnl [ A header row formats the top row
2 |A A ALIMENTARY TRACT ANDMETABOLISM of the table specially. IsmM
3 |ADL AOL STOMATOLOGICAL PREPARATIONS STUNMATULUGILAL PREPARATIUNS
4 |AD1A A01A  STOMATOLOGICAL PREPARATIONS STOMATOLOGICAL PREPARATIONS
5 |AD1AA AQ1A A Caries prophylactic agents Caries prophylactic agents
6 |ADLAAD1  AO1A AO1 sodium fluoride sodium fluoride
Then you can delete the sheet row from the Home page.
File Home Insert Page Layout Formulas Data Review View Help Acrobat 1% Shi
f‘l & Calibri Y11 e = o) General « | [l Conditional Formatting ~ B Insert ~ > v hv~ &
0 [y - u - | @B~ % 9 | FEFormatasTable~ T Delete ~ | 1~ O~
Paste - Analyze
v < i B Cell Styles ~ FE Delete Cells... Dats
Clipboard [ Font [ Alignment &l Number Styles 24 Delete Sheet Rows [} Analysis
Al 57 ) 2 THT olotc Chest Falmmme
A B EE Delete Sheet ¢
1]
2 A A ALIMENTARY TRACT ANDMETABOLISM ALIMENTARY TRACT AND METABOLISM
3 A0 A0l STOMATOLOGICAL PREPARATIONS STOMATOLOGICAL PREPARATIONS
4 |ADLA AQ01A  STOMATOLOGICAL PREPARATIONS STOMATOLOGICAL PREPARATIONS
5 |ADLAA AODLA A Caries prophylactic agents Caries prophylactic agents
6 |ADIAADL  AOIAAOL sodium fluoride sodium fluoride
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8 Select column B and copy it.

B1 - Fe || =CONCAT(LEFT{CONCAT[ATL;REPT{" ";5));4);" "
A B

1 |A 'F\ ALIMENTARY TRACT ANDMETABOLISM IALIMENTARY TRA(
2 [am A01  STOMATOLOGICAL PREPARATIONS STOMATOLOGICA
3 [a01a A01A  STOMATOLOGICAI PREPARATIONS STOMATOIOGICA
4 [a01aa  [mo1AA cariespropl Calibi |75 AT ATEE - % 9 [ hylact
5 |AO1AADL EE\OIAAOI sodiumflu g 1 = & ] ride
6 |AOLAA0Z2 |AO1A AD2 sodium moununuurupnuspriaee svanarrmonofluo
7 |a01anos  (A014A03 olaflur Y cur I olaflur
8 [AO1AAQ4 [AOLA AO4 stannousp W stannous fluoride
3 (a014A30 [A01AA30 combinatic [ Copy I combinations

= |o

ao1ans1  [Ro1aAs1 sodiumflu

ao1ae  [AO1AB  Antiinfectiv -
i

12|a014B02  [A01ABO2 hydrogeng 5 B

[O Paste Options:
aloral

13|A01ABD3  [AMO1ABO3 chlorhexid

14|A01ABDA  [A01A BOA amphoteri

Paste Special...

15|a01aB05  [A01A BOS polynoxyli Insert

16|A01AB06  |AM01ABO6 domiphen Delete
17 |A01AB07 [A01ABO7 oxyquinoli -
12|a014B08  [AD1A BOS neomycin Clear Contents

19|A01ABD9  [AO1ABO9 miconazolt Eormat Cells.

20(A01AB10  [M01AB10 natamycin

21|a01aB11  [A01AB11 various Column Width...
22 (A01AB12 [M01ABI2 hexetidine Hide

23 (A01AB13  [m01ABI3 tetracyclin

2

=

9 Paste the copied column into a raw text editor such as Windows Notepad. It is important to use an editor that does not add any

formatting.

10 In the raw text editor, search for the quotation mark character ( * ) and remove any such occurrences.

A01AB12  |AO1AB14 benzoxoni
25 |A01aB15  [A01ABI5 tibezonium iodide
=

Unhide

File Edit Format View Help
AB2B DB2  lansoprazole, tetracycline and metronidazole
AB2B D@3  lansoprazole, amoxicillin and metronidazole
AB2B D@4  pantoprazole, amoxicillin and clarithromycin
A@2B DEs omeprazole, amoxicillin and clarithromycin

sodium fluoride, «
Antiinfectives anc
hydrogen peroxid
chlorhexidine
amphotericin B
polynoxylin
domiphen
oxyquinoline
neomycin
miconazole
natamycin
various
hexetidine
tetracycline
benzoxonium chl

tibezonium iodid:

AB2B Da| Replace w Mycin

AB2B D@ mycin

i L R — ronidaiels

AB2B D@ ole

L . P

AB2E D1 _-Hel ar | [0 and metror
place

AB2B X cesophageal
Cancel

Ag2B Xo []Match case =

AB2EB X8|

AB2E Xo [ Wrap around

AB2B X@3  pirenzepine

AB2B X84  methiosulfonium chloride

1 If there are empty lines at the end of the file, remove them.

ViexX Xe3  radium (223Ra) dichloride
ViexX Xe4  lutetium (177Lu) oxodotreotide

Ve SURGICAL DRESSINGS

<
12 Save your file with an appropriate filename that reflects the ATC version and with the filename extension asc .
13 Upload the file to Viedoc according to these instructions: Creating a dictionary instance.
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Configuring a static randomization

Configuring a static randomization

Published by Viedoc System 2025-11-04

1. Introduction
11 About the randomization service
1.2 Terminology
1.3 Workflow
2. Study license and randomization
3. Static randomization in Viedoc Admin
3.4 What is static randomization?
3.5 Description of the randomization page
3.6 The randomization list
3.7 The allocation list
4. Step-by-step guides
4.8 Configuring a static randomization
4.9 Configuring_a randomization list for static randomization
4.91 Downloading_a template randomization list
4.9.2 Uploading_a randomization list
4.9.3 Viewing_a randomization list
4.9.4 Editing a randomization list
410 Configuring_the allocation list
410.5 Individual allocation list
4.10.5.1 Downloading_a template allocation list
4.10.5.2 Uploading an allocation list
4.10.5.3 Viewing an allocation list
4.10.5.4 Editing_an allocation list

This lesson describes how to configure a static randomization in

1 Introduction

11 About the randomization service
Viedoc offers support for randomization. Subjects can be randomized using:

. : randomization based on a randomized list,
. (Pocock and Simon): randomization based on an algorithm.

Dynamic randomization ensures a more even distribution of subjects across the treatment groups, with regard to prognostic factors that
might influence the effect of treatment on the subjects.

The randomization in Viedoc is configured in a similar way for static and dynamic randomization. The main difference is that for static
randomization, a list with outcomes (randomization numbers, treatment groups, and so on) - the randomization list - is created and
uploaded by the user, while for dynamic randomization, an algorithm is used to assign subjects to a treatment group and the randomization
listis created by the system.

It is possible to upload a separate allocation list that allocates an Investigational Product (IP) to the subject. When the subject is randomized,
Viedoc informs the clinic user which IP should be given to the subject. The allocation list is most commonly used in double-blind studies.
Uploading of the allocation list is done in a similar way for static and dynamic randomization.

1.2 Terminology

Term Definition

RTSM Randomization and Trial Supply Management.

Blinded role Arole that does not know which treatment the subject is receiving. Most roles in a clinical trial should be blinded.
Unblinded A system role that can configure the randomization in Viedoc Admin.

Statistician

The Unblinded Statistician sees which subjects are assigned to which treatments, and should therefore not have
any role in the study where he/she should not know this information. An Unblinded Statistician can never again
work in a blinded role within that study.
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Randomization

list

Allocation list

Scope

Factor
(Prognostic
factor)

Outcome

Blinded outcome

1.3  Workflow

Viedoc Admin User Guide | Viedoc eLearning
Definition

Alist for allocating subjects to treatments or groups. The randomization list shows all available slots in the
randomization. When randomization has started (that is, when the first subject has been randomized), the
randomization list also shows which subjects have been assigned to which treatment or group.

Alist for allocating |P to subjects. The allocation list shows all available IPs. When randomization has started, the
allocation list also shows which IPs have been assigned to which subjects. Advanced allocation can be set up and
for this there are two options for the allocation list(s):
= Use individual allocation list for each randomization.
= Use one global allocation list for all your randomizations.
To be able to use Logistics, a Global allocation list must be used.

Defines the scope from which a randomization slot or an IP should be selected. One of the following scopes can be
chosen:

« Study
=« Country
= Site

ltems that might influence the effect of treatment on the subjects, and that are to be used as input when
randomizing the subject. For example sex or age. Viedoc supports the use of drop-down lists, radio buttons,
integer and free text data types as input items.

Items to be populated by the randomization service, for example treatment group.

Items to be populated by the randomization service, that should remain blinded until after the subject has been
unblinded or emergency unblinded for a specific subject. These items will not be visible for any user in the system,
except for the Unblinded Statistician who can see them in Viedoc Admin, or until an emergency unblinding was
performed (for details on how the emergency unblinding is performed in Viedoc Clinic, see Randomization,
allocation and emergency unblinding).

Randomizations are configured in Viedoc Designer and Viedoc Admin, and executed in Viedoc Clinic. The schematic below depicts what

different steps need to be taken, and which roles have permission to perform these steps, depending on the allocation configuration type as

described below:

= Randomization, optionally together with allocation performed at the same time as the randomization within the same form. In
this case the form is locked (and therefore not possible to be edited) after the randomization is performed in Viedoc Clinic.
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The configuration workflow in this case looks as illustrated in the following image:

Viedoc Designer

XN Designer

Viedoc Admin

X Study Manager

m Unblinded Statistician

PO Y Unblinded Statistician

XN Unblinded Statistician

Viedoc Clinic

Any clinic role with permission to
PR T add/update subject/event/form data
and query answers

= Randomization, optionally together with advanced allocation allows you to set up the allocation in a more flexible way, including:

- Configuring individual forms for randomization and allocation, to keep the two steps separated in the study workflow
- The possibility to perform multiple allocations at different visits during the study
- The possibility to replace an already performed allocation with a new allocation

- The possibility to undo an already performed allocation

The configuration workflow in this case looks as illustrated in the following image:
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Viedoc Designer

XN Designer

Viedoc Admin

BN Study Manager

B Unblinded Statistician

B Unblinded Statistician

B Unblinded Statistician

B Unblinded Statistician

Viedoc Clinic

Any clinic role with permission to
PR 1Y add/update subject/event/form data
and query answers

Detailed instructions regarding these steps are described in:

= Setting up the randomization in Viedoc Designer
= Configuring_a static randomizations in Viedoc Admin (this lesson!)
» Configuring_a dynamic randomization in Viedoc Admin

An example of how to configure a dynamic randomization is described in detail in the following lesson:

= Ause case for dynamic randomization

For a video tutorial on how to configure a static list randomization and a dynamic randomization, see:

» Randomization video tutorial

2 Study license and randomization

Important! The randomization feature must be included in your study license in order for the randomization configuration to be
available in production mode. You can still configure a randomization in demo mode without a license.

On the randomization page, under the Demo mode tab, you can perform all the configuration actions, select the link to download the
template (Excel file) for the randomization list, and upload a file with a randomization list or an allocation list.

If your study license has the randomization feature included, it will be shown on the Study settings page on the Settings tab under Included
features:
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¥ RandStudy2
Study settings
Here you can set settings for study.

Settings Date & time format Medical Coding Import QDM File

@ ©Onuoing. FPA2025-04-25 ) Valid license
Full functionality.

Included features

[E] viedocMe  £3 Logisics 29 Connect | [ Randomization

Study name ) Study Logo
RandStwidy2

Sponsor Code CRO Code
RS2 RFT

Reference ID §) height.

2376890
Upload a file

Study Type Sponsor Type

Pharmaceutical - Post-approval x Government agency x

Therapeutic Area

Dermatology/Plastic Surgery v

Expected number of subjects

Screened Enrolled * ddMMMyyyy @&

Study access

Password expiration time for all users in this study (values allowed are 1 to 5000)

Require two-factor authentication for all users accessing this study

Clinic roles to be administered by Site Manager €)

Investigator Monitor Data Manager Study IP Manager

Helpdesk team

ViedocMe
Allow reminders in ViedocMe to be sent as Email Text message
Force subject to change password at first time login
+" | Use the new application design for waining sites

+' | Use the new application design for production sites

Show more options

= A message is shown informing you that the randomization feature is not included in the license:
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Viedoc Admin User Guide | Viedoc eLearning

Documentation Logs

PNG, GIF or JPG files of maximum 180 px width and 90 px

Study Phase

Phase 0 b

Expected end date of enrollment period

90 days

Site IP Manager

If your study does not have a license key (Reference ID), or has a license key that does not include the randomization feature, on the
randomization page, under the Production tab:

Close
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3£ RandStudyl

Classic
Factors Cutcomes
Sex [SEX2] KITNumber [KITNO]
Male Female < number >
Treatment [TREATI]
Placebo Allocation
Scope Factors Qutcomes

Randomization List Study SEX2, KITNO,
Allocation List Country KITNG, TREAT,

Randomization method  Static

Demo mode

Note! The Randomization feature is not included in this study license

Randomization List

RandStudy1 (Production)
Mot initiated

Allocation List

Sweden (Production)
Not initiated

= The link to download the template (Excel file) for the randomization list is not available.
= lItis not possible to to upload a file with a randomization list or an allocation list.

For more information about licensing, see Overview of Viedoc

3 Static randomization in Viedoc Admin

3.1 Whatis static randomization?
Static randomizations are based on randomized lists that are uploaded by the user. These lists should be generated by the user in advance

to ensure that the allocation of subjects to treatments, and of Investigational Products (IP) to subjects, is random. When a subject is
randomized, Viedoc assigns that subject to the next free slot in the list, which then decides the treatment the subject is to receive.

3.2 Description of the randomization page
The randomization page is only visible for users with the role

Once the randomization mapping has been set up in Viedoc Designer, the RTSM field appears for users with the role Unblinded Statistician.
When you click the toolbox icon in the RTSM field, the Randomizations pop-up opens. Here you can do the following:

1. Choose the type of the allocation list to be used:
= Individual allocation list - separate allocation lists for each of the randomizations in your study.

= Global allocation list - one global allocation list for all the randomizations in your study.
To be able to use Logistics, a Global allocation list must be used.

2.View a list of randomizations that have been added to your study.

3. Open the Randomization page to configure the randomization or view the randomization details.
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Viedoc's demostudy

Study crew

sy Mariagers 21

# 0 Site name

Randomizations
1 Karchinska ||

+ Individual allocation list

Lsem e allesation [t fre e e

2 randomizations

BB Example Randomization

B manDs

B RTSM. Check for available slors, append existing or add new liss.

Elise Langenkamg, Technical Witer.

Hers y01 (ot Confopuse s 2ions o be ed i i sudy

6 Study design ——— - g ,’
——— ) )
== T Mutsiple designs in use. e

¥& Viedoc's demostudy

Example Randomization

Factors o
Gender [RANDSEX]

€ Male ) Female

Smoker [RANDSMOKE]

O Yes 0 No

Randomization List Study

Allocation List Site

Randomization method  Static

O O] N &

Demo mode Production

08 Randomization List

5227 Viedoc's demostudy
v Active

leocation List

18716 UM University Medical Center Greningen
W Active

18718 UU University Medical Center Utrecht
Mot initiated

18951 UU Upy
Not initiated

la University Hosp

Scope Factors

RANDSEX, RANDSMOKE,

RANDGROUP.

Qutcomes e
Kit number [RANDKITNO]

< number >

Treatment group [RANDGROUFP] BLINDED

0A 88 OC

Qutcomes

RANDGROUP,

RANDKITNO.

Download templatel

(12 T

Download templat

O o

© Upload

€ Upload

On the Randomization page, you can view or do the following:

4.View the items, and their code lists, that have been mapped as input factors.

5.View the items, and their code lists, that have been mapped as outcome and blinded outcome.

6. Set up the randomization list by defining:

= The scope of the randomization list. You can select one of the following options:

« Study
= Country
= Site

Note! If you set the scope to Country or Study site, a separate randomization list for each country or site will be

created. In that case, you cannot use Country or Site respectively as input factor(s).

= The factors - only if the advanced allocation is not enabled in Viedoc Designer (see Setting up the randomization lesson in the
Viedoc Designer User Guide for details on advanced allocation). If advanced allocation is enabled, then the factors are

automatically populated from the settings in Viedoc Designer.

= The outcome - only if the advanced allocation is not enabled in Viedoc Designer (see Setting_up the randomization lesson in the
Viedoc Designer User Guide for details on advanced allocation). If advanced allocation is enabled, then the outcomes are
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automatically populated from the settings in Viedoc Designer.

7. Optional: set up the allocation list by defining:

= The scope of the allocation list. You can select one of the following options:
« Study
=« Country
= Study site
If you set the scope to Country or Study site, a separate allocation list for each country or site has to be
uploaded.

= The factors - only if the advanced allocation is not enabled in Viedoc Designer (see Setting up the randomization lesson in the
Viedoc Designer User Guide for details on advanced allocation). If advanced allocation is enabled, then the factors are
automatically populated from the settings in Viedoc Designer.

= The outcomes - only if the advanced allocation is not enabled in Viedoc Designer (see Setting up the randomization lesson in the
Viedoc Designer User Guide for details on advanced allocation). If advanced allocation is enabled, then the outcomes are
automatically populated from the settings in Viedoc Designer.

8. Select the randomization method.

9-17.You can test the randomization in demo mode by uploading dummy randomization lists and dummy allocation lists to make sure
everything works as expected before randomizing patients in production mode. Click the tab (9) to switch between demo mode and
production mode.

10. View the details of the randomization list for the different scopes: the scope (in this example the study) and the status (Active, Inactive or
Not initiated). In this field, you can upload the randomization list by clicking Upload (not visible in the image). Once a randomization list has
been uploaded, icon 11 and 12 appear.

11. Download a template (Excel file) for the randomization list.

12. View the randomization list. An Excel file is downloaded. For a description of the randomization list, see The randomization list.

13. Edit the randomization list. You can select one of the two following options:

= Add tolist - to upload a randomization list (Excel file) that adds slots to the existing randomization list.

= Upload a new list - to upload a randomization list (Excel file) that replaces the existing randomization list. The current list will then
be inactivated. This will not affect already randomized subjects.
When uploading a new randomization list, make sure that the new list does not include any randomization numbers that have
already been allocated (unless there is a study-specific reason for having duplicates).

14. View the details of the allocation lists for the different scopes: the scope (in this example the sites, for each scope a different allocation list
needs to be uploaded) and the status (Active, Inactive or Not initiated). In this field, you can upload the randomization list by clicking
Upload. Once a randomization list has been uploaded, icon 15 and 16 appear.

15. Download a template (Excel file) for the allocation list.

16. View the allocation list. An Excel file is downloaded. For a description of the allocation list, see The allocation list.

17. Edit the allocation list here, if you selected to use Individual allocation list. You can select one of the two following options:
= Add tolist - to upload an allocation list (Excel file) that adds slots to the existing allocation list.

= Upload a new list - to upload an allocation list (Excel file) that replaces the existing allocation list. The current list will then be
inactivated. This will not affect already randomized subjects.

The numbers in front of the study name and site names in the Randomization List and Allocation List fields (5227, 18716, 18718, and 18951 in
the image) are the study identification number and site identification numbers that are generated by the system and used for internal
identification of study and sites.

3.3 The randomization list

A template randomization list customized for your randomization configuration can be downloaded by clicking Download template in the
Randomization List field (see nr 11 in the image above). For the example shown in the image above, the template randomization list looks as
follows:
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| A | B | C D E | F | e | 'n | u]
1 |RANDSEX RANDSMOKE RANDGROUP
2 1 1
3 1 2
4 1 3
5 2 1
7] 2 2
7 2 3
8 1 1
5 1 2
10 1 3
11 2 1
12 2 2
13 2 3
14

___j‘wh—“‘*““-ﬂ‘-—- ‘_’__‘-_.___.." P Iy T

29
30

21

Slots

The list shows the factors and outcomes. The Item IDs are displayed as column names, their code lists are displayed in the rows below.
Every possible combination of factor(s) and outcome(s) is shown here. The randomization list that you should upload, should contain exactly
these Item IDs as column names. It also should contain exactly these combinations of factor(s) and outcome(s), in a randomized manner.
Each row represents a slot, the total number of rows in the randomization list equals the total number of slots.

Once the randomization is started, it is possible to view the active randomization list by clicking View in the Randomization List field (see nr
12 in the image above). An Excel file is downloaded that has the following sheets:

= Configuration - summarizes the factors and outcomes and their code lists configured for the randomization.

= Current distribution - displays the distribution of randomized subjects over the different factors and treatments.

= Slots - lists all the slots, the factors and outcomes, and whether the slot is still available. If the slot has been taken, the subject
details, user details (e-mail address) of the clinic user who randomized the subject, and date and time of randomization are also

displayed, see the image below.

g “"W""‘“’W
;

A B c D E F G H i ) K L
18 Gender  Gender- Code -Code |Treatmentgroup Treatmentgroup - Code Available Subjectld Subjectkey Userreference  Date and time
28 RANDSEX RANDSEXCD  RANDSMOKE RANDSMOKECD |[RANDGROUP  RANDGROUPCD Available subjectld Subjectkey UserRef Datetime
3 | 1vale 1 ves 1 A 1 FALSE 215402  KI-0S - 2018-09-2102:45:15
a| 2vale 1 Yes 1 ] 2 TRUE
5 | fvale 1 Yes 1 c 3 TRUE
6| avale 1 No 2 A 1 TRUE
7| spvale 1 No 2 B 2 TRUE
g | vale 1 No 2 c 3 TRUE
9| 7Female 2 Yes 1 A 1 TRUE
10| slremale 2 Yes 1 ] 2 TRUE
1| gfremale 2 Yes 1 c 3 TRUE
12| 10female 2 No 2 A 1 TRUE
13 11fremale 2 2 B 2 TRUE
1 2Female 2 No A c 3 TRUE
15]

Patient and randomization details

| Configuration

Current distribution Slots

3.4 The allocation list

@

If allocation is activated, a file with available slots (kit numbers) should be uploaded for each scope (study, country or site), before the first
allocation is performed.

A template allocation list customized for your randomization configuration can be downloaded by clicking Download template in the
Allocation List field (see nr 15 in the image above). For the example shown in the image above, the template allocation list looks as follows:

| A | B = | D |

1 |RANDGROUP RANDKITNO

2 <string>

3 12 <string=>

4 13 <string>

5

6

7

]

30

f-r"r&f-n,-—_ "’“‘I\."M.wqf‘—"—“‘-

Slots
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The list shows the factors and outcomes. The Item IDs are displayed as column names, their code lists are dispayed in the rows below. Every
possible combination for the factors and outcomes is shown here. The item RANDKITNO (kit numbers) was configured to be a free text field,
so the allocation list says <string> .Alist of kit numbers has to be added to the file, before the template can be uploaded as allocation list,
as in the example below:

A | B |

Al

1 RANDGROUP RANDKITNO |-
21 10:

3 2

Three treatment
options, that are copied

4
5
6
7
e to generate more slots
9

Generated a list of kit
numbers

T o ™ o At S s S

3
Slots (O]

Once the randomization is started, it is possible to view the allocation list by clicking the view button in the Allocation List field (see nr 16 in
the image above). An Excel file is downloaded that has the following sheets:

= Configuration - summarizes the factors and outcomes and their code lists configured for the randomization.

= Current distribution - displays the distribution of randomized patients over the different factors and groups.

« Slots - lists all the slots, the factors and outcomes (kit number in this case), and whether the slot is still available. If the slot has
been taken, the subject details, the user details (e-mail address) of the clinic user who randomized the subject, and date and time
of randomization are also displayed, see the image below.

4 A | B c | D E F G H 1 1 K
1|# lrreatment group Treatment group - Code IKit number Kit number - Code | Available Subjectld Subjectkey Userreference  Dateand time
2 & |RANDGROUP  RANDGROUPCD | RANDKITNO RANDKITNOCD  ||Available Subjectid SubjectKey UserRef Datetime
3| 1 101 101 FALSE 215402 KI-05 L4 o 2018-09-2411:35:2)
4| £ 102 02 TRUE
5 | 3 3 103 103 TRUE
6 1 104 "104 TRUE
7| £ 105 "105 TRUE
8 | £ 106 "106 TRUE
9 | 1 107 107 TRUE
10| £ 108 08 TRUE
11 £ 109 "09 TRUE
12| 1 i 110 110 TRUE
13 1 £ 11 n TRUE
14| 1 3 112 12 TRUE
5| 13 h 113 13 TRUE
16 1 £ 114 14 TRUE
7 3 115 115 TRUE
18|
- X ~ y ~=F

Patient and randomization details

Configuration Current distribution Slots (O]

4 Step-by-step guides
41 Configuring a static randomization

Note! The randomization can only be configured by users that are assigned the system role Unblinded Statistician.

To configure the randomization, follow the steps below.
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1 In Viedoc Admin, go to the study for which you would like to configure the randomization. In the RTSM field, click the toolbox
icon to open the randomization window.

& Studies ® Users

A demo study

g RTSM. Check for available slots, append existing or add new lists .

o)

E] Medical coding. Create and edit instances, upload files. 6
Reference data source(s). Manage contact information, design scopes, and applicable sites. @
APl configuration Add and edit API clients, view data history. @
Study crew @ Study design @
Sy Managers 2 | =l
Elise Langenkamp, Technical Writer. Multiple designs in use.
© Study Sites () sites ) Countries () Site users Show all sites
#  [Eranane O Code Country Effective Design Production Users
1 Academic Hospital Uppsala AHU SE Demo study 2016 57.0 vy 1/3 e
2 Karolinska Institute Stockholm KIS SE Demo study 2016 57.0 vy 1/3 9
3 Helsinki University Hospital HUH Fl Demo study 2016 57.0 v 1/3 e
4 Charite University Hospital Berlin cus DE Demo study 2016 57.0 v 1/3 e
5 VU Medical Center Amsterdam VUA NL Demo study 2016 57.0 v 1/3 e

€ Add a site to this study

2 Click Open to select the randomization you would like to configure.

The Randomization configuration window opens as a pop up. This window also displays the prognostic factors and outcomes
that have been defined in Viedoc Designer.

x A demo study

Demo randomization 11

Factors Outcomes
Gender [RANDSEX] Kit number [RANDKITNO]
€ Male @ Female < number >
Smoker [RANDSMOKE] Treatment group [IRANDGROUF] BLINDED
O Yes @ No 0r 88 OcC
Scope Factors Outcomes
Randomization List - v

Allocation List =~

Randomization method -- b}

Dynamic can be selected when only one outcome is specified, and the factors and outcome have a code list.

Click approve to accept the definitions. Continue with uploading all applicable lists. Note that this action will lock the definitions and
cannot be undone.

Approve settings & generate list | Please check the randomization configuration.
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3 In the Randomization List field, select:

1. the scope of the randomization list
and, only if advanced allocation is not enabled in Viedoc Designer:
2.the factors that should be balanced for in the randomization,

3.the outcome.

x’ A demo study

Demo randomization 11

Factors Qutcomes

Gender [RANDSEX] Kit number [RANDKITNO]

Male Female < number >
Smoker [RANDSMOKE] Treatment group [RANDGROUF] BLINDED
Yes No A B =
Scope Factors Qutcomes
Randomization List | study v Gender % | | Smoker %
Kit number
Treatment group
Allocation List " @

Randomization method

Dynamic can be selected when only one outcome is specified, and the factors and ocutcome have a code list.

Click approve to accept the definitions. Continue with uploading all applicable lists. Note that this action will lock the definitions and
cannot be undone.

Approve settings & generate list |~ Please check the randomization configuration.

4 If you want to use allocation, select the Allocation list checkbox, select the scope of the allocation list, and, only if advanced
allocation is NOT enabled in Viedoc Designer, the input factors, and the desired outcome (for example, kit number). Based on

the allocated treatment, a kit number will then be assigned to the subject.

x A demo study

Demo randomization 11

Factors Qutcomes

Gender [RANDSEX] Kit number [RANDKITNO]
Male Female < number >

Treatment group [RANDGROUP] BLINDED
A B c

Smoker [RANDSMOKE]
Yes No

Scope Factors Outcomes

Randomization List  study v Gender % Smoker % Treatment group ¥

V| Allocation List  Study site X Treatment group X Kit number %

Randomization method

Dynamic can be selected when only one outcome is specified, and the factors and outcome have a code list.

Click approve to accept the definitions. Continue with uploading all applicable lists. Mote that this action will lock the definitions and
cannot be undone.

Approve settings & generate list Please check the randomization configuration.

5 From the Randomization method drop-down list, select Static randomization.

6 Click Approve settings & generate list.
The randomization page reloads and the randomization lists and allocations lists can be uploaded.

4.2 Configuring a randomization list for static randomization

The randomization list initially indicates status Not initiated. A randomization list with the available slots for randomization should be
uploaded to enable randomization.
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421 Downloading a template randomization list

You can download a template slot list in Excel from Viedoc Admin, or you can create one yourself. To download the template slot list from
Viedoc, click Download template.

x' A demo study

Demo randomization 8

Factors Outcomes
Gender [RANDSEX] Kit number [RANDKITNOI
€ Male @ Female < number >
Smoker [RANDSMOKE] Group [RANDGROUP] BLINDED
O Yes @ No 0OA @B OC
Scope Factors Qutcomes
Randomization List sy RANDSEX, RANDSMOKE, RANDGROUP,
Allocation List Site RANDGROUP, RANDKITNO,

Randomization method  Static

Demo mode Production
Randomization List Download template
5179 Ad.ern.o study © Upload
Not initiated
Allocation List Download template
17999 SITJI_-I.SahIgrenska University Hospital Gothenburg © Upload
Not initiated
18001 LIH Linkoping University Hospital
. e = ¥ @ Upload
Not initiated
18003 OUH Orebro University Hospital © Upload

Mot initiated

4.2.2 Uploading a randomization list

To upload a randomization list, follow the steps below.
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1 Click Upload.
x A demo study

Demo randomization 8

Factors

Gender [RANDSEX]

Viedoc Admin User Guide | Viedoc eLearning

Cutcomes

Kit number [RANDKITNO]

© male 8 Female < number >
Smoker [RANDSMOKE] Group [RANDGROUP] BLINDED
€ Yes @ No 0A @B OC
Scope Factors Quwcomes
Randomization List  gyyqy RANDSEX, RANDSMOKE, RANDGROUP,
Allocation List Site RANDGROUP, RANDKITNO,
Randomization method  Staic
Demo mode Production
Randomization List Download template
5179 Adefrfo study © Upjoad
Not initiated
Upload
Allocation List Download template
17999 SUH Sahlgrenska University Hospital Gothenbu
. g Y P 9 @ Upload
Not initiated
18001 LIH_ITinkoping University Hospital © Upload
Not initiated
180?:? OL-J.I-!_O-n-alhro University Hospital O Unload
2 Select the file containing the slot list and click Open. The file will be uploaded.

4.2.3 Viewing a randomization list

Once the randomization list has been uploaded, the status of the randomization will turn into Active. From that moment, the randomization
list (displaying which slots are taken) can be downloaded in Excel format by clicking View.
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}& A demo study

Demo randomization 8
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Factors Outcomes
Gender [RANDSEX] Kit number [RANDKITNOI
€ Male € Female < number >
Smoker [RANDSMOKE] Group [RANDGROUP] BLINDED
0 vYes @ No 0A @B OcC
Scope Factors Ourcomes
Randomization List  5y,qy RANDSEX, RANDSMOKE, RANDGROUP,
Allocation List Site RANDGROUP, RANDKITNO,

Randomization method  Static

Demo mode Production

Randomization List
5180 A demo study
W Active
Allocation List

13845 AHU Academic Hospital Uppsala
+  Active

13847 KIS Karolinska Institute Stockholm

Download template

¥ |9
© O
© O

W Active
13849 HUH Helsinki University Hospital  Usload
ploa
4.2.4 Editing a randomization list
To edit an active randomization list, follow the steps below.
1 Click the toolbox icon.
\f, A demo study
Demo randomization 8
Factors Qurcomes
Gender [RANDSEX] Kit number [RANDKITNO]
€ Male € Female < number >
Smoker [RANDSMOKE] ‘Group [RANDGROUP] BLINDED
O Yes @ No 0~ @88 OC
Scope Factors Ourcomes
Randomization List  gpyqy RAMDSEX, RANDSMOKE, RANDGROUP,
Allocation List Site RANDGROUP, RANDKITNO,

Randomization method Static

Demo mode Production

Randomization List

5180 A demo study
W Active

Allocation List
13845 AHU Academic Hospital Uppsala
W Active

13847 KIS Karolinska Institute Stockholm
W Active

13849 HUH Helsinki University Hospital

Mot initiated
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Select: Add to list or Upload new list.
= Add to list - adds new slots to the existing slot list. Empty spots in the existing slot list will still be allocated.
» Upload new list - discards the existing slot list and replaces it with the new slot list.

Select the file containing the slot list and click Open.
The file will be uploaded.

4.3 Configuring the allocation list

There are two different options for the allocation list, as follows:

Individual allocation list - separate allocation lists are used for each defined randomization. If the allocation list is not uploaded,
the subject can be randomized in Viedoc Clinic, but no kit is allocated.

Global allocation list - one global allocation list is used for all the defined randomizations. This is available only if advanced
allocation is enabled in Viedoc Designer (for details on advanced allocation settings in Viedoc Designer, see Setting up the
randomization lesson).

To be able to use Logistics, a Global allocation list must be used.

If the allocation list is not uploaded, or, in case of using Logistics, if no kits are available at the current defined scope (Study /
Country / Study Site), when trying to perform the allocation in Viedoc Clinic, the system will respond with No slots found for
allocation.

Setting up a Global allocation list is described in Configuring the Global allocation list.

This is set up under the RTSM settings in Viedoc Admin, as illustrated in the image below:

Randomizations

Here you can configure randomizations to be used in this study

v Individual allocation list Change

Use one allocation list for each randomization below

2 randomizations

8| Randomizations

Here you can configure randomizations to be used in this study

431

If individual allocation list(s) are used for each randomization, the allocation list will be uploaded separately for each defined randomization,

Individual allocation list
Use one allocation list for each randomization below

Global allocation list

Use one global allocation list for all randomizations below

Individual allocation list

as described below.

4.3.11 Downloading a template allocation list

You can download a template slot list in Excel from Viedoc Admin, or you can create one yourself. To download the template allocation list
from Viedoc, click Download template.
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Factors

Gender [RANDSEX]
€ Male @) Female

Smoker [RANDSMOKE]

O Yes @ No

scope

Randomization List Study

Allocation List Site

Randomization method  Static

Demo mode Production

Randomization List

5180 A demo study
v Active

Allocation List

13845 AHU Academic Hospital Uppsala

W Active

13847 KIS Karolinska Institute Stockholm

v Active

13849 HUH Helsinki University Hospital

Not initiated

Viedoc Admin User Guide | Viedoc eLearning

‘f, A demo study

Demo randomization 8

Outcomes

Kit number [RANDKITNO]
< number >

Group [RANDGROUP]

0r @8 OC
Factors Outcomes
RANDSEX, RANDSMOKE, RANDGROUP,
RANDGROUP, RANDKITNO,

13851 CUB Charite University Hospital Berlin

Mot initiated

4.3.1.2 Uploading an allocation list

For an example of the allocation list to be uploaded, see The allocation list.

To upload an allocation list, follow the steps below.
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1 Click Upload.
s Ademo study

Demo randomization 8

Factors

‘Gender [RANDSEX]
€ Male € Female

Smoker [RANDSMOKE]

O Yes @ No

Scope Factors

Viedoc Admin User Guide | Viedoc eLearning

Qurcomes

Kit number [RANDKITNOI
< number >

‘Group [RANDGROUP] BLINDED

0r @B BcC

Outcomes

Randomization List  gyyqy RANDSEX, RANDSMOKE, RANDGROUP,

Allocation List Site RANDGROUP, RANDKITNO,

Randomization method Static

Demo mode Production

Randomization List

5180 A demo study
W Active

Allocation List
13845 AHU Academic Hospital Uppsala
W Active

13847 KIS Karolinska Institute Stockholm
" Active

13849 HUH Helsinki University Hospital
Not initiated

13851 CUB Charite University Hospital Berlin
Not initiated

13853 VUA VU Medical Center Amsterdam
Not initiated

Download template
D%
Download template
(%)
%)

0 Upload

© Upload

2 Select the file containing the slot list and click Open. The file will be uploaded.

4.3.1.3 Viewing an allocation list

The allocation list can be viewed in a similar way as the randomization list, see Viewing_a randomization list.

4.3.1.4 Editing an allocation list

The allocation list can be edited in a similar way as the randomization list, see Editing a randomization list.
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Configuring a dynamic randomization

Configuring a dynamic randomization

Published by Viedoc System 2025-02-18

1. Introduction to randomizations
11 About the randomization service
1.2 Terminology
1.3 Workflow
2. Study license and randomization
3. Dynamic randomization
3.4 What is dynamic randomization?
3.5 References
3.6 Concepts and terminology for dynamic randomizations
3.7 Calculations behind the scenes
4. Working with randomizations in Viedoc Admin
4.8 Description of the randomization page
4.9 The randomization list
410 The allocation list
5. Step-by-step guides
5.11 Configuring a dynamic randomization
5.12 Configuring the allocation list
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This lesson describes how to configure a dynamic randomization in

1 Introduction to randomizations

11 About the randomization service
Viedoc offers support for randomization. Subjects can be randomized using:

. : randomization based on a randomized list,
. (Pocock and Simon): randomization based on an algorithm.

Dynamic randomization ensures a more even distribution of subjects across the treatment groups, with regard to prognostic factors that
might influence the effect of treatment on the subjects.

The randomization in Viedoc is configured in a similar way for static and dynamic randomization. The main difference is that for static
randomization, a list with outcomes (randomization numbers, treatment groups, and so on) - the randomization list - is created and
uploaded by the user, while for dynamic randomization, an algorithm is used to assign subjects to a treatment group and the randomization
listis created by the system.

It is possible to upload a separate allocation list that allocates an Investigational Product (IP) to the subject. When the subject is randomized,
Viedoc informs the clinic user which IP should be given to the subject. The allocation list is most commonly used in double-blind studies.
Uploading of the allocation list is done in a similar way for static and dynamic randomization.

1.2 Terminology

Term Definition

RTSM Randomization and Trial Supply Management.

Blinded role Arole that does not know which treatment the subject is receiving. Most roles in a clinical trial should be blinded.
Unblinded A system role that can configure the randomization in Viedoc Admin.

Statistician

The Unblinded Statistician sees which subjects are assigned to which treatments, and should therefore not have
any role in the study where he/she should not know this information. An Unblinded Statistician can never again
work in a blinded role within that study.
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1.3 Workflow
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Definition

Alist for allocating subjects to treatments or groups. The randomization list shows all available slots in the
randomization. When randomization has started (that is, when the first subject has been randomized), the
randomization list also shows which subjects have been assigned to which treatment or group.

Alist for allocating |P to subjects. The allocation list shows all available IPs. When randomization has started, the
allocation list also shows which IPs have been assigned to which subjects. Advanced allocation can be set up and
for this there are two options for the allocation list(s):
= Use individual allocation list for each randomization.
= Use one global allocation list for all your randomizations.
To be able to use Logistics, a Global allocation list must be used.

Defines the scope from which a randomization slot or an IP should be selected. One of the following scopes can be
chosen:

« Study
=« Country
= Site

ltems that might influence the effect of treatment on the subjects, and that are to be used as input when
randomizing the subject. For example sex or age. Viedoc supports the use of drop-down lists, radio buttons,
integer and free text data types as input items.

Iltems to be populated by the randomization service, for example treatment group.

Items to be populated by the randomization service, that should remain blinded until after the subject has been
unblinded or emergency unblinded for a specific subject. These items will not be visible for any user in the system,
except for the Unblinded Statistician who can see them in Viedoc Admin, or until an emergency unblinding was
performed (for details on how the emergency unblinding is performed in Viedoc Clinic, see Randomization,
allocation and emergency unblinding).

Randomizations are configured in Viedoc Designer and Viedoc Admin, and executed in Viedoc Clinic. The schematic below depicts what

different steps need to be taken, and which roles have permission to perform these steps, depending on the allocation configuration type as

described below:

= Randomization, optionally together with allocation performed at the same time as the randomization within the same form. In
this case the form is locked (and therefore not possible to be edited) after the randomization is performed in Viedoc Clinic.
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The configuration workflow in this case looks as illustrated in the following image:

Viedoc Designer

XN Designer

Viedoc Admin

X Study Manager

m Unblinded Statistician

PO Y Unblinded Statistician

XN Unblinded Statistician

Viedoc Clinic

Any clinic role with permission to
PR T add/update subject/event/form data
and query answers

= Randomization, optionally together with advanced allocation allows you to set up the allocation in a more flexible way, including:

- Configuring individual forms for randomization and allocation, to keep the two steps separated in the study workflow
- The possibility to perform multiple allocations at different visits during the study
- The possibility to replace an already performed allocation with a new allocation

- The possibility to undo an already performed allocation

The configuration workflow in this case looks as illustrated in the following image:
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Viedoc Designer

XN Designer

Viedoc Admin

BN Study Manager

B Unblinded Statistician

B Unblinded Statistician

B Unblinded Statistician

B Unblinded Statistician

Viedoc Clinic

Any clinic role with permission to
PR 1Y add/update subject/event/form data
and query answers

Detailed instructions regarding these steps are described in:

= Setting up the randomization in Viedoc Designer
» Configuring_a static randomizations in Viedoc Admin
= Configuring.a dynamic randomization in Viedoc Admin (this lesson!)

An example of how to configure a dynamic randomization is described in detail in the following lesson:

= Ause case for dynamic randomization

For a video tutorial on how to configure a static list randomization and a dynamic randomization, see:

» Randomization video tutorial

2 Study license and randomization

Important! The randomization feature must be included in your study license in order for the randomization configuration to be
available in production mode. You can still configure a randomization in demo mode without a license.

On the randomization page, under the Demo tab, you can create the configuration and perform all the configuration actions for the
dynamic randomization, and select the Edit settings and generate new list link.

If your study license has the randomization feature included, it will be shown on the Study settings page under Included features on the
Settings tab:
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¥& RandStudy2 se

Study settings

Here you can set settings for study.

Settings Date & time format Medical Coding Import QDM File Documentation Logs

o Ongoing , FPA 2023-04-25 o Valid license
Full functionality. L

Included features

E viedocMe £ Logistics &9 Connect | [BH Randomization

Study name ) Study Logo

RandStwidy2
Sponsor Code CRO Code

RS2 RFT

PNG, GIF or JPG files of maximum 180 px width and 90 px

Reference ID §) height.

2376890

Upload a file

Study Type Sponsor Type Study Phase

Pharmaceutical - Post-approval v Government agency v Phase 0 v
Therapeutic Area

Dermatology/Plastic Surgery X

Expected number of subjects Expected end date of enrollment period

Screened Enrolled v | dd MMM yyyy =

Study access

Password expiration time for all users in this study (values allowed are 1 to 5000) 90 days

Require two-factor authentication for all users accessing this study

Clinic roles to be administered by Site Manager €)

Investigator Monitor Data Manager Study IP Manager Site IP Manager

Helpdesk team

ViedocMe
Allow reminders in ViedocMe to be sent as Email Text message
Force subject to change password at first time login
+ | Use the new application design for wraining sites

+' | Use the new application design for production sites

Show more options

If your study either does not have a license key (Reference ID), or has a license key that does not include the randomization feature, on the
randomization page, under the Production tab:

= A message is shown informing you that the randomization feature is not included in the license:
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3£ RandStudyl

Modern2
Factors Outcomes
Sex [SEX3] Treatment [TREAT2]
Male Female Placebo Allocation
Scope Factors Outcomes
Randomization List Study SEX3, TREAT?2,
Allocation List Country ITEM, KITNO, EXPIRYDATE,

Randomization method  Dynamic (Pocock/Simon)

Demo mode

Note! The Randomization feature is not included in this study license

Randomization List

RandStudyl (Production)
Not initiated

Allocation List

Sweden (Production)
Not initiated

= The Create configuration and Edit configuration links are not available.

For more information on licensing, see Overview of Viedoc

3 Dynamic randomization

3.1 What is dynamic randomization?

For dynamic randomization, the randomization service in Viedoc allocates a treatment to the subject based on previously given information.
That means that the probability of a subject getting assigned to a treatment will change depending on previous assignments. This way,
dynamic randomization ensures a more even distribution of the subjects across factors and treatments for each site.

For dynamic randomization, you do not need to upload a randomization list in the beginning of the study. Instead, you need to configure an
algorithm for how the probability of assignments will be calculated. The randomization service in Viedoc then creates a randomization list
while assigning subjects to treatments.

Viedoc offers the Pocock and Simon method for dynamic randomization. The Pocock and Simon method aims to minimize imbalance in the
distribution of subjects across the treatment groups, with regard to prognostic factors that might influence the effect of treatment on the
subjects. It does so by hypothetically assigning a new subject to each of the treatment groups and calculating the amount of imbalance for
each assignment. The method then assigns the subject to the treatment group with the smallest imbalance.

When configuring a Pocock and Simon randomization, it is possible to set the relative importance of the factors, and the desired division of
treatments to be allocated. Two different variation methods can be chosen: Range and Range squared, see Concepts and terminology. for
dynamic randomizatons for more information.

The original statement of the Pocock and Simon method was deterministic, random number values were only used in tie-breaking
situations. The randomization service in Viedoc is based on a modified Pocock and Simon method in which every randomization decision
depends on a random number. For this, Donald E. Knuth's subtractive random number generator algorithm is used, see References.

3.2 References
The underlying theory for the dynamic randomization method that is implemented in Viedoc is described in the following articles:
= Pocock S.J. and Simon R. Sequential treatment assignment with balancing for prognostic factors in the controlled clinical trial.

Biometrics 1975;31:103-115.
= Miller E. Probability sharing in a modified Pocock-Simon method.12th Int. Conf. of S.C.M.A Jun 22, 2005.

The Donald E. Knuth's subtractive random number generator algorithm that is used in the modified Pocock and Simon method
implemented in Viedoc is described in the following article:

« Donald. E. Knuth. The Art of Computer Programming, volume 2: Seminumerical Algorithms. Addison-Wesley, Reading, MA,
second edition, 1981.

3.3 Concepts and terminology for dynamic randomizations

In Viedoc, the same annotations as in the above mentioned articles are used.
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Description

The relative importance of a factor when calculating imbalance, set as an integer value greater than zero.

For example, if it is more important to achieve balance in the factor Gender than in the factor Age, then a factor weight of
2 could be set on Gender and a factor weight of 1 set on Age.

Allocation ratio. The desired division of treatments to be allocated.

For example, if we have three treatments, A, B and C, and we would like treatment A to be allocated 50% of the time, and
treatment B and C 25% of the time respectively, we would set the allocation ratio as follows: Treatment A: 2, Treatment B:
1, and Treatment C: 1.

The amount of variation in the set of values for a factor, that is, the imbalance for one factor.

The amount of variation can be calculated as:
= Range - the difference between the highest and the lowest values in the set.
« Range Squared - the square of the range.

Range square increases the spread of the distribution and may be useful if you have many factors.

When calculating D, the allocation ratio is taken into account. A treatment that should be allocated more often
(that is, has a higher outcome weight) has its D reduced so as to favour the treatment.

The total amount of imbalance across all factors.

G is calculated by multiplying D for each factor with its factor weight, and then summing this up for all factors. In other
words, G is calculated as the weighted sum of {d}, where di is the lack of balance among treatment assignments. The
weighted sum is used when some prognostic factors are considered more important than others.

If it is more important to obtain balance across a certain factor, this factor will get a higher factor weight. Thus its
imbalance will have a larger impact on the G, which will make the treatment assignment leading to that specific G more
unfavourable.

If D is calculated as range square, the range is squared before any factor weight is applied.

The probability with which the treatment that minimizes imbalance is assigned. The probability determines the extent to
which one wishes to favour the treatment group that would lead to the smallest imbalance.

During the randomization, the probability P for each treatment assignment is calculated, based on a probability cut-off.
This probability cut-off (referred to as p below) is a static decimal between 0 and 1that is provided by a statistician. In
Viedoc, the probability cut-off has to be entered as x/1000. So for a p of 0.8 (80%), the number 800 should be entered.

During randomization, P for each treatment will be distributed as follows:
(N = number of treatments, p = probability cut-off)

« If the Gs are the same for all treatment assignments, then the probability will be the same for each treatment:
P=p/N.

= If one treatment has the lowest G, then it will have its probability P as p. The remaining treatments will split the
remaining probability: P=(1- p)/(N - 1)

= If one or more treatments share the lowest G value, then Viedoc first calculates what the remaining non-
favoured treatments will get and then splits the remainder between the favoured treatments.

A random number between 0 and 1, generated using Donald E. Knuth's subtractive random number generator
algorithm.

Avalue that is used to initialize the random number generator and that is based on the number of ticks to represent the
current date.

3.4 Calculations behind the scenes

In the section A use case for dynamic randomization, a detailed example of how to configure a dynamic randomization is provided. This use

case example also describes the algorithm, and the calculations that are executed by Viedoc in order to assign a subject to a treatment

group.

4 Working with randomizations in Viedoc Admin

41 Description of the randomization page

The randomization page is only visible for users with the role
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Once the randomization mapping has been set up in Viedoc Designer, the RTSM field appears for users with the role Unblinded Statistician.
When you click the toolbox icon in the RTSM field, the Randomizations pop-up opens. Here you can do the following:

1. Choose the type of the allocation list to be used:

Viedoc Admin User Guide | Viedoc eLearning

= Individual allocation list - separate allocation lists for each of the randomizations in your study.
= Global allocation list - one global allocation list for all the randomizations in your study.
Note! the upcoming Drug logistics feature will require a Global allocation list to be used.

2.View a list of randomizations that have been added to your study.

3. Open the Randomization page to configure the randomization or view the randomization details.

Note! If no randomization configuration is created, it is not possible to randomize a patient in Viedoc Clinic.

Viedoc's demostudy

B RTSM. Check for available slors, append existing or add new liss.

Study crew

sy Mariagers 21

o Sie name

Randomizations

Hers y01 (ot Confopuse s 2ions o be ed i i sudy

1 Harclinska |

+ Individual allocation list

Lisem e alezaticon [t fre e etz bl

2 randomizations

BB Example Randomization

B RANDE

Elise Langenkamg, Technical Witer.

6 Study design m—— ,,
-
m‘ s,
- ’
—— Multiple designs in use. /

& Viedoc's demostudy

Example Randomization

Factors o
Gender [RANDSEX]

€ Male ) Female

Smoker [RANDSMOKE]

€ Yes @) No

Scope Factors

Randomization List Study

Randomization method  Static

O O ~NO®

Demo mode Production

408 Randomization List

5227 Viedoc's demostudy
v Active

mmlocation List

18716 UM University Medical Center Groningen
v Active

18718 UU University Medical Center Utrecht
Mot initiated

18951 UU Uppsala University Hospital
Not initiated

RANDSEX, RANDSMOKE, RANDGROUP,

Allocation List Site RANDGROUP, RANDKITNO,

Outcomes e
Kit number [RANDKITNO]
< number >

Treatment group [RANDGROUP] BLINDED

OAr 88 B¢

Qutcomes

Download template

Qo o

Download templat

O o

© Upload

© Upload

On the Randomization page, you can view or do the

following:

4.View the items, and their code lists, that have been mapped as input factors.

5.View the items, and their code lists, that have been mapped as outcome and blinded outcome.
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6. Set up the randomization list by defining:

= The scope of the randomization list. You can select one of the following options:
« Study
=« Country
= Site
If you set the scope to Country or Study site, a separate randomization list for each country or site will be
created. In that case, you cannot use Country or Site respectively as input factor(s).

= The factors - only if the advanced allocation is not enabled in Viedoc Designer (see Setting up the randomization lesson in the
Viedoc Designer User Guide for details on advanced allocation). If advanced allocation is enabled, then the factors are
automatically populated from the settings in Viedoc Designer.

» The outcome - only if the advanced allocation is not enabled in Viedoc Designer (see Setting up the randomization lesson in the
Viedoc Designer User Guide for details on advanced allocation). If advanced allocation is enabled, then the outcomes are
automatically populated from the settings in Viedoc Designer.

7. Optional: set up the allocation list by defining:

= The scope of the allocation list. You can select one of the following options:
« Study
=« Country
= Study site
If you set the scope to Country or Study site, a separate allocation list for each country or site has to be
uploaded.

» The factors - only if the advanced allocation is not enabled in Viedoc Designer (see Setting up the randomization lesson in the
Viedoc Designer User Guide for details on advanced allocation). If advanced allocation is enabled, then the factors are
automatically populated from the settings in Viedoc Designer.

= The outcomes - only if the advanced allocation is not enabled in Viedoc Designer (see Setting up the randomization lesson in the
Viedoc Designer User Guide for details on advanced allocation). If advanced allocation is enabled, then the outcomes are
automatically populated from the settings in Viedoc Designer.

8. Select the randomization method.

9-17.You can test the randomization in demo mode by uploading dummy randomization lists and dummy allocation lists to make sure
everything works as expected before randomizing patients in production mode. Click the tab (8) to switch between demo mode and
production mode.

10. View the details of the randomization list for the different scopes: the scope (in this example the study) and the status (Active, Inactive or
Not initiated). In this field, you can upload the randomization list by clicking Upload (not visible in the image). Once a randomization list has
been uploaded, icon 11 and 12 appear.

11. Download a template (Excel file) for the randomization list.

12. View the randomization list. An Excel file is downloaded. For a description of the randomization list, see The randomization list.

13. Edit the randomization list. You can select one of the two following options:

= Add tolist - to upload a randomization list (Excel file) that adds slots to the existing randomization list.
= Upload a new list - to upload a randomization list (Excel file) that replaces the existing randomization list. The current list will then
be inactivated. This will not affect already randomized subjects.

14. View the details of the allocation lists for the different scopes: the scope (in this example the sites, for each scope a different allocation list
needs to be uploaded) and the status (Active, Inactive or Not initiated). In this field, you can upload the randomization list by clicking
Upload. Once a randomization list has been uploaded, icon 15 and 16 appear.

15. Download a template (Excel file) for the allocation list.
16. View the allocation list. An Excel file is downloaded. For a description of the allocation list, see The allocation list.
17. Edit the allocation list here, if you selected to use Individual allocation list. You can select one of the two following options:

= Add tolist - to upload an allocation list (Excel file) that adds slots to the existing allocation list.
= Upload a new list - to upload an allocation list (Excel file) that replaces the existing allocation list. The current list will then be
inactivated. This will not affect already randomized subjects.

The numbers in front of the study name and site names in the Randomization List and Allocation List fields (5228, 18213, 18215, and 18217 in
the image) are the study identification number and site identification numbers that are generated by the system and used for internal
identification of study and sites.

4.2 The randomization list

Once the randomization is started, it is possible to view the randomization list by clicking View in the Randomization List field (see nr 12 in
the image above). An Excel file is downloaded that has the following sheets:

= Configuration - summarizes the factors and outcomes and their code lists configured for the randomization, and the
randomization details (randomization method, variation method, probability, maximum number of slots per list, factor weights
and allocation ratio).

» Current distribution - displays the distribution of randomized subjects over the different factors and treatments.

= Slots - one row for each randomized subject, listing:

= the details of the randomization: factors and outcomes, subject details, user details (e-mail address) of the clinic user
who randomized the subject, and date and time of randomization,

« the details of the applied algorithm: variation method, probability P, factor weights, allocation ratio, maximum number
of slots per list, Gs (the total amount of imbalance for each possible assignment), Ps (the probability P for each
possible assignment), Random (a random number between 0 and 1, generated using Donald E. Knuth's subtractive
random number generator algorithm) and Seed (a value used to initialize the random number generator, based on
the number of ticks to represent the current date). See the image below.
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4.3 The allocation list

If allocation is activated, a file with available slots (kit numbers) should be uploaded for each scope (study, country or site), before the first
subject can be randomized.

A template allocation list customized for your randomization configuration can be downloaded by clicking Download template in the
Allocation List field (see nr 15 in the image above). For the example shown in the image above, the template allocation list looks as follows:

| A | B c | D | E F | G | H | 1
1 |RANDGROUP RANDKITNO
2 1 <string=
3 R <string=
4 13 <string>
5
6
? ,-‘ P e Lf g Pt asmant e ol
25
30

Slots

The list shows the factors and outcomes. The Item IDs are displayed as column names, their code lists are dispayed in the rows below. Every

possible combination for the factors and outcomes is shown here. The item RANDKITNO (kit numbers) was configured to be an open text
field, so the allocation list says <string> .Alist of kit numbers has to be added to the file, before the template can be uploaded as
allocation list, as in the example below:

| A B C | D |

m
.
[n]
I

1 |RANDGROUP RANDKITNO |

211 10:

3

4

5

6 Three treatment

E options, that are copied
: to generate more slots
10

11

Generated a list of kit
numbers

12
13
14

16
17

18 e JI\'-‘J

3
Slots O]

Once the randomization is started, it is possible to view the allocation list by clicking the view button in the Allocation List field (see nr 16 in
the image above). An Excel file is downloaded that has the following sheets:

B mann PN i

= Configuration - summarizes the factors and outcomes and their code lists configured for the randomization.

= Current distribution - displays the distribution of randomized subjects over the different factors and groups.

« Slots - lists all the slots, the factors and outcomes (kit number in this case), and whether the slot is still available. If the slot has
been taken, subject details, user details (e-mail address) of the clinic user who randomized the subject, and date and time are
also displayed, see the image below.
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Al A B | c | b | E | F | & | 1 | ) |

1|4 group | group - Code |Kit number |Kit number - Code 1 |5ubiect Id |5ubjectks'v |U§err ‘Daleand time |

2 [w RANDGROUP  RANDGROUPCD |RANDKITNO RANDKITNOCD  Available Subjectid Subjectkey UserRef Datetime |

3 | 14 1 101 101 FALSE 215406  KI-06 ——— 2018-09-24 11:35:22

a| 2B 2 102 102 FALSE 215408  KI-08 e e 2018-08-24 11:37:15

5 | 3C 3 103 103 FALSE 215407  KI-O7 - 2018-09-24 11:36:22

6 aA 1 104 104 FALSE 215409  KI-09 [ 2018-09-24 11:38:17

7] 58 2 105 105 FALSE 215410  KI-10 [ — 2018-09-24 11:39:13

8| 6c 3 106 106 TRUE

9| 7A 1 107 107 TRUE

10| 2B 2 108 108 TRUE

1| sc 3 109 109 TRUE

12| 10A 1 110 110 TRUE

13 e 2 1 111 TRUE

14| 1c 3 12 12 TRUE

15| 13 1 113 13 TRUE

16 1ue 2 114 14 TRUE

17| 15¢c 3 15 15 TRUE

18

o  ar NPT A e - - 2l i
Patient and randomization details

31

32

Configuration

Current distribution Slots

5 Step-by-step guides

5.1 Configuring a dynamic randomization

Note! The randomization can only be configured by users that are assigned the system role Unblinded Statistician.

To configure the randomization, follow the steps below.

1 In Viedoc Admin, go to the study for which you would like to configure the randomization. In the RTSM field, click the toolbox

icon to open the randomization window.
& Studies ® Users
A demo study

ﬂ RTSM. Check for available slots, append existing or add new lists.

E] Medical coding. Create and edit instances, upload files.

Reference data source(s). Manage contact information, design scopes, and applicable sites.

API configuration Add and edit API clients, view data history.

Elise Langenkamp, Technical Writer.

Study crew e Study design
cricove

Multiple designs in use.

) Study Sites

a Sites o Cournrries a Site users

# Site name pel Code Country Effective Design Production
1 Academic Hospital Uppsala AHU SE Demo study 2016 57.0 v
2 Karolinska Institute Stockholm KIS SE Demo study 2016 57.0 v
3 Helsinki University Hospital HUH Fl Demo study 2016 57.0 v
4 Charite University Hospital Berlin Ccue DE Demo study 2016 57.0 vl
5 VU Medical Center Amsterdam VUA NL Demo study 2016 57.0 vl

€ Add a site to this study
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Click Open to select the randomization you would like to configure.

The Randomization configuration window opens as a pop up. This window also displays the prognostic factors and outcomes
that have been defined in Viedoc Designer.

Demo randomization 11

Factors Outcomes
‘Gender [RANDSEX] Kit number [RANDKITNO]
) Male £ Female < number >
Smoker [RANDSMOKE] Treatment group [RANDGROUP] BLINDED
€ Yes £ No OA 8B C
Scope Factors Outcomes
Randomization List Study v

Allocation List ~ Study site

Randomization method o N

Dynamic can be selected when only one outcome is specified, and the factors and outcome have a code list
Click approve to accept the definitions. Continue with uploading all applicable lists. Note that this action will lock the definitions and
cannot be undone.

Approve settings & generate list

In the Randomization List field, select:

1. the scope of the randomization list

and, only if advanced allocation is not enabled in Viedoc Designer:
2. the factors that should be balanced for in the randomization,
3. the outcome.

e ———————————

Demo randomization 11

Factors Qutcomes
Gender [RANDSEX] Kit number [RANDKITNO]
) Male §) Female < number >
Smoker [RANDSMOKE] Treatment group [RANDGROUP] BLINDED
€ Yes £ No 0OA @8 §C
Scope Factors Outcomes
Randomization List  Study v Gender X | Smoker X

Kit number
. . Treatment group
Allocation List @
Randomization method -- =
Dynamic can be selected when only one outcome is specified, and the factors and outcome have a code list.
Click approve to accept the definitions. Continue with uploading all applicable lists. Note that this action will lock the definitions and
cannot be undone

Approve settings & generate list

Note! To be able to perform a dynamic randomization, you need to specify only one outcome for the randomization list, and
you need to make sure that the items used as factors and outcome have a code list. It is not possible to use free text items in
the randomization list for dynamic randomization.

Note! You can also select Country or Study Site as factors. Yet, if you have set the scope to Country or Study site, you cannot
use Country or Site respectively as input factor(s).
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If you want to use allocation, select the Allocation list checkbox, select the scope of the allocation list, and, only if advanced

allocation is not enabled in Viedoc Designer, the input factors, and the desired outcome (for example, kit number). Based on
the allocated treatment, a kit number will then be assigned to the subject.

Demo randomization 11

Factors Outcomes
‘Gender [RANDSEX] Kit number [RANDKITNO]
€ Male ) Female < number >
Smoker [RANDSMOKE] Treatment group [RANDGROUP] BLINDED
€) Yes £ No 0OA 8B OC
Scope Factors Outcomes
Randomization List  stuady v Gender X Smoker X Treatment group X
v | Allocation List = Study site 2 Treatment group X Kit number X

Randomization method

Dynamic can be selected when only one outcome is specified, and the factors and outcome have a code list

Click approve to accept the definitions. Continue with uploading all applicable lists. Note that this action will lock the definitions and
cannot be undone.

Approve settings & generate list

From the Randomization method dropdown list, select Dynamic (Pocock and Simon).

Select Approve settings & generate list. The Create configuration link is displayed.

Select Create configuration to configure the dynamic randomization:

.,
/; A demo study

Demo randomization 11

Factors Outcomes
Sex [SEX3] Treatment [TREAT2] BLINDED
Male Female Placebo Allocation
Scope Factors Qutcomes
RandomizationList  cCountry SEX3, TREAT2,
Allocation List Site ITEM, KITNO, EXPIRYDATE,

Randomization method  Dynamic (Pocock/Simon)

Demo mode Production

Randomization List

Sweden (Demo)

Not initiated
Allocation List Download template
ST1 Site1 (Demo)
Upload
Not initiated O ue

Note! You will need to create the dynamic randomization configuration individually for demo mode and production mode after
creating the dynamic randomization settings.
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Configure the dynamic randomization (see also Concepts and terminology for dynamic randomization):

1. Select the variation method from the Variation method drop down menu.

2. Enter the desired value for probability.
The probability (p) determines the extent to which one wishes to favour the treatment group that would lead to the
smallest imbalance. P should be between 1/(number of groups) and 1. To achieve this, enter a value (x) between
1000/(number of groups) and 1000.

3. In Factor Weights, enter the relative importance of the prognostic factors by typing their weights.
For example, if it is more important to achieve balance in Factor A (Gender in the image below) than Factor B
(Smoker in the image below), then a weight of 2 could be set on Factor A and a weight of 1 set on Factor B.

4. In Allocation ratios, enter the desired division of treatments to be allocated.
For example, say we have three treatments A, B and C. If we would like treatment A to be allocated 50% of the time,
and treatments B and C 25% of the time respectively, we would set the outcome weights as follows: Treatment A: 2,
Treatment B: 1, Treatment C: 1.

5. Type the maximum number of slots per list in the Max slots per lists field.

6. Click Ready. The pop-up closes.

7.Click Approve settings & generate list.

Configure dynamic randomization

Variation method
Range
Probability (x/1000)

800

Factor weights
Gender
2

Allocation ratio

Placebo Allocation

1 1

Max slots (per list)

120

Save Cancel

The randomization page reloads and shows the randomization list with status Inactive, and the Allocation lists that are to be
uploaded (status Not initiated).

When the maximum number of slots is reached during randomization, no additional subjects can be randomized. You can edit the maximum
number of slots in the randomization configuration at any time, see Editing the configuration of a dynamic randomization.

5.2 Configuring the allocation list

There are two different options for the allocation lists, as follows:

Individual allocation list - separate allocation lists are used for each defined randomization. If the allocation list is not uploaded,
the subject can be randomized in Viedoc Clinic, but no kit is allocated.

Global allocation list - one global allocation list is used for all the defined randomizations. This is available only if advanced
allocation is enabled in Viedoc Designer (for details on advanced allocation settings in Viedoc Designer, see Setting up the
randomization lesson).

To be able to use Logistics, a Global allocation list must be used.

If the allocation list is not uploaded, or, in case of using Logistics, if no kits are available at the current defined scope (Study /
Country / Study Site), when trying to perform the allocation in Viedoc Clinic, the system will respond with No slots found for
allocation.

Setting up a Global allocation list is described in Configuring_ the Global allocation list.

This is set up under the RTSM settings in Viedoc Admin, as illustrated in the image below:
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8| Randomizations

Here you can configure randomizations to be used in this study

Individual allocation list

Use one allocation list for each randomization below

Global allocation list

Use one global allocation list for all randomizations below

5.21 Individual allocation list

If individual allocation list(s) are used for each randomization, the allocation list will be uploaded separately for each defined randomization,

as described below.

5.211 Downloading a template allocation list

Example Dynamic Randomization

Factors

Gender [RANDSEX]

€ Male @ Female

Smoker [RANDSMOKE]

O Yes @ No

Scope

Randomization List Study

Allocation List Site

Outcomes

Kit number [RANDKITNO]

< number >

Treatment group [RANDGROUP]

0A 8

Factors

RANDSEX, RANDSMOKE,

RANDGROUP,

Randomization method  Dynamic (Pocock/Simon)

Demo mode Production

Randomization List

5227 Viedoc's demostudy
Not initiated

Allocation List

18716 UM University Medical Center Groningen

v Active

18718 UU University Medical Center Utrecht

v Active

18951 UU Uppsala University Hospital
Not initiated

5.2.1.2 Uploading an allocation list

To upload an allocation list, follow the steps below.

https://help.viedoc.net/c/331b7a/?print=ready
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Qutcomes

BLINDED

RANDGROUP,

RANDKITNG,

Edit configuration

Download template

© 9

@ upload
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1 Click Upload.
x’ A demo study

Demo randomization 10

Factors Outcomes

Gender [RANDSEX] Kit number [RANDKITNO]

) Male € Female < number >

Smoker [RANDSMOKE] Group [RANDGROUP] BLINDED

0 Yes £ No 0~ 8B OC

Scope Factors QOutcomes
Randomization List  g;qy RANDSEX, RANDSMOKE, RANDGROUP,
Allocation List Site RANDGROUP, RANDKITNO,

Randomization method  Dynamic (Pocock/Simon)

Demo mode Production

Randomization List Edit configuration

5180 A demo study
Dt

W Active

Allocation List Download template

13845 AHU Academic Hospital Uppsala 6
W Active

135847 KIS Karolinska Institute Stockholm
Mot initiated

13849 HUH Helsinki University Hospital
Mot initiated

13851 CUB Charite University Hospital Berlin
1y P € Upload

Mot initiated
2  Select the file containing the slot list and click Open. The file will be uploaded.

5.2.2 Viewing an allocation list

The allocation list can be viewed in a similar way as the randomization list, see Viewing the randomization list.

5.2.3 Editing an allocation list

To edit an active allocation list, follow the steps below.
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Click the toolbox icon next to the allocation list you would like to edit.

% Viedoc's demostudy

Example Dynamic Randomization

Factors

Gender [RANDSEX]

Outcomes

Kit number [RANDKITNO]

Male Female < number >
Smoker [RANDSMOKE] Treatment group [RANDGROUP] BLINDED
Yes No A B ©
Scope Factors Qutcomes
Randomization List  Study RANDSEX, RANDSMOKE, RANDGROUP,
Allocation List Site RANDGROUP, RANDKITNO,

Randomization method  Dynamic (Pocock/Simon)

Demo mode Production

Randomization List

5228 Viedoc's demostudy
W Active

Allocation List

18213 Kl Karolinska Institute Stockholm
Inactive

18213 Kl Karolinska Institute Stockholm
" Active

18215 UU Uppsala University Hospital
Not initiated

18217 HU Helsinki University Hospital
Not initiated

18219 CL University College Hospital London

Mot initiated

Select: Add to list or Upload new list.

= Add to list - adds new slots to the existing slot list. Empty spots in the existing slot list will still be allocated.
» Upload new list - discards the existing slot list and replaces it with the new slot list.

Edit configuration

Download template

dd to list.

A
Upload a new list

© upload

(+] Upload

Select the file containing the slot list and click Open.

The file will be uploaded.

5.3 Viewing the randomization list

https://help.viedoc.net/c/331b7a/?print=ready

The randomization list initially indicates status Not initiated and turns to status Active once the first subject has been randomized.

From that moment, the distribution list can be downloaded in Excel format by clicking View.
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Outcomes

Kit number [RANDKITNO]

€ Male @ Female < number >
Smoker [RANDSMOKE] Group [RANDGROUP] BLINDED
0 Yes @ No 0OA @B OC
Scope Factors QOutcomes
Randomization List  syyqy RANDSEX, RANDSMOKE, RANDGROUP,
Allocation List Site RANDGROUP. RANDKITNO,

Randomization method  Dynamic (Pocock/Simon)

Demo mode Production

Randomization List

5180 A demo study
v Active

Allocation List
13845 AHU Academic Hospital Uppsala
v Active

13847 KIS Karolinska Institute Stockholm
Not initiated

13849 HUH Helsinki University Hospital

Edit configuration

@ Upload

€ Upload

5.4 Restarting a dynamic randomization

If you would like to restart a dynamic randomization, click the toolbox icon in the Randomization List field and select Restart.
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Example Dynamic Randomization

Factors

Gender [RANDSEX]

© Male @) Female

Smoker [RANDSMOKE]

O Yes B No

Scope

Randomization List Study

Allocation List Site

Factors

RANDSEX, RANDSMOKE.

RANDGROUP,

Randomization method  Dynamic (Pocock/Simeon)

Demo mode Production

Randomization List

5228 Viedoc's demostudy
+' Active

Allocaticon List

18213 Kl Karolinska Institute Stockholm

Inactive

18213 Kl Karolinska Institute Stockholm

v Active

18215 UU Uppsala University Hospital

Not initiated

Restarting the randomization will reset the slot list. Newly added subjects will be randomized independently of the subjects that were
randomized before the restart.

5.5 Editing the configuration of a dynamic randomization

If you would like to edit the configuration of an ongoing Pocock and Simon dynamic randomization, click Edit configuration.

https://help.viedoc.net/c/331b7a/?print=ready

Outcomes

Kit number [RANDKITNO]
< number >

Treatment group [RANDGROUP]

0A 88 OC

Qutcomes

RANDKITNO,

RANDGROUP.

=

BLINDED

Edit configuration

Downloadtemplate

©
© 9

© upload
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¥ Viedoc's demostudy

Example Dynamic Randomization

Factors Outcomes

Gender [RANDSEX] Kit number [RANDKITNG]
€) Male € Female < number >

BLINDED

Smoker [RANDSMOKE] Treatment group [RANDGROUP]

OYes QNO OA QB OC

Scope Factors Qutcomes

Randomization List  Study RANDSEX, RANDSMOKE, RANDGROUP,

Allocation List Site RANDGROUP, RANDKITNO,

Randomization method  Dynamic (Pocock/Simon)

Demo mode Production

Randomization List

5228 Viedoc's demostudy
' Active

Allocation List Download template

18213 Kl Karolinska Institute Stockholm
Inactive @

18213 Kl Karolinska Institute Stockholm
' Active @ e

18215 UU Uppsala University Hospital
o © Upload
Not initiated

A pop-up opens where you can edit the settings for variation method, probability, factor weights, allocation ratio and maximum number of
slots per list. For a more detailed explanation, see step 6 in Configuring_a dynamic randomization.

You can edit the randomization configuration at any time during randomization.

f Configure dynamic randomization

Variation method
Range
Probability (x/1000)

800

Factor weights
Gender Smoker

2 1

Allocation ratio

Max slots (per list)

120

Ready Cancel
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<

Configuring the global allocation list

Configuring the global allocation list

Published by Viedoc System 2023-10-09

1. Introduction

2. Configuring the global allocation list
2.1 Configuring the global allocation list
2.2 Viewing_an allocation list
2.3 Editing_an allocation list

1 Introduction
The allocation list setup can be performed only by users assigned to the role.

When randomization is used within a study (see Configuring a static randomization / Configuring.a dynamic randomization), the allocation
list can be defined in two different ways:

The randomization feature must be included in your study license in order for the randomization configuration and the
global allocation list to be available in production mode. You can still configure a randomization in demo mode without a license.

= Individual allocation list - separate allocation lists are used for each defined randomization. In this case, the allocation list is
configured and uploaded in the randomization settings page in Viedoc Admin as described in Configuring a static
randomization / Configuring.a dynamic randomization.

= Global allocation list - one global allocation list is used for all the defined randomizations. This is available only if advanced
allocation is enabled in Viedoc Designer (for details on advanced allocation settings in Viedoc Designer, see Setting up the
randomization lesson)..

« To be able to use Logistics, a global allocation list must be used.
If the allocation list is not uploaded, or, in case of using Logistics, if no kits are available at the current defined scope (Study /
Country / Study Site), when trying to perform the allocation in Viedoc Clinic, the system will respond with "No slots found for
allocation.”.

2 Configuring the global allocation list

The global allocation list is set up under the RTSM settings in Viedoc Admin:
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Demo

° Not commenced @ Invalid license

g RTSM. Check for available slots, append existing or add new lists. %

¥ Demo | Close ‘

Randomizations

Here you can configure randemizations to be used in this study

v Individual allocation list Change®

Use one allocation list for each randemization below "."“‘,...--.-- .

emamnune® .

FPPPRTTTLL L ot

eamamannEEtt 8

‘f’ Demo ‘ Close ‘

Randomizations

Here you can configure randemizations to be used in this study

Individual allocation list

Use one allocation list for each randomization below

Global allocation list
Use one global allocation list for all randomizations below @

If the global allocation list is selected to be used for all the randomizations defined in the study, the Global allocation list setup is displayed
at the bottom of the Randomizations pop-up, as well as the option to Enable logistics, as below:

% Demo Logistics | Close |

Randomizations

Here you can configure randomizations to be used in this study

v Global allocation list Change

Use one global allocation list for all randomizations below

|:| Enable Logistics

Check this box to enable Logistics. Note that Logistics cannot be disabled after approving the global allocation list
settings. To use Logistics a valid license is required.

1 randomizations

B Randomization 2 ¥ Open

Assign a subject to either Active or Placebo.

Global allocation list setup X Open

Enable Logistics - if checked, this allows you to use the Logistics functionality in Viedoc. For more information about the logistics
functionality see Overview of Viedoc Logistics.

Important!

= The Enable Logistics option cannot be selected/deselected after the global allocation list settings have been approved.
= Avalid license that includes the Logistics feature is required to be able to run Logistics in production. You can however still
run Logistics in demo mode without a license.

2.1 Configuring the global allocation list

To configure the global allocation list:
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1 Click Open next to the Global Allocation list setup. The Definition page will be displayed:

x Demo Logistics

Global allocation list setup

Use one global allocation list for all randomizations.

Definition

Displayed only if Enable
Scope Logisties is selected

Allocation input properties
Property ID Property Label Property Values Property Type Blinded

& | | e ¥ e
Allocation output properties
Property ID Property Label Property Values Property Type Blinded

s Kit number | [] [+]

Click approve to accept the definition. Continue with defining the applicable mappings and uploading all applicable lists. Note that this action will lock the global
allocation list definition and cannot be undone.

Approve settings & generate list

https://help.viedoc.net/c/331b7a/?print=ready
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2 Under the Definition tab, set the following:

= the Scope of the allocation - defines the scope from which an Investigational Product (IP) (kit) should be allocated.
One of the following scopes can be chosen:
= Study
= Country
= Study Site

If Logistics is enabled, this impacts the way the kits can be managed, as described in Managing kits.

= Allocation input properties - make sure to add the input properties for all IPs that need to be allocated for all
randomizations defined in the study. Enter the Property ID, and the Property label.
For the code list items (for example radio buttons), add the Property values to define the codes and the matching
labels:
The codes must be defined for all the code list
Edit property values items to be able to upload the allocation list. If any codes
that were not defined here with Code and Label are
Define the code value and a label for each code included in the allocation list, this will not be uploaded.
list value for this property. The label you provide You.must use the same codes as defined in the study
will be displayed in Logistics. design.
If the Property values are not set for code list items, only
the codes will be displayed in Logistics.

Code Label

1 Placebo

2 Active e
Ready

= Allocation output properties - make sure to add the output properties for all IPs that need to be allocated for all
randomizations defined in the study. Enter the Property ID, Property label and, for the code list items, add the
Property values to define the codes and the labels.
« If Logistics is enabled, set the following for all the input and output properties defined:
= Property type - this defines which column in the allocation list contains the Kit type, Kit number and
Expiry date.
= Blinded - select this option if the item should be blinded to the users accessing the Logistics in Viedoc
Clinic.

This setting will only affect the display of blinded properties in Logistics. Whether the property is
visible or not in Clinic (the forms) is configured separately in Designer by specifying the item either
as output or blinded output.

Even if the item is set as blinded output in the randomization settings, this will be visible on the
Logistics page(s) if it is not set as blinded here.
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See an example below:

) Form

v ALLOC1 / Primary IMP allocation Y|4

Allocation settings in
Viedoc Designer > RTSM

&) Input mapping

v | Treatment GROUP { Group ¥ | 4 Seld

() Output mapping

v | Kit number KITNO / Kit number(locate... ¥ 4 The
v | Bakch# BATCHNO / Batch # T dThe
' | Expiration date EXPIRYDATE / Expirydate ¥ 4 The
# Demo _ogistics v | Storage conditions STORAGE / Storage conditi . ™
i
! v | Other information INFO / Other information ™ 4 The

,"Gyf;bal allocation |

1
1 Usgone global allocation list for all randomizations.

[

1

¥ Definition
1

: Displayed only if Enable

n Scope Logistics is selected

n

I i A

: \ Study site

Hh

: Allocation input properties

1

1 | Property ID Property Label Property Values Property Type Blinded

1

] P

1 | TREATMENT Treatment PLACEBO - Placebo, ACTIVE - Act # Kit type v |¢‘ [+]

1 —J

i

! Allocation output properties

9| Property ID Property Label Property Values Property Type Blinded
KITNUMBER Kit number #| | Kitnumber ] ©
BATCHNUMBER Batch # K Not mapped v |_\ [-]
EXPIRYDATE Expiration date rd Expiry date v |7‘ [-]
STORAGE Storage conditions * Not mapped M |_‘ (-
INFO Other information e Not mapped v |_‘ (-]

Click approve to accept the defintion. Continue with defining the applicable mappings and uploading all applicable lists. Note that this action will lock the global
allocation list definition and cannot be undone.

Approve settings & generate list

Important!

Make sure that all the needed input and output properties are defined, as it will not be possible to add or change these
after approving the settings.

Note that enabling/disabling Logistics will not be possible after approving the settings.

Click Approve settings & generate list. The Mapping tab becomes available.
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4 Under the Mapping tab, map each input and output properties defined in step 1to the respective input and output properties
defined for each advanced allocation in the study design. For the properties that do not apply to one or more of the

randomizations in the list, select Not mapped.
Note that multiple rows and thus multiple mappings will only be needed when different definitions has been used.

Click Save changes.

Global allocation list setup

Use one global allocation list for all randomizations.

RTSM Name TREATMENT KITNUMBER BATCHNUMBER EXPIRYDATE STORAGE
Randomization 2 TREATMENT ~ | | KITNO ~ | BATCHNO ~ | | EXPIRYDATE ~ | STORAGE -
3
5 Under the Upload & View tab, download the template of the allocation list:

Global allocation list setup

Use ene global allocation list for all randomizations.

Definition Mapping I:I

Download template

Central Depot For Logistics

Central Depot (Demo) Upload
pload
Not initiated

If your study does not have a license key (Reference ID), or has a license key that does not include the randomization
feature, on the Global allocation list setup, under the Upload and view tab:

= A message is shown informing you that the randomization feature is not included in the license:

Global allocation list setup

Use one global allocation list for all randomizations.

Definition Mapping

Note! The Randomization feature is not included in this study license

Central Depot For Logistics

Central Depot (Production)
Not initiated

=« The Download template and Upload links are not available.

A template excel file is downloaded:

A B C D E F
1 [TREATMENT KITMUMEBER BATCHNUMBER EXPIRYDATE STORAGE INFO
2 |PLACEBO <string= <string= <string> <string= <string=
3 |ACTIVE <string= <string= <string> <string= <string=
4
5
&
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6 Use the downloaded template file to fill in the allocation list and save the file:
A [ B . = [ D [ E . F

1 |TREATMENT KITMUMBER BATCHMNUMEBER EXPIRYDATE STORAGE INFO

2 |PLACEBO IMPO0O15 BATCHOOO1 2021-01-01 Room temperature Lorem Ipsum is
3 |ACTIVE IMPO016 BATCHOOO1 2021-01-01 Room temperature Lorem Ipsum is
4 PLACEBO IMPOOLY BATCHOOO1 2021-01-01 Room temperature Lorem lpsum is
5 |ACTIVE IMPOOL1S BATCHOOO1 2021-01-01 Room temperature Lorem Ipsum is
& |PLACEBO IMP0O0O19 BATCHOOO1 2021-01-01 Room temperature Lorem Ipsum is
7 |ACTIVE IMPO020 BATCHOOO1 2021-01-01 Room temperature Lorem Ipsum is
& |PLACEBO IMPOO30 BATCHOOO1 2021-01-01 Room temperature Lorem Ipsum is
3 ACTIVE IMPO033 BATCHOOO1 2021-01-01 Room temperature Lorem Ipsum is
10 PLACEBO IMPO034 BATCHOOO1 2021-01-01 Room temperature Lorem Ipsum is
11 |ACTIVE IMP0O035 BATCHOOO1 2021-01-01 Room temperature Lorem Ipsum is
12 PLACEBO IMPOO26 BATCHOOOL 2021-01-01 Room temperature Lorem lpsum is

The cell format for the dates (for example EXPIRYDATE) must be set to Text. Make sure that Excel does not format this to
Date. If the format of the dates is not set to text, the upload of the allocation list will fail and an error message will be displayed.

7 Click Upload, select the file containing the allocation list and click Open. The file will be uploaded.

Global allocation list setup

Use one global allocation list for all randomizations.

Definition Mapping

Allocation List Download template

© O

6441 Allocation Demo
v Active

2.2 Viewing an allocation list

To view the allocation list, under Upload & View tab, click the view icon:
¥ Demo Logistics

Global allocation list setup

Use one global allocation list for all randomizations.

Definition Mapping

Central Depot For Logistics

Download template

Central Depot (Demo) 6

v Active @

An Excel file is downloaded that has the following sheets:

= Configuration - summarizes the factors and outcomes and their code lists configured for the allocation.

= Current distribution - displays the distribution of randomized patients over the different factors and groups.

= Slots - lists all the slots, the factors and outcomes (kit number in this case), and whether the slot is still available. If the slot has
been taken, the subject details, the user details (email address) of the clinic user who allocated the subject, and date and time of
allocation are also displayed.

The above Excel file reflects the kit status according to the randomization and allocation forms in Viedoc Clinic. All changes to kit
status made in the Logistics interface can be seen in the Logistics stock list Excel file (see Stock list and Kit details view).

If the Logistics functionality is enabled, the Slots and Current distribution always reflects only the list of kits currently at Central depot. The
kits that are on site are not included in the list, these can be tracked only from the Logistics interface (see Viedoc Logistics User Guide).

2.3 Editing an allocation list

To add new kits to the allocation list, click the tools icon and select Add to list:
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'f, Demo Logistics | Back

Global allocation list setup

Use one global allocation list for all randomizations.

Definition ~ Mapping ~ Upload & View

Central Depot For Logistics Download template

Central Depot (Demo)
v Active @ @

Upload the Excel file with the new kits. This has to be in the same format as the originally uploaded list, see step 6 in Configuring_the global
allocation list above.
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This lesson provides a use case for configuring a dynamic randomization in ,and .Italso
explains the algorithm that is used for assigning subjects to treatments, and how the calculctlons are executed

The Randomization feature must be included in your study license in order for the randomization configuration to be
available in production mode. You can still configure a randomization in demo mode without a license.

1 Introduction

11  About the randomization service
Viedoc offers support for randomization. Subjects can be randomized using:

. : randomization based on a randomized list,
. (Pocock and Simon): randomization based on an algorithm.

Dynamic randomization ensures a more even distribution of subjects across the treatment groups, with regard to prognostic factors that
might influence the effect of treatment on the subjects.

The randomization in Viedoc is configured in a similar way for static and dynamic randomization. The main difference is that for static
randomization, a list with outcomes (randomization numbers, treatment groups, and so on) - the randomization list - is created and
uploaded by the user, while for dynamic randomization, an algorithm is used to assign subjects to a treatment group and the randomization
listis created by the system.

It is possible to upload a separate allocation list that allocates an Investigational Product (IP) to the subject. When the subject is randomized,
Viedoc informs the clinic user which IP should be given to the subject. The allocation list is most commonly used in double-blind studies.
Uploading of the allocation list is done in a similar way for static and dynamic randomization.

1.2 Terminology

Term Definition

RTSM Randomization and Trial Supply Management.

Blinded role A role that does not know which treatment the subject is receiving. Most roles in a clinical trial should be blinded.
Unblinded A system role that can configure the randomization in Viedoc Admin.

Statistician

The Unblinded Statistician sees which subjects are assigned to which treatments, and should therefore not have
any role in the study where he/she should not know this information. An Unblinded Statistician can never again
work in a blinded role within that study.
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(Prognostic
factor)

Outcome

Blinded outcome

1.3 Workflow
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Definition

Alist for allocating subjects to treatments or groups. The randomization list shows all available slots in the
randomization. When randomization has started (that is, when the first subject has been randomized), the
randomization list also shows which subjects have been assigned to which treatment or group.

Alist for allocating |P to subjects. The allocation list shows all available IPs. When randomization has started, the
allocation list also shows which IPs have been assigned to which subjects. Advanced allocation can be set up and
for this there are two options for the allocation list(s):
= Use individual allocation list for each randomization.
= Use one global allocation list for all your randomizations.
To be able to use Logistics, a Global allocation list must be used.

Defines the scope from which a randomization slot or an IP should be selected. One of the following scopes can be
chosen:

« Study
=« Country
= Site

ltems that might influence the effect of treatment on the subjects, and that are to be used as input when
randomizing the subject. For example sex or age. Viedoc supports the use of drop-down lists, radio buttons,
integer and free text data types as input items.

Iltems to be populated by the randomization service, for example treatment group.

Items to be populated by the randomization service, that should remain blinded until after the subject has been
unblinded or emergency unblinded for a specific subject. These items will not be visible for any user in the system,
except for the Unblinded Statistician who can see them in Viedoc Admin, or until an emergency unblinding was
performed (for details on how the emergency unblinding is performed in Viedoc Clinic, see Randomization,
allocation and emergency unblinding).

Randomizations are configured in Viedoc Designer and Viedoc Admin, and executed in Viedoc Clinic. The schematic below depicts what

different steps need to be taken, and which roles have permission to perform these steps, depending on the allocation configuration type as

described below:

= Randomization, optionally together with allocation performed at the same time as the randomization within the same form. In
this case the form is locked (and therefore not possible to be edited) after the randomization is performed in Viedoc Clinic.
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The configuration workflow in this case looks as illustrated in the following image:

Viedoc Designer

XN Designer

Viedoc Admin

X Study Manager

m Unblinded Statistician

PO Y Unblinded Statistician

XN Unblinded Statistician

Viedoc Clinic

Any clinic role with permission to
PR T add/update subject/event/form data
and query answers

= Randomization, optionally together with advanced allocation allows you to set up the allocation in a more flexible way, including:

- Configuring individual forms for randomization and allocation, to keep the two steps separated in the study workflow
- The possibility to perform multiple allocations at different visits during the study
- The possibility to replace an already performed allocation with a new allocation

- The possibility to undo an already performed allocation

The configuration workflow in this case looks as illustrated in the following image:
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Viedoc Designer

XN Designer

Viedoc Admin

BN Study Manager

B Unblinded Statistician

B Unblinded Statistician

B Unblinded Statistician

B Unblinded Statistician

Viedoc Clinic

Any clinic role with permission to
PR 1Y add/update subject/event/form data
and query answers

Detailed instructions regarding these steps are described in:

= Setting up the randomization in Viedoc Designer
= Configuring_a static randomizations in Viedoc Admin
» Configuring_a dynamic randomization in Viedoc Admin

For a video tutorial on how to configure a static list randomization and a dynamic randomization, see:

» Randomization video tutorial

2 Description of the use case

Let's consider the following scenario: We conduct a trial in which we compare three treatments: A, B and C. We want to randomly assign
patients to these treatments, and we want treatment A to be allocated 50% of the time, and treatments B and C 25% of the time respectively.
The prognostic factors that might influence the effect of the treatment on the subject, and that we would like to balance for in the
randomization, are the subject's sex (male or female) and the subject's age (<= 30 or > 30). We consider it more important to balance for the
subject's sex than for the subject's age, so we set a higher factor weight on the factor sex.

In summary:
« Three treatment groups: A, Band C.
= Allocation ratio for A:B:C = 2:1:1

= Two factors: sex (male or female) and age (<= 30 or > 30)
= Factor weights: 2 for sex, 1 for age.
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3 The procedure

3.1 Actions to be performed in

311 Setup forms in Viedoc Designer
In this randomization example, we use two forms:

1. Add Subject form - containing two items:
= Gender
« Age

2. Treatment form ( ) - containing three items:
= Gender - returns the value for Gender in the Add Subject form.
= Age - returns the value for Agein the Add Subject form.
= Treatment - containing a code list with three choices: A, B, and C. This item will be populated by the randomization
service.

Preview of your form [2) Preview of your form L2

Add Subject Treatment
TREATI Settings
EGend-e:;“ General Visibility Validation f Dulputm
Gender 1 i
Male () Female Lo e g onme
Default Value
Function logic (JavaScript) (7)
Age Age function getValue(){
_ \ SFIRST.ADD SUBJ.GENDER
<30 220 <=30 >30
H
Treatment
A B C
Study workflow Study workflow
ADD_SUBJ: Add subject TREAT: Treatment
Add Subject

Treatment

The form Add Subjectis added to the activity ACT7in the Add_SUBJ Study Start event. The form Treatmentis added to the activity ACT2:
Assign treatment in the Treatment event, which is the first scheduled event.

The randomization form (here called Treatment) must contain all of the input factors and outcomes you intend to use for making
assignments.

Once saved in Viedoc Clinic, the randomization form cannot be edited anymore. Add a message to the form asking the clinic user to
make sure that the data are correct before randomizing the patient (see image below).

Because the Treatmentitem in the Treatment form is the item that will be populated by the randomization service, and should not be
filled in by the clinic user, it may be a good idea to make it invisible to the clinic user as long as the patient is not randomized. In order to
achieve this, you can set the visibility conditions On advanced conditions evaluates true for this item to TREAT/=null (show item when it is
not null). Then, the clinic user cannot see the item when opening the form. But once the clinic user clicks Randomize, the randomization
service allocates the subject to a treatment, the item is not equal to null anymore and appears in the form.
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Preview of your form @ [ Show ID for fields (I )

Treatment @ ranoo

Please confirm the information is correct!
The form cannot be changed after clicking Randomize.

Gender [B SEx

Male Female
Age EJ AGE
<=30 >30

TREAT Settings
General VVisiD\Iity Avalidation f Outputm

A B C

Show v to
®) All roles

Selected roles

Show v
always
on simple condition evaluates true

®) on advanced condition evaluates true
TREAT!=null

?) )

Enable edit for
®) All roles

Selected roles

[ i ) Duplicate field ° Delete field

In this example, the randomization outcome (treatment) is not blinded. If you decide to set up a blinded outcome, this item has to be included
in the randomization form as well. The blinded outcome will never be shown to the clinic user, it is not available in the export, and you cannot
program visibility conditions or edit checks based on the blinded outcome.

3.1.2 Setting up the randomization in Viedoc Designer

The randomization mapping is set up under Study Settings in the study design in Viedoc Designer. The randomization mapping tells Viedoc
where the randomization form is and how to use the variables on that form.

We set up the randomization as follows:

= We select the Event, Activity and Form for our Treatment form.

= As Factors, we select the Gender and Ageitems in the Treatment form.

= As Outcome, we select the Treatmentitem in the Treatment form. This item is going to be populated by the randomization
service.

Name

Demo randomization

Description

Randomization Settings
Event
Treatment r
Activity

ACT2 / Assign treatment v

Form
TREAT / Treatment \J Will not be editable after randomization
Factors
TREAT1/ Gender X TREAT2/Age X To be collected before randomization
Outcomes
TREAT3 [ Treatment X These items will be populated from the randomization service.

Blinded Output

These items will be populated from the randomization service but visible enly after Unblind’ action

For step by step instructions on how to set up the randomization mapping in Viedoc Designer, see Setting_up the randomization.

After the randomization mapping has been set up, the study design needs to be published for the randomization to become active.
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3.2 Actions to be performed in

3.2.1 Inviting a user to the role Unblinded Statistician

The Study Manager needs to invite a user to the role .The role Unblinded Statistician should only be given to users
that are supposed to be unblinded and that do not participate in study evaluation procedures, otherwise the blind will break. An Unblinded
Statistician can never work in a blinded role within that study.

For step by step instructions on how to assign roles to users, see Managing_ users (STM and SIM).

3.2.2 Configuring the dynamic randomization in Viedoc Admin
The randomization can only be configured by users that are assigned the system role
To enter the Randomizations page, select the toolbox icon in the Randomization is on field in Viedoc Admin.
In this example, we do not use allocation, so we only set up a Randomization list, as follows:

= We set the Scope of the Randomization list to Studly.
= As Factors, we select Gender and Age.
= As Outcome, we select Treatment

From the Randomization method dropdown list, we select Dynamic (Pocock/Simon).
The dynamic randomization method can only be chosen if the following criteria are met:

= Only one outcome is selected
= The selected input factors, as well as the outcome, have a code list (no free text fields can be used).

You will need to create the dynamic randomization configuration individually for demo mode and production mode after creating the
dynamic randomization settings.

Select Approve settings & generate list. The Create configuration link is displayed:
x A demo study

Demo randomization 11

Factors Outcomes
Sex [SEX3] Treatment [TREAT2]
Male Female Placebo Allocation
Scope Factors Qutcomes
Randomization List Country SEX3, TREAT2,
Allocation List Site ITEM, KITNO, EXPIRYDATE,

Randomization method  Dynamic (Pocock/Simon)

Production

Randomization List Create configuration

Sweden (Demo)
Not initiated

Allocation List Download template

ST1 Sitel (Demo)

L Upload
Not initiated

Select Create configuration to configure the dynamic randomization.
We configure the dynamic randomization as follows:

= As Variation method, we select Range (this is the difference between the highest and the lowest value in the set).

= We set the Probability to 800 (the equivalent of 80%).

= In our example, it is more important to achieve balance in the factor Gender than in the factor Age, so we set the Factor weights
to 2 for Gender and 1 for Age.

= Because we want treatment A to be allocated 50% of the time, and treatments B and C 25% of the time respectively, we set the
Allocation ratio to 2 for treatment A, and to 1 for treatment B and C.

= As Max slots (per list) we enter a maximum of 50 slots.
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oy =~
# Configure dynamic randomization

Variation mathod

Range

Probability [x/1000)

800

Factor weights
Gender Age

2 1

Allocation ratio

Max slots {per list)

50

Save Cancel

For step by step instructions on how to set up the randomization in Viedoc Admin, see Configuring_a dynamic randomization.

3.3 Actions to be performed in

3.31 Randomize a patient in Viedoc Clinic

When the clinic user has added a subject in Viedoc Clinic (i.e., filled in the Add Subject form), and opens the Treatmentform, the values for
Gender and Age are automatically populated from the Add subject form. Upon clicking Randomize, the subject will be assigned to one of
the treatment groups. The Treatment item will appear in the form, populated by the randomization service.
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-
s Randomize
I dhy I

Treatment 4

Please confirm the information is correct! »

The form cannot be changed after clicking Randomize.  .*

Gender o
B
B
& Male Female o
K
B
0
4
¥
.
o
“
B
B
Age K
.
W
<=30 (@ =30 o
B
K
«
¥
&
D
.
4
W~
»

r—
V]

x Form is in read-only mode

Treatment svow HisTorY ) (I

Please confirm the information is correct!

The form cannot be changed after clicking Randomize.

Gender
®) Male Female
Age

<=30 (@) =30

Treatment

oA

Upon randomizing the subject, the randomization form (Treatment form) becomes read-only. This means that no item in the
Treatment form will be editable, not even if the value for Gender or Age changes in the original Add subjectform.

4 Calculations behind the scenes

This section explains how the calculations are made for assigning one of the three treatments (A, B or C) each time a new subject is
randomized.

41 References
The underlying theory for the dynamic randomization method that is implemented in Viedoc is described in the following articles:

= Pocock S.J. and Simon R. Sequential treatment assignment with balancing for prognostic factors in the controlled clinical trial.

Biometrics 1975;31:103-115.
= Miller E. Probability sharing in a modified Pocock-Simon method. 12th Int. Conf. of S.C.M.A Jun 22, 2005.

The Donald E. Knuth's subtractive random number generator algorithm that is used in the modified Pocock and Simon method
implemented in Viedoc is described in the following article:

= Donald. E. Knuth. The Art of Computer Programming, volume 2: Seminumerical Algorithms. Addison-Wesley, Reading, MA,
second edition, 1981.

4.2 Concepts and terminology for dynamic randomization

The following table lists the terms that the algorithm used for dynamic randomization according to the Pocock and Simon method is based
on.
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Term Description Calculated as
D The amount of variation = Range - the difference between the highest and the lowest values in the set, or
in the set of values for a » Range Squared - the square of the range.
factor
G The total amount of Sum of weighted D (D multiplied by factor weight) for all factors.
imbalance across all
factors
P(p) The probability with The probability determines the extent to which one wishes to favour the treatment group that

which the treatment that would lead to the smallest imbalance.

minimizes imbalance is

assigned During the randomization, the probability P for each treatment assignment is calculated,
based on a probability cut-off. This probability cut-off (referred to as p below) is a static
decimal between 0 and 1 that is provided by a statistician. In Viedoc, the probability cut-off
has to be entered as x/1000. So for a p of 0.8 (80%), the number 800 should be entered.

During randomization, P for each treatment will be distributed as follows:
(N = number of treatments, p = probability cut-off)

= If the Gs are the same for all treatment assignments, then the probability will be
the same for each treatment: P=p/N.

= If one treatment has the lowest G, then it will have its probability P as p. The
remaining treatments will split the remaining probability: P=(1 - p)/(N - 1)

» If one or more treatments share the lowest G value, then Viedoc first calculates
what the remaining non-favoured treatments will get and then splits the
remainder between the favoured treatments.

Random  Arandom number Generated using Donald E. Knuth's subtractive random number generator algorithm
between 0 and 1

seed Avalue used to initialize Based on the number of ticks to represent the current date
the random number
generator

4.3 Procedure

Using the above algorithms, a frequency table is calculated for each new subject to be randomized. A random number greater than or
equal to 0 and less than 1is generated using a seed value based on the number of ticks to represent the current date. Using the Ps and this
random number, a treatment index is chosen and the patient is thereby assigned this treatment.

When a new subject is added and should be randomly assigned a treatment, the following calculations are performed:

Randomize subject!
(values for the input factars used for
randomization should be provided)

Hypothetically assign each of the possible cutcomes, and calculate for each
outcome:

1. Add 1 to the current treatment count.
2. Divide all set counts by the corresponding treatment allocation ratio.

3. Calculate the variance D for each of the prognostic factors.

4. Calculate the total amount of imbalance G for each outcome.

5. Calculate the probability P with which to select the treatment that minimizes
the imbalance for each of the possible outcomes.

Input factors with
factor weights (w)

Outcome options with
allocation ratios (r)

Assign the outcome that
minimizes the imbalance
according to the calculated
probabilities and the random
number

Generate a random number
between 0 and 0.999. ..
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Once the first subject is randomized, it is possible to download the randomization list from Viedoc Admin.

x Documentation of Life

Dynamic randomization

Factors
Gender [SEX]
Male Female
Age [AGE]
<= 30 =30

Scope Factors

Randemization List Study

Randomization method  Dynamic (Pocock/Simon)

Demo mode Production

Randomization List

5230 Decumentation of Life
v Active

SEX, AGE,

Outcomes

Treatment [TREAT]
A B c

Outcomes

TREAT,

An Excel file is downloaded, which has the following three sheets:

Edit configuration

" )

= Configuration (1) - a summary of the factors and outcomes and their code lists, and the randomization details (randomization
method, variation method, probability, maximum number of slots per list, factor weights and allocation ratio).

= Current distribution (2) - a summary of the number of entries sorted by the factors and the outcome. In our example, we can see
how many subjects are assigned to each treatment, how many of them are males/females and how many are aged <=30 and

>30.

= Slots (3) - one row for each randomized subject, listing:
= the details of the randomization: factors and outcomes, subject details, user details (e-mail address) of the clinic user
who randomized the subject, and date and time of randomization,
= the details of the applied algorithm: variation method, probability P, factor weights, allocation ratio, maximum number
of slots per list, Gs, Ps, Random and Seed.

https://help.viedoc.net/c/331b7a/?print=ready

362/396



12/2/25, 9:45 PM Viedoc Admin User Guide | Viedoc eLearning

Production

Randomization List Editc

1726 Randomization
v Active o 6

Configuration 1

Factors:

Gender (TREAT1) 1=Male 2=Female

Age (TREAT2) 1=<=30 2=>30

Outcomes:

Treatment (TREAT3) 1=A 2=8 3=¢
Randomization method: DynamicPocockSimon

Variation method: Range ~—
Probability: 08

Max number of slots (per list): 50

Factor weights:
Gender 2
Age 1

Allocation ratio:

A 2
B 1
C 1
Gender Age
Treatment  Male Female <=30 >30 Total
A 1 1 0 2 2
B 1 1 1 1 2
C 0 1 0 1 1 =
Total 2 3 1 4 5
A B c D E F G L N o P o} R S T u
#  Gender Gender- CodeAge Age - Code Treatment Treatment - Code Variation method P Factor weights Allocation ratio Max slots (per list) Gs 23 Random seed
# TREAT1 TREATICD TREAT2 TREAT2CD TREAT3 TREAT3CD ar od P e ight: MaxSlots Gs Ps Random Seed
1Female 2 >30 £ C k] Range 08 2,1 11 50 15,3.0,3.0 0.80,0.10,0.10 0,934005014 1990058125
2 Male 'l. >30 ’2 ’1 Range 08 2,1 11 50 2.0,3.0,4.0 0.80,0.10,0.10-° 0,033327775 -1342522832 i
3 Female 'Z <=30 '1 B ’2 Range 08 2,1 211 50 25,3.0,5.0 0.80,0.10,.0.10 0,858836875 -805769653
4Female 2 >30 2 A 1 Range 08 2,1 211 50 2.0,45,6.0 0,607355348  -606037390
5 Male 1 >30 £ B 2 Range 08 2,1 211 50 3.5,2.0,4.0 0.10, 0.80,0.10 0,77764124 -319975653
wg=2 (factor weight for Gender) w,=1 (factor weight for Age)
f | \
Male Female <=30 >30
=2 A 0 0->+1->1/r,=1/2=0.5 0 0->+1->1/r,=1/2=05 Gp= dpp* W+ do30)* Wy
dae=max (0.5, 0, 0)—min (0.5,0,0)=0.5-0=0.5 ds30)= max (0.5, 0, 0) - min (0.5,0,0)=0.5-0=0.5 =0.5*2+0.5%1=15
re=1 B 0 0->0/ry=0/1=0 0 0->0/ry=0/1=0
re=1C 0 0->0/r.=0/1=0 0 0->0/r.=0/1=0

Let's consider the first added subject and take a look at how the first set of calculations is performed in order to assign a randomized
treatment.

All the values in the distribution table (illustrated by 2 in the image) are equal to O at start point. We are adding a first subject with Gender =
Female and Age > 30. For this, we follow the workflow for calculating D, G and P for each of the three possible outcomes (treatments).

We are going to use the following notations:

= Factor weights
= wg - factor weight for gender = 2
= W, - factor weight for age =1

= Allocation ratios
= 1 - allocation ratio for treatment A =2
= rg - allocation ratio for treatment B =1
= rg¢ - dllocation ratio for treatment C =1

= Variance
= dpym - variance for treatment = A, and gender = male
= duf - variance for treatment = A, and gender = female
= da(-30) - variance for treatment = A, and age <= 30
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= da(-30) - variance for treatment = A, and age > 30
= dawm, deF, dB(<=30), dB(>30) dcm, der, de«=30), de(-30) - variances for treatment B, respective C, in the same manner as
described above for treatment A.

We start by hypothetically assigning each of the three treatments and calculating the variances for each assignment. Because the subject
to be added is a female with age > 30, we only have to calculate the variances for those factor values.

» Assuming that treatment A would be assigned, we add 1to the distribution table, in the row for Treatment A, in the Female
column and in the Age > 30 column. The variances for each factor are calculated as below and illustrated by the last table in the
image:

= dap=1/ra-0=1/2=0.5(one female subject was added, which makes the highest value in the distribution table
corresponding to the Female column =1 and the lowest = 0)

= dapag) =1/ra-0=1/2=0.5 (one subject was added with age > 30, which makes the highest value in the distribution
table corresponding to the Age > 30 column =1 and the lowest = 0)

= Assuming that treatment B would be assigned, we add 1 to the distribution table, in the row for Treatment B, in the Female
column and in the Age > 30 column. The variances for each factor:
= dgr=1/rg-0=1(one female subject was added, which makes the highest value in the distribution table
corresponding to the Female column =1 and the lowest = 0)
= dpp30) =1/ rg - 0 =1(one subject was added with age > 30, which makes the highest value in the distribution table
corresponding to the Age > 30 column =1 and the lowest = 0)

= Assuming that treatment C would be assigned, we add 1to the distribution table, in the row for Treatment C, in the Female
column and in the Age > 30 column. The variances for each factor:
« dcg=1/rc-0=1(one female subject was added, which makes the highest value in the distribution table
corresponding to the Female column =1 and the lowest = 0)
= dc(-30) =1/ rc - 0 =1(one subject was added with age > 30, which makes the highest value in the distribution table
corresponding to the Age > 30 column = 1and the lowest = 0)

Then we calculate the total amount of imbalance for each of the three possible treatment assignments. These are the values displayed in
the table in the Slots sheet (3 in the image), for the first entry, in the Gs column:

- GA =dapwg + dA(>30)WA =0.52+05"1=15
« Gg= dBFWG + dB(>30)WA =12+11=3
L] GC =dcpwg + dc(>30)WA =12+11=3

Then we calculate the probability (P) for each of the three possible treatment assignments. We have set the probability (p) to 0.8 in our
example. The treatment with the lowest G (in our case A) will receive the Probability (P) as p (in our case 0.8). The remaining treamment
assignments will split the remaining probability. These are the values displayed in the table in the Slots sheet (2 in the image), for the first
entry, in the Pg column:

= Pa = 0.8 (thus covering all values greater than or equal to 0 and less than 0.8)
= Pg=0.1(thus covering all values greater than or equal to 0.8 and less than 0.9)
= Pc =01 (thus covering all values greater than or equal to 0.9 and less than 1)

Then we generate a random number between 0 and 1 using Donald E. Knuth's subtractive random number generator algorithm and a seed
value based on the number of ticks to represent the current date. The number is displayed in the table in the Slots sheet (3 in the image), for
the first entry, in the Random column, in our example Random = 0.934...Considering the probabilities for each treatment assignment, and
the random number, treatment C will be assigned to the first subject, as illustrated in the image.
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Forcing change in subject ID pattern

Forcing change in subject ID pattern

Published by Viedoc System 2020-10-12

1. Introduction

2. Scenario

3. Solution
31 Apply a new version and make a small change
3.2 Change the country

1 Introduction

This use case shows how to change from an autogenerated to a manually entered subject ID, to avoid a mix of patterns in the study.

2 Scenario
= Inversion 1of the design, the subject IDs are auto-generated according to the pattern:
{CountryCode}-{SiteCode}-{SiteSubjectSeqNo:000}

Subjects get subject IDs looking like this:

u
et

i Form o i view mosie Clack T 1o malo it edasbls
dm |

subgid

(=]

= Inversion 2 of the design, the subject IDs are taken from the field subijid in the Study start event, thus the pattern:
subjid

This is assigned to all sites and subjects get subject IDs looking like this:
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= InViedoc Clinic, you can now see a mix of patterns for the subject IDs:

Subpect 1D revisson

Selection »  Cards -

=
QDDOE §E-A-DOI
3 Solution

3.1 Apply a new version and make a small change

One way of solving the mix of patterns is to make a revision of the Study start event form in version 1 and apply it to the study. The revision
will not change the subject ID pattern, as this is not possible in revisions, instead we make an insignificant change to trigger an update of the
subject ID. The recommended change is an insignificant text change to one of the items in the Study start event form. The Investigator then

has to approve this change, and the subject IDs are updated:

Viedoc

DEMO |

Selection - Cards -

3.2 Change the country

Another way of doing it is to trigger an update of all subject IDs by changing the country of all sites, and then immediately change it back

again.
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Activating SSO
Activating SSO

Published by Viedoc System 2025-12-02

1. Introduction
2. Using Google Workspace as IdP
21 Pre-requisites
2.2 Step-by-step guide
3. Using Microsoft Azure AD as IdP
3.3 Pre-requisites:
3.4 Step-by-step guide
4. SSO preparation checklist for Hostmasters

1 Introduction

This use case shows how users can authenticate themselves in Viedoc using an external identity provider (IdP) instead of the built-in identity

Viedoc Admin User Guide | Viedoc eLearning

provider, and thus being able to log in using single sign-on (SSO).

The users identify themselves with an email address containing a domain name—below referred to as hostmaster@your.domain.name—

that the user owns or that you as the Organization Administrator is in control of.

Note! For more information about using SSO for Viedoc, see the lesson Single sign-on.

We go from this:

...to this:

N Authentication

| External IdP |
| supporting

the SSO SAML
protocol version
| 2.0 I

—— EULGE T g

2 Using Google Workspace as IdP

21 Pre-requisites

= The domain name for which you want to configure SSO must have an email address like this: hostmaster@your.domain.name,

Internal IdP

and you must be able to get hold of a key sent to that address.
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= You must have Organization Administrator access to Viedoc.

= You must have Administrator access to Google Workspace.

2.2 Step-by-step guide

In this guide we use the domain name fubar.se and the European Viedoc training instance.

1 As Organization Administrator, go to Admin and select Organization Settings:
\_"v Viedoc Admin - Select Organiza! X + - g &
C & vatraining.viedoc.net/Admin/AdminHome/SelectOrganization a 4« @O » o

You have multiple organizations. Please choose one to manage studies and users!

FUBAR.SE

Studies QOrganization Admins

Jens Pettersson

© Viedoc Technologies AB 2020

¥ Organization Settings

)

Terms of Use - Privacy Policy Get help!
Viedoc™ version 4 60.7534 15011 [2020-09-08T12:08 UTC| eleamning
2 Select SSO > Add SSO configuration, enter the Domain name and select Continue.
£ viedoc Admin - Select Organiza: X - gl e
< c @ vdtraining viedoc.net/Admin/AdminHome/SelectOrganization#organizationd & % @ ®» o :

¥ FUBARSE Close

Organization Settings

Derails VIRP

550 Configuration
Below you can define and set up single sign-on (SSO) configuration for your organization

Add 550 configuration
Add domain

Domain name

fubar sd

The email domain of the users that this S5O configuration

applies to, for example: viedoc.com

Domain verification
® Send verification email to your hostmaster

Continue  orc
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3 Contact the person in your organization with access to the hostmaster@your.domain.name email inbox, to retrieve the
verification key that proves that you own the domain.

M Viedoc SSO Configuration - jens@fubar.se - Viesci AB e-post - Google Chrome = m| X

& mail.google.com/mail/u/0/2ui=2&view=btop&ver=sau145hjbséq&search=inbox&th=%23threa...

g 0 @i & ©0 b ®

no-reply@viedoc.net 14:00 (fér 0 minuter sedan) Ty 4
till hostmaster ~

Viedoc

Dear hostmaster,

A Viedoc user in your organization wants to configure single sign-on for Viedoc.

To do that, a verification key for the domain fubar se is needed

If you agree to configuring single sign-on for Viedoc, please share the verification key
with the Viedoc user who initiated this configuration

Verification key: vétraining viedoc.net-230d3962-2343-49¢5-a260-98 18df14c7al

This message (including any attachments) contains confidential information intended for a specific
individual and purpose, and is protected by law. If you are not the intended recipient. you should
delete this message and are hereby notified that any disclosure, copying, or distribution of this
message, or the taking of any action based on it, is strictly prohidited

@ Viedoc Technologies AB 2020
https /ivatraining viedoc net

s

4 Enter the verification key in Viedoc and select Verify.
£ Viedoc Admin - Select Organizat X + B £ *
< cC & vAtrainingviedoc.net/Admin/AdminHome/SelectOrganization#organizationd & v @ M o

% rusanse G

Organization Settings

Details 3 VIRP

SSO Configuration
Below you can define and set up single sign-on (SSO) configuration for your organization,

fubar.se
» Add domain Verify domain

Verify domain

Please check your email inbox 'hostmaster@fubar.se’. Enter the verification key included in the email
Verification key

Igmg ning viedoc Qez-_Z}Q_(!SEQ-ZNS-iE;}QLGQ-B]

(@ Verify  Diant get the emai? Send again
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5 Make a note of the Redirect URL and the Entity ID.
£ viedoc Admin - Select Organiza: X = - = x
& C' @ vatrainingviedoc.net/Admin/AdminHome/SelectOrganization#organizationd & ¥ @© * o i

& FUBARSE | save changes  JGEEAY

Organization Settings

Details SSO VIRP

SSO Configuration "é
Below you can define and set up single sign-on (SSO) configuration for your organization.

fubar.se
+ Add domain + Verify domain Validate setup Acti

SAML Setup

Configure the SAML setup below.

Redirect URL
https://v4training.viedoc.net/sso/fubar-se

4 The URL that the identity provider redirects users to after
authentication.

Entity ID
https://v4training.viedoc.net

4 The unigue identifier for Viedoc

6 In a separate tab, log in to Google Workspace Admin Console, go to Apps > SAML apps.
f Admin console x + = (m] X
& > C @& admingoogle.com/ac/home Q @ O % 0 H

- Search for users, groups or settings

Google Admin "
e Enterprise edition, the free VIEW UPGRADE OPTIONS >
leo-conferencing features ends & i
E ~ ! i
-~
Home 3 A
" . G .3
BS  Dashboard i :
> You're invited to upgrade
2 Directory » Upgrade to G Suite

Business and you'll get
advanced admin
Lo Devices » capabilities and as much
i storage as you need.

Apps » >
i} Gsute LEARNMORE  NO THANKS
e Secuiity > Additional Google services
G Suite Marketplace apps 2 Enable advanced mobile
m Reporting » management
SAML apps
. Protect G Suite data with strong
B Billing 4 device controls
>
@ Account » LEARN MORE
ftions -
profile, including the SKIP
JB  sendfeedback

Tools
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Select Add service and SETUP MY OWN CUSTOM APP:

- 54
1 Admin console x o+ =

< C' @& admin.google.com/fubar.se/AdminHome?hl=en#AppsListca=SERVICE&servi.. & w @ M o

Google IdP Information

Choose from either option to setup Google as your identity provider. Please add details in the S50
config for the service provider. Leam more

Option 1
SSOURL htips://accounts.google.com/o/sami2/idp?idpid=C04hghS3d
Entity ID i pi q
Ceniificate Google_2025-9-6-183635_SAML2.0
Explres Sep 06, 2025

3 DOWNLOAD
Option 2
IDP metadata 4 DOWNLOAD
PREVIOUS CANCEL NEXT

From the Google IdP Information window:

= Copy the SSO URL and paste it into the Viedoc field titled Endpoint URL.

= Download the certificate and open it in a text editor, for example Notepad. Copy and paste it into the Viedoc field

Certificate.

Select Save.

™y =, B} X
£ viedoc Admin - Select Organiza: X =

< C' @ vétraining.viedoc.net/Admin/AdminHome/SelectOrganization#organizationd & % @ M o

V& FUBARSE | save changes  JIGEERY

4 The unique identifier for Viedoc

Endpoint URL
https://accounts.google.com/o/saml2/idp?idpid=C0

4 The URL of the identity provider

Certificate

————— BEGIN CERTIFICATE----- a
MIIDdDCCAlygAwIBAgIGAXRpbTQBMAOGCSqGSIb3DQEBCWUAMHSxFDASBgNVBASTCOdvb2dsZSBI
bmMuMRYwFAYDVQQHEwW1Nb3VUdGFpbiBWaWV3MQ8wDQYDVOQQDEWZHb29nbGUxGDAWBgNVBASTDOdV
b2dsZSBGb3IgV29yazELMAKGALUEBhMCVVMXE VBAGTCkNhbGImb3JuaWEwHhcNMjAWOTA3
MTYzN;MLthNMJUwOT)\zMTVzNJMIWJB?MROwEgYDVQQKEthb29nt:GUgSWSJLJEWMBOGAlUEBxMN
TW31bnRhaWd4gVmildzEPMAOGALUEAXMGR29vZ2xIMRgwWFgYDVOQLEWIHb29nbGUgRmSyIFdvemsx
CZAJBgNVBAYTAlVTMRMwEOYDVOO\EwpDYprngybm{hMlIBUANBgkqhle9w08AGEFAAOCAOBA
MIIBCaKCAQFANEeQ0izQ0085n+aVPi RSu 47meAlosn
T7thQAQGlrw-§§_+m\ayleW7eBQkadOngwmbmSelOQFXCPVn?AAngbgWgDPVXXvFgﬂamb
DAYLe2volyQStheFG23DaDIKnmIZNB7knij6aH4veok/TiTsLMzOWsXpTgeKORIIpLToGCdpddUa
tNNSK7MoFdtfNpHOZ2UGZzROUY1SQiRts00d412L8bIBNsOKWasa +aptkOnaD/8xipniPgb81THF!
PmOf5PoussinZnSRpucRHCoeXLSLkuEGYM3Wa9ASufTIBIuWUwIDAQABMAOGCSGGSIb3DQEBCWUA
A4|BAQBKDTJIOEIDERZ 1k/4ihgHHS0x+Glz4YInPWzByC2amWeSWV+kFddogFvUBT4AcebXpkRezb
GRthPamRxKyzwhtLNF/9/TvhuN/uJWhAswizuigbnxDEWAMBauXRwP2hrsXQFk+NNLA+pLEQaSwu
CMS06YHIOvedd YMKUBIZ +jo7 JOSANZE6ghGE8UDeIoBzbT 9hmSLu2TLAdY Skfevpad/NrhedQn6D
aoPIdZm7T52EvB7WW Qnw+RC/Z8xqsA+UVF+YdbbwBuYhV1phi3lcHameYWzIsbH3nHTacmXYPY
Bp+NTEYhNPIEoU1bWFYxEy3eAW35aZWQLIxpOqyYzn2x -
-----END CERTIFICATE-----

4 The certificate of the identity provider

@ Save

In Viedoc, copy the redirect URL and go back to the Google Workspace tab and select Next.
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In the Basic information for your Custom App window:

= Enter an appropriate Application Name describing the Viedoc instance, for example “Viedoc Training SSO”.
= Download the Viedoc logo from the following URL https://www.viedoc.com/viedoc-gsuite-sso-256x256.png and

upload it in the Google Workspace pop-up.

Select Next.

M Admin console ' -

&«

= (=} X

C @& admingoogle.com/fubarse/AdminHome?hl=en#Appslist.ca=SERVICE&servi.. & % @ MW o :

tan 3 X
Basic information for your Custom App

Please provide the basic information needed to configure your Custom App. This information will be
viewed by end-users of the application

Application Name * Viedoc Training SSO

Description

Upload logo @ CHOOSEFILE

viedoc-gsuite-550-256%256.png 374KB

PREVIOUS CANCEL NEXT

In the Service Provider Details window:

= Paste the redirect URL into the ACS URL field.

= Copy the Entity ID from the Viedoc tab into the Entity ID field in the Google Workspace tab.
= Select Signed Response.

= Set the Name ID to Basic Information and Primary Email.

= Set the Name ID format to EMAIL.

Select Next.
= =} X
1 Admin console x EE
< C @& admingoogle.com/fubar.se/AdminHome?hl=en#AppsList:ca=SERVICE&servi.. & % @ W °
epdof § X
Service Provider Details
Please provide service provider details to configure SSO for your Custom App. The ACS url and Entity
1D are mandatory.
ACSURL* https://vétraining viedoc.net/sso/fubar-se
Entity ID * https://vétraining.viedoc.net
Start URL
Signed Response
Name ID Basic Information Primary Email
Name ID Format EMAIL
PREVIOUS CANCEL NEXT
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In the Attribute Mapping window, select Finish.

M Admin console X  +

& c & admin.google.com/fubar.se/AdminHome?hl=en#Appslistca=SERVICE&servi.. & % @

*»0

StepSof 5 X
Attribute Mapping
Provide mappings between service provider attributes to available user profile fields.
Some providers require you to map application attributes to user fields. You should check the
application's documentation to see if this is required. You can always come back later to complete the
mapping
are cu
ADD NEW MAPPING
PREVIOUS CANCEL  FINISH
Select OK.
= O
M Admin console x N
< C' & admin.google.com/fubar.se/AdminHome?hl=en#AppsList:ca=SERVICE&servi.. @ Y @ W o
Setting up SSO for Viedoc Training SSO .

o Application details saved
o Mandatory attribute mapping successfully configured
You'll need to upload Google IDP data on Viedoc Training SSO administration panel to complete

SAML configuration process

oK
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Select the down arrow of the User access section of the newly configured SAML App.

Select ON for everyone and Save.

= o X
M Service Status - Admin Console X =

& C @& admingoogle.com/ac/settings/serviceonoff?aid=440669716771

Google Admin Q,  Search for users, groups or settings

Training SSO > Service Status

: Showing settings for users in all organizational units

vieasoe  Viedoc
Training
SSO Service status N

Service status
(® ON for everyone
All users in this account
(O OFF for everyone

; e
Organizational Units ~
hange CANCEL SAVE
v fubar.se [ ]

Go back to the Viedoc tab and select Validate.

Note! You might be prompted to enter your email address and password in order to authenticate with your IdP if not already
logged in. Upon successful authentication you will automatically be redirected to the domain verification page.

] = 0 X
£4 viedoc Admin - Select Organiza: X +

<« c @ vdtraining viedoc.net/Admin/AdminHome/SelectOrganization#organizationd & %4 @ ®» o

Organization Settings

Detats viR®

550 Configuration
Beiow you can define and set up single £gn-on (S50 configuraion for your crganiTaton

fubar.ce
 Add doms alidate serup
SAML Sewup
Recirect URL

s //cbaning viedoc net/ss s 223

Enciy 10

@ Validate
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Verify that the domain is validated and then close the tab.

= X
@ Viedoc Admin - Select Organizal X @ httpsy/vatraining.viedoc.net/Ad: X + o

& > C @ vatrainingviedoc.net/Admin/AdminHome/ValidatedDomain?domain=fubar.. & +# @ #» o H

The domain fubar-se has been validated

Select Next.

= X
m Viedoc Admin - Select Organizat X + o

& 5 C @ vétrainingviedoc.net/Admin/AdminHome/SelectOrganizationforganizationd & % @ #* o H

V& FUBARSE

o Log in to the Endpoint URL and click Next

Next
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The SSO configuration is now completed.

When all users are informed about the new login URL—with the configured domain as their login name (the primary email

address is used for authentication in both the IdP and in Viedoc)—select Activate > Yes.

= X
£ viedoc Admin - Select Organizat X + =
& > C @ vatrainingviedoc.net/Admin/AdminHome/SelectOrganization#organizatond & % @ ®» o H

VX FUBARSE Activate SSO

Are you sure you want to activate SSO for this
domain? Please note that this action affects
all users within this email domain.

Yes No

3 Using Microsoft Azure AD as IdP

3.1 Pre-requisites:

= The domain name for which you want to configure SSO must have an email address like this: hostmaster@your.domain.name,

and you must be able to get hold of a key sent to that address.
= You must have Organization Administrator access to Viedoc.

= You must have Administrator access, or higher, in Microsoft Azure Active Directory (AD).

3.2 Step-by-step guide

In this guide we use the domain name pcg-solutions.com and the European Viedoc training instance.

As Organization Administrator, go to Admin and select Organization Settings:

= a
£ Viedoc Admin - Select Organizat X +

& = C @ vdtrainingviedocnet/Admin/AdminHome/SelectOrganization a &« O » o

Viedoc

Y& Organizations @

You have multiple organizations. Please choose one to manage studies and users!

FUBARSE

) Studies Show studies Organization Admins 6

Jens Pettersson

Get help! '-é

eLearning

@ Viedoc Technologies AB 2020
Terms of Use - Privacy Policy
Viedoc™ version 4.60.7534.15011 [2020-09-08T12:08 UTC]

X
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Select the tab SSO > Add SSO configuration, enter the Domain name and select Continue.

£ viedoc Admin - Select Organiza: X
& C

& FUBAR.SE

Organization Settings

Derails VIRP

SSO Configuration
Below you can define and set up single sign-on ($S0) configuration for your organization

Add SSO configuration
Add domain

Domain name

Ilu;aav sd

4 The email domain of the users that this $SO configuration
applies to, for example: viedoc.com

Domain verification

® Send verification email to your hostmaster

Continue  orCancet

Contact the person in your organization with access to the hostmaster@your.domain.name email inbox to retrieve the
verification key that proves that you own the domain.

™ Viedoc SSO Configuration - jens@fubar.se - Viesci AB e-post - Google Chrome = O

& mail.google.com/mail/u/0/?ui=28view=btop&uver=sau145hjbséq&search=inbox&th=%23threa...

0O 6 @ &= 0 BB

no-reply@viedoc.net 14:00 (for 0 minuter sedan) Ty 4
till hostmaster =

Viedoc. &

Dear hostmaster,

A Viedoc user in your organization wants to configure single sign-on for Viedoc.

To do that, a verification key for the domain fubar.se is needed

If you agree to configuring single sign-on for Viedoc, please share the verification key
with the Viedoc user who initiated this configuration.

Verification key: vétraining.viedoc.net-230d3962-2343-49¢5-a260-98 18df14c7a1

This message (including any attachments) contains confidential information intended for a specific
individual and purpose, and is protected by law. If you are not the intended recipient, you should
delete this message and are hereby notified that any disclosure, copying, or distribution of this
message, or the taking of any action based on it, is sirictly prohibited

@ Viedoc Technologies AB 2020
https /fvdtraining viedoc net

=

X
Q
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4 Enter the verification key in Viedoc and select Verify.
£ viedoc Admin - Select Organiza: X = 4 - = x
& c @ vétraining.viedoc.net/Admin/AdminHome/SelectOrganization#organizationd & Y« @ ®* o :

3% e se o

Organization Settings

Details VIRP

SSO Configuration
Below you can define and set up single sign-on (SS0) configuration for your organization

fubar.se
+ Add domain Verify domain

Verify domain
Please check your email inbox 'hostmaster@fubar.se’. Enter the verification key included in the email

Verification key

[4training viedoc ner-23043962-2343- 49¢5-a260-2¢

@ Verify  Digntgetthe emait? Send again

5 Make a note of the Redirect URL and the Entity ID.
£ Viedoc Admin - Select Organizat X - - gl S
& C @ v4training.viedoc.net/Admin/AdminHome/SelectOrganization#organizationd & v @ M o s

V& FUBARSE | save changes  JIGERSY

Organization Settings

Details SSO VIRP

S5O Configuration "é
Below you can define and set up single sign-on (SSO) configuration for your organization.

fubar.se
+ Add domain v Verify domain = Validate setup

SAML Setup

Configure the SAML setup below.

Redirect URL
https://vétraining.viedoc.net/sso/fubar-se

4 The URL that the identity provider redirects users to after
authentication

Entity ID
https://vétraining.viedoc.net

1 The unigue identifier for Viedoc
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In a separate tab, log in to the Microsoft Azure portal and go to Azure Active Directory.

Select Enterprise Applications > New application and Non-gallery application.

- O X
/A Add an application - Microsoft /X +

& C' @ portal.azure.com/#blade/Microsoft AAD_IAM/AppGalleryApplications... @ ¥ » o i

B VeIl © Search resources, senvices, and docs (G+/)

Home >

Add an application #

@ Click here to try out the new and improved app qallery. =

Add your own app

Application
you're
developing

Register an app you're
working on to integrate
it with Azure AD

™ On-premises
W application

Configure Azure AD
Application Proxy to
enable secure remote

mEE Non-gallery
application

Integrate any other
application that you
don't find in the gallery

access.

Add from the gallery

Category
[anGsse

v

[ Entera name

Featured applications

o o~ B

v

Enter an appropriate Name describing the Viedoc instance, for example “Viedoc Training SSO”.

Select Add.

O X
/A Add your own application - Micr X +

< C' @ portalazure.com/#blade/Microsoft AAD_IAM/AppGalleryApplications... @ ¥ » o :

5 Seach esoutces,senices,and docs (6+1)

Home > Add an application

n (8

VIEDOC TECHNOLOGIES AB @

Add your own application

Name * ©
[ Viedoc Training 55q]

Once you decide on a name for your new application, click the "Add" button below and we'll walk you through some
simple configuration steps to get the application working.

Supports: (O

SAML-based single sign-on

Learn more

Automatic User Provisioning with SCIM

Learn more

Password-based single sign-on

Learn more
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Select Single Sign-On > SAML.

— O X
A\ Viedoc Training SSO - Microsoft X +

< C & portal.azure.com/#blade/Microsoft AAD_IAM/ManagedAppMenuBla... Q¥ » 0 :

[YPEETES GOSN O Search resources, services, and docs (G+/) i lut m
VIEDGC TECHNOLOGIES A8 @

Home > Add an application > Viedoc Training SSO

) Viedoc Training SSO | Single sign-on X

Enterprise Application

Select a single sign-on method  Help me decide

i Overview

Deployment Plan

% Diagnese and solve problems ® Disabled {3 samL
Single sign-on is not enabled. The user Rich and secure authentication to
Manage won't be able to launch the app from applications using the SAML (Security
My Apps. Assertion Markup Language) protocol
1If Properties
& Owners

& Users and groups

D Single sign-on
EI Password-based Ca) Linked
@ Provisioning Password storage and replay using a Link to an application in the Azure
web browser extension or mobile app. Active Directory Access Panel and/or

£l Application proxy Office 365 application launcher.

€ Self-service
Security
®& Conditional Access

Permissions

@ Token encryption

Activity -
https://portal.azure.com/#

Select Edit the Basic SAML Configuration.
From the Viedoc tab, copy and paste:

= The Entity ID into the Identifier (Entity ID) field.
= The Redirect URL into the Reply URL (Assertion Consumer Service URL) field.

select Save and close the pop-up.

- [} X

/A Basic SAML Configuration - Micr X +

& C @& portal.azure.com/#blade/Microsoft AAD_IAM/ManagedAppMenuBla... & ¥ » o H

O Search resources, services, and docs (G+/) jt luti m

EDOC TECHNOLOGIES AB

Home > Addanspplication Basic SAML Configuration X

Viedoc Training ¢

Enterprise Application Save

B Overview Identifier (Entity ID) *

Deployment Plan The default identifier will be the audience of the SAML response for IDP-initiated SSO

¥ Diagnose and solve problen Default

Manage | https://vdtraining.viedoc.net «\ o)

i propertes | |

28 Owners

& Users and groups Reply URL (Assertion Consumer Service URL) * ©

The default reply URL will be the destination in the SAML response for IDP-initiated SO
D single sign-on

@ Provisioning Default

£ Application proxy [ ttpsy/suatraining viedoc net/sso/peg-solutions-com v] Io}

© selfservice [ |

Security

® Conditional Access Sign on URL ©

7. Permissions | Enterasign on URL

@ Token encryption

Relay State ©

Activity -

il ‘ : »
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10 Select to Edit the User Attributes & Claims.
= O X
A\ Viedoc Training SSO - Microsoft = X +
< C @ portal.azure.com/#blade/Microsoft AAD_IAM/ManagedAppMenuBla... @ ¥ » o :
VIEDOC TECHNOLOGIES AB @0
Home > Enterprise applications > Viedoc Training SSO >
Viedoc Training SSO | SAML-based Sign-on x
Enterprise Application
« T Upload metadata file ) Change single sign-on mode Test this application Q Got feedback?
Overview
Deployment Flan Set up Single Sign-On with SAML
X Diagnose and solve problems
The default identifier is missing from the list of identifiers. Click here to fix it.
Manage
11t properties
Read the configuration guide o for help integrating Viedoc Training SSO.

& Owners o
2 Users and groups Basic SAML Configuration 2 Edit
9) EresEien Identifier (Entity ID) https://v4training.viedoc.net

Reply URL (Assertion Consumer Service UR https://v4training.viedoc.net/sso/pcg-solutions-com
@ Provisioning i)
o Sign on URL
B Application proxy Relay State
C  Self-service Legout Url
Security o
® Conditional Access User Attributes & Claims 7 i
5. Permissions givenname user.givenname

sumame usersumame
@ Token encryption emailaddress user.mail

name useruserprincipalname
Activity - Unique User Identifier useruserprincipalname -

4
" Map the Unique User Identifier (Name ID) to the attribute that best matches the email address that users authenticate with in
Viedoc, typically [user.userprincipalname] or [user.mail].
= O X

/A User Attributes & Claims - Micre X +

& C @ portal.azure.com/#blade/Microsoft AAD_IAM/ManagedAppMenuBla...

Home > Enterprise app

User Attributes & Claims

ons > Viedoc Training SSO > SAML-based Sign-on >

Addnew dlaim  + Add a group daim == Columns

Required claim
Claim name Value

Unique User Identifier (Name ID) user.mail [nameid-format:emailAddr... <+

Additional claims

Claim name Value
http://schemas.xmIsoap.org/ws/2005/05/identity/claims/emailaddress user.mail
http://schemas xmlsoap.org/ws/2005/05/identity/claims/givenname user.givenname
http://schemas.xmIsoap.org/ws/2005/05/identity/claims/name user.userprincipalname
http://schemas xmlsoap.org/ws/2005/05/identity/claims /surname user.surname

a v O n@

m
VIEDOC TECHNOLOGIES A8 @'
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From the Azure AD window:

= Download the certificate in base64 format and open it in a text editor, for example Notepad. Copy and paste it into

the Viedoc field titled Certificate.

= Select to copy the login URL and paste it in the Endpoint URL field in the Viedoc tab.

Viedoc Admin User Guide | Viedoc eLearning

Select Save.
y . - O X
Viedoc - Welcome! X j Viedoc Admin - Select Organizat X +
& C @ vdtraining.viedoc.net/Admin/AdminHome/SelectOrganization#organization4 aQ W » Q :

V& PCG-SOLUTIONS.COM

=

TITCPS. |/ VSHTFGINING VIEGOC-NET
The unique identifier for Viedoc.
Endpoint URL
https://login.microsoftonline.com/7al3befb-93ef-4al
The URL of the identity provider.
Certificate

BEGIN CERTIFICATE
MICSDCCAdigAWIBAGIGEU + +wia3rbRALEHDR/bOUIANBakghkiGIw0BAQSFADAOMT wMAYDVQQD
EyINaWNyb3NvZnQgQXplemUgRmVKkZXIRdGVKIFNTTyBDZXJ0aWZpY 2F 02T AeFwOyMDASMDgxNDM4
MzdaFwOyMzA5MDaxNDM4MzdaMDGxMjAwBgNVBAMTKULpY3Jvc29mdCBBenVyZSBGZWRIcmFOZWQg
ULNPIEN cnRpZmijYXRIMIIBIANBgkahkiGOwOBAQEFAAOCAQBAMIIBCGKCAQEA2NStgfkAeonr
nz6uohhLVaWol4/72EalyMwCSi+1gR4-+U92rOJWViUIQCNLwzuaySQ1UaZyMCZiV/1+buYapCK7
ww/a2tYolHvpRgS+BX/51/nKfR4khUAOOIL/DhDgL8D5hefLdI7pe8VDcTA+RGpHhIwL 2h 3E86M
<SD9YiWiz99x/JEunlxztbD/mAWGBCOF BtRRwhrike Q6lbw2YUHmM/FIStHE 552MOav +csowsSe
5AJ7cBYbBUOY/dpIM7lyovUOlyfo+YZXeMia2dPRx36FB3/JyFBCM2 Ya9b3KQoliC pdrXXKCQLCz
Rbz0FV/78E7205N 0yRCBYH+i7QIDAQABMAOGCSqGSIb3DQE BCWUAAJIBAQBI/pHsY6yscBERXxLy
J2G+BMBLOD3ILTs1+ WOWFTE0 1Y SAIMULFi-+M8/GIMMLU/1ZTCZ17P75ch2yL Sc7ni3/spaUOW
VErPalG/MXTiJaZE1Zalufal fyeaByOtlQxShiRuel syREKIS +cDNmmo48P MaEASBUOBPLzxF nNu
D5UmxhsTx4co007xKI20y8J1Y59sYZaCEOXHEwKowZzcVHQuWUIm7SbMhDAIXRJY/ of SzrtMh
Jnx2QOHHb3QNV6Jc+d/7ClaHFDNeMxNLpD7mLAYyNV/O4i6tsU+40r/tVHStdTDBYNIe91ghcXpD
RIUXIGVESZ +6wi70/ Lzt

END CERTIFICATS

The certificate of the identity provider.

@ Save

Need help? Click the eLearning icon above for detailed instructions

Download the Viedoc logo from the following URL https:/www.viedoc.com/viedoc-msaad-sso-256x256.png and upload it to

the Properties section in the Azure AD tab.

icrosoft Azure B Search resources, services, and docs (G+/)

Home >

Enterprise Application

Querview

Deployment Plan

X Diagnose and solve problems

Manage

Properties

& Owners

Viedoc Training SSO | Properties

[ pelete O Got feedback?

&, Roles and administrators (Pre...

& Users and groups
3 single sign-on

@ Provisioning

E! application proxy
C  Self-service
Security

% Conditional Access
24 permissions

Q' Token encryption

Activity

Enabled for users to sign-in? No )
Name * [ viedoc Training ss0 -]
Homepage URL (0 | D ‘
Logo @
et
<
Viedoc
[ selecta file | =]

User access URL (0

| https://myapps.microsoft.com/signin/Viedoc320Training%20SS0/f2e3... [ ‘

Application ID (O | f2e3ac03-bd4b-4223-8186-6df3687f50a6 [} ‘
Object ID [ e8ebobed-f1a3-4d57-854d-cebs4712e2d6 D]
Terms of Service Url [ Publisher did not provide this information D]
Privacy Statement Url [ Publisher did not provide this i |
Reply URL @& | https://vatraining.viedoc.net/sso/pcg-solutions-com [} ‘
User assignment required? [( No )

visible to users? @ - v )
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14 Under Users and groups, add all users or security groups that shall be able to log in to Viedoc using SSO.
. - . . - m} X
A\ Viedoc Training SSO - Microsoft - X /& Groups - Microsoft Azure x ‘ -+
< C & portal.azure.com/#blade/Microsoft AAD_IAM/ManagedAppMenuBla...
P e e e
Home > VIEDOC TECHNOLOGIES AB > Enterprise applications > Viedoc Training SSO
@ Viedoc Training SSO | Users and groups X
Enterprise Application
« } Adduser (7 Edit [i] Remove /2 Upd == Columns Q Got feedback?
B Oveniew -
Q The application will appear on the Access Panel for assigned users. Set 'visible to users?' to no in properties to prevent this. =
@ Deployment Plan
¥ Diagnose and solve problems [
Manage Display Name Object Type Role assigned
il Properties O - All employees Group User
2 Owners
& Users and groups
D Single sign-on
@ Provisioning
B Application proxy
€ Self-service
Security
& Conditional Access
% Permissions
@ Token encryption
Activity -
4 »
15 Go back to the Viedoc tab and select Validate.

You might be promted to enter your email address and password in order to authenticate with your IdP if not already
logged in. Upon successful authentication you will automatically be redirected to the domain verification page.

£ viedoc Admin - Select Organizat X =

< c @ vdtraining.viedoc.net/Admin/AdminHome/SelectOrganization#organizationd

Organization Settings

Deusts viRe

580 Configuration

Beiow you can define and se% up singée ign-on (3501 configurasion for your organiatien,

fubar.se
SAML Seup

Recirect URL

Eminy 1D

T ——

@ Vlidats
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Verify that the domain is validated and then close the tab.

- O X
() Viedoc Admin - Select Organizat X @ https//Avdtraining.viedocnet/Ad: X =

< > C & vdtrainingviedoc.net/Admin/AdminHome/ValidatedDomain?domain=pcg-so... & ¥ » o :

The domain peg-solutions-com has been validated

Select Next.

= m] X
£ Viedoc Admin - Select Organizat X 4

< > C & vdtrainingviedoc.net/Admin/AdminHome/SelectOrganization#organizationd ~ & ¥t » o :

o Logiin to the Endpoint URL and click Next.

Next
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18 The SSO configuration is now completed.

When all users are informed about the new login URL—with the configured domain as their login name (the primary email
address is used for authentication in both the IdP and in Viedoc)—select Activate > Yes.

= o X
£ Viedoc Admin - Select Organizat X 4

< > C & vdtrainingviedoc.net/Admin/AdminHome/SelectOrganization#organizationd ~ & ¥t » 0 :

Activate SSO [coe | | o |

o Are you sure you want to activate SSO for this
domain? Please note that this action affects

all users within this email domain.

Yes No

19 Log out and log in using the new login URL. You will now be authenticated and redirected to the newly configured external IdP.

4 SSO preparation checklist for Hostmasters
Before you activate Single Sign-On (SSO), make sure your organization is fully prepared by completing the checklist below.

1. Verify user email alignment
Ensure that the email addresses used for the Viedoc accounts match what is on file in the external IdP (for example, Google
Workspace or Azure Active Directory). If the emails do not match, affected users will not be able to log in.

2. Confirm domain ownership within your company
Check whether you are the only organization in Viedoc that is using this specific email domain. There may be other groups in
your company that are using the same email domain andViedoc. You will be activating SSO for them as well, so make sure they
are also prepared (see item 1 above).

3. Communicate the activation date and new login URL
Inform all users when SSO will be activated, and provide them with the new login URL. Users will be redirected to the new URL if
they use the old one, but communicating the change in advance helps avoid confusion.

4. Plan for certificate renewal

The SSO certificate expires after one year. Set an external reminder to renew the certificate before it expires. An expired SSO
certificate will prevent users from logging in.
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How to set up a study

How to set up a study

Published by Viedoc System 2018-11-13

This video demonstrates how to add a new study in Viedoc Admin, create a simple study design in Viedoc Designer, manage users in Viedoc
Admin and enter data as a site user in Viedoc Clinic.

If you have difficulties in viewing the video, click here.
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How to import data using the Viedoc Data Import application

Howv to import data using the VViedoc Data Import application

Published by Viedoc System 2019-11-14

This video demonstrates how to import data into Viedoc using the Viedoc Data Import Application.
If you have difficulties in viewing the video, click here.

For more information, see Viedoc Data Import Application.
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How to configure reference data

How to configure reference data

Published by Viedoc System 2018-10-12

This video demonstrates how to work with reference data in Viedoc.

If you have difficulties in viewing the video, click here.
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How to configure a randomization

How to configure a randomization

Published by Viedoc System 2018-10-12

This video demonstrates how to configure a static list randomization and a dynamic randomization in Viedoc.

If you have difficulties in viewing the video, click here.
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User Management

User Management

Published by Viedoc System 2018-12-12

This video demonstrates how to manage users in Viedoc Admin.

If you encounter difficulties in viewing this video click here.
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How to set up Viedoc Me

How to set up Viedoc Me

Published by Viedoc System 2023-06-21

This video demonstrates how to set up Viedoc Me in Admin and Designer.

If you have difficulties in viewing the video, click here.
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How to set up Viedoc Logistics

Howv to set up Viedoc Logistics

Published by Viedoc System 2021-03-24

This video gives an overview of how to set up Viedoc Logistics to ship your investigational product between sites and depots and how to
allocate kits to patients.

If you have difficulties in viewing this video, click here.
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How to work with R

How to work with R

Published by Viedoc System 2022-06-20

This video demonstrates how to use R with Viedoc Reports.

If you have difficulties viewing the video, please click here.

https://help.viedoc.net/c/331b7a/?print=ready 393/396


https://www.viedoc.com/video/?loc=720660823

12/2/25, 9:45 PM Viedoc Admin User Guide | Viedoc eLearning

4

Viedoc "Working Smarter Series" webinars

Viedoc "Working Smarter Series" webinars

Published by Viedoc System 2025-11-04

1. Introduction
2. Webinar recordings and Q&A
2.1 Viedoc 4.80 Release Webinar
2.2 Viedoc Custom Reports in R Webinar Q&A
2.3 Viedoc VIRP Webinar Q&A
2.4 Using GitHub Webinar Q&A
2.5 Design ODM Basics & Design Version Compare Webinar Q&A
2.6 ePRO Tips and Tricks Webinar Q&A
2.7 Randomization Webinar Q&A
2.8 Post-Live Changes Webinar Q&A

1 Introduction

Our Working Smarter webinar series is designed to help Viedoc users get the most out of the platform, from practical tips and feature deep
dives to best practices and expert insights. Each session addresses topics for our users including highlighting new features, sharing useful
tips, best practices, or deeper insights into specific areas of Viedoc.

Whether you're new to the system or an experienced user, these webinars are here to help you work smarter.

2 Webinar recordings and Q&A
The full list of webinars in Viedoc's Working Smarter Series, including recordings and Q&A, is provided below.
2.1 Viedoc 4.80 Release Webinar
October 2024

https://help.viedoc.net/lI/a29eab/en/

2.2 Viedoc Custom Reports in R Webinar Q&A
November 2024

https:/help.viedoc.net/1/04c262/en/

2.3 Viedoc VIRP Webinar Q&A
January 2025

https://help.viedoc.net/I/893419/en/

2.4 Using GitHub Webinar Q&A
February 2025

https://help.viedoc.net/lI/bb2d9a/en/

2.5 Design ODM Basics & Design Version Compare Webinar Q&A
March 2025

https://help.viedoc.net/I/027d45/en/

2.6 ePRO Tips and Tricks Webinar Q&A
April 2025

https://help.viedoc.net/I/f94362/en/
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2.7 Randomization Webinar Q&A

June 2025

https:/help.viedoc.net/1/227838/en/

2.8 Post-Live Changes Webinar Q&A
September 2025

https://help.viedoc.net/I/b01136/en/
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